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Data protection and cybersecurity 
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Sector-specific studies on EU data protection and cybersecurity provisions 

✓ Different legal domains (private/administrative law vs. criminal law)

✓ Detrimental effects: 

▪ Obligations and procedures, often deeply interrelated in the daily 
business activities, are considered as separate 

▪ Sector-specific analysis fails to reveal the common approach of EU 
regulation

▪ An obstacle to the development of an integrated model for legal 
compliance 
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Challenges, objectives, and outcome 
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Challenges and objectives 

✓ Bridging the gap and business perspective

✓ CyberSec4Europe H2020 Project 

✓ Comparative and coordinated analysis of the main regulatory instruments (GDPR, 
NIS directive, PSD2 Directive and eIDAS Regulation)

✓ Limitation: At this stage of implementation, it is not possible to provide a fully 
integrated picture of the various obligations in these fields

© Mantelero 2021



✓ Key objectives:

▪ To identify common patterns of obligations deriving from the different 
legal instruments

▪ To highlight the relations between these obligations (including 
technology-based organisational and security measures)

Outcome and impact:

✓ A basis for a future integrated compliance model

✓ A steppingstone for rule makers towards a more comprehensive technical and legal 
harmonisation in the national implementation of the EU framework
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< III >

Data protection and cybersecurity 
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GDPR and other legal instruments 

✓ The GDPR provides a general framework

▪ Main binding principles (data use and data security) 

▪ Principles-based approach and further elaboration by other regulations 
(technology-based and context-specific provisions) 

The GDPR refers to the implementation of appropriate technical and organisational
measures

✓ Appropriateness: a contextual notion

✓ Sector-specific instruments (NIS, PSD2, and eIDAS) frame appropriateness in terms 
of risks and available responses 
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✓ Not a patchwork, but a coordinated model, including its technological implementation 

✓ Five central pillars: 

▪ Risk-based approach

▪ By-design approach

▪ Reporting obligations

▪ Resilience

▪ Certification schemes
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The Guidelines on AI 
and Data Protection 
(2019) 

https
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