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Executive Summary
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promodlel aboration between industri al and academic
chall enges i n atnhde dseevleel cotpe d nsnheocvtaotrisve sol utions to

Theeedemonstr aitoinen foasesach of ther ese@yee rsRd cedcH werdo p
to the afor emeThd y neerde cthhad | eenmbgosdsitimde n te aadEsEtur @ope C O €
research awdtlkohopwbhogpynadvancements catering to t
as well as the security of EAr dpenomsti at pehs aamd
cybersecurity sol uteicourr,e pbryo dduecstd,d ibderi msge rdveivceel oped
security and privacy, the demonstr attoirecnsgiPISmaaH so
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Al RE Atos I ncident Reporti|
Al S Automatic I dentificat.i
AOS Advanced Object det ec!
API Application Programmi |
ATM Aut omated Tell er Machi
B2C Business to Citizen
BI'T Business I nformation |
CA Certification Authori.
CCN Common Communication |
CFO Chief Financi al Of fi cid
Cl SO Chief I nformation Sec!|
CPABE Ci pheRadleixcty -B\dded b er
CR Conskeenctei pt
CRO Chief Risk Officer
Cyber Sec4Europe Cyber Sec4Europe
CSR Consent Status Receipl
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DI F Decentralized Il dentit)
DNS Domain Name System
DP Dynamic Positioning s)
DPO Data Protection Offict¢
EBA European Banking Aut ht
Feorirgg, PepepeprETen
ECS3 European Cybercri me Ci
ECB European Centr al Bank
ECDI S El ectronic Chart Displ
el DAS EL?\(;;[D;egn;tiicfilcation Aut
EMCS Exci se MovemeSwyts taennd Ci
EPC Engineering, Procur e mj
FBF French Banking Feder aj




Cyber
Security

§ < for Europe

Cyber Sed©sEQr Speci fupaDempnahdaSeéebn

[ -

Fl Financi al I nstitution
GDPR Gener al Data Protecti
GOS Gate Operative System
GUI Graphical User I nterf
HADES Automatic AnalSamps$ esf
| BAN I nternational Bank Ac:¢
| CLT I ncident CLassificati |
I CT I nformation and Commu.]
I d M l dentity Manager

| DNJC X )I?rivParceyserving l dent it
I MO I nternat i cOraglanMaraitti iomf
| MT l ncident Management Tg¢
I RJCx I ncident Reporting Us|/
l oT I nternet of Things

I RT Il ncident Reporting Te:
JUDAS JSON Users and Device
KYC Know Your Customer

LEA Law Enforcement Agenc)
LolLo Li-OnLi-Oftf vessels

MD-U C x Medi caBx Dlmarmge Use Cas
MT-U C x Maritime Transport Us¢
MI SP Mal ware I nformation SI
NCA National Competent Aul
NGSI Next Generation Servi
NI S Net worlkn faoordnat i on Secu
NI ST Nati onal I nstitute of
NoBo Noti fication Body

OBA Open Banking APl Archi

OBSI DI AN

Open Banking Sensitivi
Europe

OBUCXx Open Banking Use Case
OES OperaEssenfial Servicg
OF2CEN Onl i ne Fraud Cyber Cen
OS MP Observatory for the S
PA Public Administration
PAP Policy Administration
PCS Port Community System
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PEP Policy Enforcement Poli
PET Privacy Enhancing Tecl
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PKI Public Key Infrastrucit
PLC Programmabl e Logic Col
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RoRoO Ro-bh/ RdIfl vessel s
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SIS Ship Information Syst
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1 I ntroducti on

Deliver dHllet iD3.eld fiRequirements AnalysseaothDemaohnte
i ndustry member s( VP& dWokrekd Pianc kcaogeea e5i n iotf D a ledyaufd tr iefmye n
t he seven denioan sstor aktnicowin caass disEleenome 4 u i@fd® misady sr @Il a
identifying the technol ogi call2]ahdr resch r ddbb.matdrme
presentsedissendcdsheecti onAunandomalin r é&d wigr & meen tcso ndde st
ensure the systemb6s correct operations.

Theéemonstrattiloe camse sdfhethos spal dgseacrtdi nat ed Wofrfkor t
Packages (3, 4, and 5). One of the projhecrdodhdgezlys
technological eaztoeRp DIdmegnWead tooalesacihdatshteaswedd whf lee ¢
research andihdedyelbepensnitni ti al definition of the
that will drive the Bleaonnagalidlr at uonhhef téaki peofle
project to extphet $ahallyl aandyderdedslesan r el evant beyond
project.

This documemp ofs ®WRSE old dpvrn5d.Wegeo deeper i g $hdeead

t hdee mons.tfromat emsh demensturcatuor, twe di scussion in t°
1T Speci fpirceasteinotns a traditional soft waAétengandes]
of the use casebs scenari o, it lists its preco
with ot heldMLu sdei acgarsaenss. compl ement the use caseos
its functionalities.

T Seuppi scubsesdemonstrators asl ttohnen escuns otfh et hdeeinro nt
use cases, describes its functionalities and \
initial description of Fm &leMegdmpprioanssct @ mrt édbresdisoene e r
WP306s ansds eWRss6s demonstrators by I|isting which
it will use them

D5i3 a fundamental é6apdi WPEyber feWdl Emalbmpewy! adead n
this stage of the projectThetihef demanisom ait omrishias ed
the projectds seconudpaypmgadrt @fsPphede afthieyect iwei dueete |
ready to pr owitdduntkedtsa iffolsant we .demonstrators

1.1 Structure of t hhe Document

The document is structured as foll ows:
1T Section 2upeasdastpectiheéecati onumndf deyroer{ipaead B u rb
Bankdenmgonstrati on case.
1T Section 3upecdeapseci hecati onup nodf d&ynmboenrSuepcpdt Bpur roc
Chain Securddmo Mstsruataincre case.
1 Secti emsedhtupsret bddassepeci fication-uandodfda€mdrestSreatdd
Pri wparceyser vi ng | ddaretmotnys t Man a genmermats e .
1 Secthipone s enrutsse ddhaessepeci fi cation-uandodfda€mdrestSreatdd
I ncidenti Retploe t Finmaenncoinaslt rSetcitoonr c as e .
1 Sect'on 6 upsree sddanssep et hkei cati on-uandfdE€mdrestSreactdd
Ma r
q Sec
edi

[
ti medEmamsporatt i on case.

i on 7 upsrees@assep et hkei cati on-ugndyfbdke€dercAtErua toq
cal Datem&@rshaagkeon case.
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T Section 8Bupeasdespectifiécati onumnadlf deymoetrS8IwacadoOu rd
Citdemsonstration case.

Finasddtyibon 9 concludes the document
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2 Open Banking

This section provides an overview of two demonstrtr

(1) Shar e Yocuorn shtsatosdionfdi vi MeahssoenRay@eedi Fr Raedegot
Broker. FTlmemddemonstrators il lTustrate Qosvharhien g
technologies can be applied to either prevent f
taken mpfacet FTgan i onerfvihieeewt wo scenari os, presen
workfl ows and descrThbhesgetihemfpmdti des detail s
and the intended target groups

(2)Open Banking AP&t Arebi segtaerei |l ar but distinct

@Il legal access to the system
2)Unaut horised information change
B)Unaut homl aedoasof privilege

4 Data | eak
B)Massive data | eak through HTTP client
@) Compromi sed service

This sectionl epvelvi desr wmi éaw gtdhf t he demonstrati on
description of the actorssiocvédélweddi pgeamost co

Finally, we report relevant constraints and ass
demonstration use case

For al | sSsi X scenarios the reference architecture
represents-basgedn®©pah BRhking platform.

API Security API Platform Km::hdw
Se

Identity API Gateway API Manager API Portal
Provider

API Catalogue

Documentation
Management

=3
Cocumentaton
Protocols Enforcement  Msg & Data Security Logging I I
Exposure Layer (Middelware) External Services Layer
$ } $ (]
Baseline Ecosystem

Services Data Backend System
Layer Layer Layer

Figur eOpen -Bamlkirmd Open Banking Ar.
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211Us@as@BUCI1Sharing of Il dentity Verifica
Activity

Today financial fraud is global. As bank strategi
bank account or adding a trlaabsefceormebasepfyi cli @bgck or
ouftraudul ent transactions from their |living rooms
identity being fully exposed.

Moreover, they can attack sevenoaleo pdm&tsivem,t hbdat b
banks dondt shar & hianf diramat i ecaknaosrs oftreaaut desde dat a.
Finall y,apwiltihc dnedocdhmo | @fgi es | i ke I nstant Payment wl
money transfer senoviecas ffitcuwitl It obdighenfraud, as

which to csirnr ycacswet orfecfalaludul ent transacti on

We propose to experi memustt radeniexdprided memrtoavtiidd m go fb aan k
shar e aned cerxicthiacnagl information about effective fr
services

First, by maki ng s uschho usl hda rbienpga bpvoes stibbelier, abbainkist y t o
ti me tod cdaskaost examgl whith hald deteracbhé e &a ot shaskeerw
banks the information about the | BAN implied in t
account at the time to prevecmtr rtghdoeftr & u dautdeurd efnrt o m

I n France, bet we einn t2rOoldyd cafrirbgn@d) E@hgent hecantly incr

net works. The fraudster uses a single operational
crediwiitng mdney from some fraudulent cheque provi
be detected as fraudul ent, transferring the credi
money from a cash machine.

Another consaquuemwmde cofopehation between banks is

European I CT providers in the field of risaski sgaor .
Several of t hheodfd er CT i prko vwmadeargse me nt services ai me

information system to deBatt which ones are fraud

T Few or none of them offer services featuring a
c hgeufer a u ¢ aty nfeeng;o d

T Their solutions are based on bl ack box archite
Therebds a sovereignty issue, given that this | ack

T To become | eader s tiinon haendf icedrdr eolfa tcieonnt roafl i fsraa u
onermne with each bank;

T To incr enmgd etaldecirrs hi p by fuel lsiwhg ht Bdiar pp Ko dud
gl obalised fraud use cases cr &mravideghla saedddci anti inogn
to thei.r services

Finally, several organisations aiming at batel i
data they haliamd diharnidthave Ibhoen e Biigld tsij \geaat ure use

11 BMhr Matri xXiderPamtjy ot her s
2https: [/ wvhw.tfpisr:s/t/.eccefgelaudpa. eu/ ant i

4


https://www.first.org/
https://ec.europa.eu/anti-fraud/
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fraudul ent transfer. These organisations are mor e
ess on sharing effective transfer fraud informat

Fraud Trends

The security aspecntsr odu dtSiDRn i mfc | sutdri nmgg tchestiomer a
against fraud |l everaging i tdbhmajidryi ttyhedft ftiemcahmd iqaule
successful modes of fraud operatioffdefser i whinlawhl eu s
report badgatda ofnr d maadmaj or French bank in which

T the Il egitimate wuser i s manipulated through v
supplier fraud and other sceasns), which constit

T However, the most prevalent instances of fraud
carries out the transfer of funds from an uns.!
from bogus documentatimomayd whasdisrepresents 54%

Counter Fraud Strategy

I n order to demonstrate countermeasures to preven
transactions and from easily opening any account
demonshtarsataodrcopt ed trhy eveo rcko neptl reemeemst,a based on exten

(1) Scor i ng t rcaunrsraecnttiloynshanks carry out contextual

connection behavioural analysis (usingl,BMor

Trugt.eewe extend this analysis to a payeebs d:
banking players, ensuring adequate conf®rmity
@2 Profilinagt fprraeusdesnnt t he approactest wfs wrpweeaialtliiomg

0

the detection of any falsified, fallse bBramsdo,| ¢
first ongoing action consists of requesting in
the centropler dataddyedeNESEt any fraudul ent wuse
procklse . i nt endé mon wtfg atthoer u s eb atslaaodk catahsair a rkK Yn@
technologies to detect any KYC similamngoiesg b
online account anbboyarodfifnegr itnrga nas apcltaitofnror m t o Eu
these critical piecesiafy complt manceahpwihialte &G

n

banking secrpcy requirements
3)Digital i dentsiutpyp oirnti egr atriucsn:f ul and deeply ve
power f ul strategy to prevent any fesasadl obcar ph
identity. Thatodés why we propose to dednongurai é
a digital identity $hstoemh a trustful partner
Real Worl d Exampl es

For the thwei sgediathecw seardled raecaclouwt:s of t hese frauc
(1) Means of Payment Fraud

A news report in La Voix rdusiNetred: dated 25 Sep

Due to business secrecy, bank arendt authorised to di
Agence Nat i o@c uerhidee@®@s Titaess. gouv. fr/

See, fombexamelgae,i rements Analysi,s Scef.tldeosoredet patsisd m Ce
UAF (Unified Authentication hangds :Alu/tfhiodad @laltavisddactieF roa me
201702 0B V¥ edwile€®0170202. ht ml

7 https://www. |l avoi xdu+4 &@r5d.pflriisbirepilesso|/ ear evii ecnt kehs2Bf1®OC S

bel ges?&pooolrel ease

o g M~ W


https://ants.gouv.fr/
https://cybersec4europe.eu/wp-content/uploads/2020/01/D5.1-Requirements-Analysis-of-Demonstration-Cases-Phase-1-v2.0.pdf
https://fidoalliance.org/specs/fido-uaf-v1.1-id-20170202/fido-uaf-overview-v1.1-id-20170202.html
https://fidoalliance.org/specs/fido-uaf-v1.1-id-20170202/fido-uaf-overview-v1.1-id-20170202.html
https://www.lavoixdunord.fr/642166/article/2019-09-25/plusieurs-banques-de-valenciennes-victimes-d-escrocs-belges?&pooolrelease
https://www.lavoixdunord.fr/642166/article/2019-09-25/plusieurs-banques-de-valenciennes-victimes-d-escrocs-belges?&pooolrelease
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Sever al banks in Valenciennes victims of Bel

Last week, four Belgian nastuepahdedichemaenrksse nt toe
false pay slips or invoices, TheypswsadltEidos
the damage at around 30,000 euros.

These four Belgian nationals opened numetroous e
obtain cards and chequebooks. Then all they ha
with transactions of severalfrnadawaptemrdsd etir ve. at
in Valenciennes brancédhefsalwsidg hEDR I Isiel Ip;a ya rsdti hpesr
t we-htye days.

M.Ri gl ai re, who repr es etnbtheeds eo nsec aonia ,tr helee uwhoaurinktsg il
i n theAccagridinngtt s Ai megliRicipr ®od@d @mrhsr efiee etki niens Hia unt
dé&ranceo

2)Credit Renegotiation Broker Fraud

According to the Assuramce Banque Epargne I nfo
Watch out f.or identity theft

Financi al scams are more and more numerous
websiteensaidmsd canvassing by telephone).

These scams concern all banki higepeoduejt sf o n
fal se account s, p Facs rslebixonoakr sy, oi pnt vi eosntsmebnia s said ts 0, d
forest s, wine or even |livestock

The crooks use identity theft techniques whi

f usurpation of theyr uis@erytoiutry per sonal dat a
credybsri name;

T i mpersonation of ;a financi al i nstitution

T the i mpersonation of a tsawpeaonwismaeg yaau htoa i
operations.

So be extremely vigilantGet informed and follow our advice to better protect yourself

21.11St akehol der s
The

8

mai n 9gthéhk esh aledmrnstrati on use case ar e:

T EuropeamnWamkdsher Open(Bawckiudg ngl @ y¢hgamsen ta no @ e roa fc

interest in such a trust network: thewewduludtb
t hen t he lcouysatlobnyerbsettleei pr ot ecetdi nf.g &uwdeemn d & b nu 2
of such a trust network could include sharing
be used to improve user experienceamwdthewersf:

positive seseudrity alerts rai

httpsv. ibmivos er wiearsa.r fcqhfews ttasopeltreas n a g tad /e lindk sseerg a r-ddees
aut catpubsi c/avkxseurtpitddnmlensi t e# 2


https://www.abe-infoservice.fr/glossaire?title=Forex
https://www.abe-infoservice.fr/vos-demarches/se-proteger-contre-les-arnaques/les-alertes-et-mises-en-garde-des-autorites-au-public/attention-aux-usurpations-didentite#2
https://www.abe-infoservice.fr/vos-demarches/se-proteger-contre-les-arnaques/les-alertes-et-mises-en-garde-des-autorites-au-public/attention-aux-usurpations-didentite#2
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T Trust bet ween members of t his net woekticfoiud alt i
aut hercoy g t(eQms, banking abeber kiinds ef aktprs w
interest to participate.

T Legi shapinrsvacy n@mrwefud sdsiboe i nvol ved to Throesat @ nt
charge of regulation writing and privacy conce
such EBwr apheean Data Protection Board

T Europsel wel | as | nt ernpaoll LaEnAds o(tlLhaew B nnft genr éndhrs e not
have an i mportant interest in being able to us
financing activities.

T Cybersecur iwow hpdrvoev iadebrussi ness interest in eithe
i nnovative rt elcehvneorlaoggiinegs ionf or mati on output by
focused on o4 el MBausvenretsisceasl (sectors sygch as t|

21.1.2Act or s
ThetadaistedrkeeladWw the entities ntghatc oishyisdgdeench e wad ft ht
types:

i Pri mar yhawd ogsal s which this demonstration cas

(i) Secondardomatt orssve specific goals associated
for the execution of its use cases.

For the first rel easfeo@ifong hewadesmoasariad®r asweoci af
i nfor.mati on

(1) Means of MPaydeol VvESsS:
i) Primary actor s:

T Theust wher i nteracts with the bank to establ
access to <cash and credit. eitbleecdlnldy vpdu.

repratsiemmd cafi mi nal organi sation intent on de
possible in a number of different ways. Fro
bona fide customer, who has openedtiamnaccomnl

gets unmasked as a frauydster after the fraui

T Theranksepresented Whoacédrauvudseaperdue dili ge
through KYC procedures andcupsrtotvdedget tadec anes
and credit facilities. The banks or financi
financi al |l oss and | oss of brand credibilit
or financi al institution, he wildl move on t

(i) Secondary actor s:

T Thmer chraenctei veysotttheen imoincest d meeime t sbops, res
retailers and others who the fraudster, atte
who could be situatediiom, awpuWwdrkewkder rjapnmisi
event or anonymous to avoid detection as | ol

(2) Credit Renegot i atnivoon vBersoker Fr aud

) Primary actor s:
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T Thferaudst ethe i ndivaitd uvazelcodirmirneapl( aosrégnavmios, a tdieqre
on their mode of operatiwhlmo icotué daat s owibteh at
to get requisite credential s/ documents with

T Theséas -axipsteigegmeanrtr amsni t h a credit company a
(i) Secondary actor s:

T Theredi't cempmparmpyassive recipient of credit f
fraudwlecratuse they dondt have the means to b

T Theanks al sot lmeetciimg gant teh imbhies from the f

eventually seeks rei mbursement f
The demonstrator will be extended in the next pha
mechamingdgmpbkenaddi ti onal actors.

21.13Precondi tions

The banks and the credit companies have aligned K
to fight fraud between i#e®ridteuti ons both national

The demonstration worvwhdm,wsi rsttalre faitr ssth es cpeornanr i o,
and in the secondc owihtdahcett Sues efrr audster first

2114Basi c FIl ow

Means of Payment Fraud
St epAlbank (or a customer) is de( gmiagderdecAocompl!| at

is filed.

The information required to detect the frau
associ atredl atdectdatya, detail 4 BAIN tama ttrhan ac
the enrol ment (foft Hbeaxceempl e, online vs face

StepTRe victim bank blocks the I BAN and reports

StepTBe fraudster carries out armdtihem tar ausa otme
bank, which receives an al ert allowing it t
pl ace.



Cyber SedOs5BEdprecp ficatp obe mons tPedatsieonl case

N

¥

Cyber
Security
for Europe

OB-UC1 (1) /

Requests a
bank account

Asks for
proof of identity

Provides false/
falsified/
stolen documents

Requests for Gold
payments means and
facilities

Hacker Asks for document

proving incomes

Provides false/
falsified/stolen
pay slips

Provides
requested
facilities

Withdraws
large amounts
of cash

Pays merchant
with bad cheques

Complaint
is made

or card

Fi gkr eOpen -Bahkbodul ent transacti

Next Steps

on t akdegse dp

StepAlbank detects a false document or
enter into

or during an attempt to

The information required

t

(0]

detect

an

a

t

r el

he

aut he

ati

frau
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| BAN used to transfer the monies to.

StepTRe bank reports the forged document or th
interbank fAdudi oepbédéiybank. reports the frau
documentogotro tANTS European equivalents

St epOBher banks can protect themsel ves against
relationships andntcroonhniitntgi nogn ftrhaeu df Ibyy tchoe i n
the presence of false documents or authenti
sy s t(esrgdegB).r e

0B-UC1 (1) /

1
Fraud
Information
Package

Blocks user's IBAN

Bank A

Fraud documents
|dentity-related data
Transaction details

Payee's IBAN

Enrolment context

Fraudulent
IBAN
sharing tool

Reports
fraudulent IBAN

Checks information
provided

Attempts to open
new bank account

Bank B

Hacker
Blocks application

Fig&r eOpen -Bamkregorted fraudster is bDblo
transactions

Credit Renegotiation Broker Fraud
St epAfiraudster offers to renegotiate a user b6s e

The user finds this is attractive and provi o
t o upeta new | oan agreement with a second cre

St epTRferaudster takes out the new | oan arrange me
company transfers thevhlicdn tdmodmtautde tteire riese
to pay off the old | oan.

9Agence National ehtdegs Titaess Secuvifses,


https://ants.gouv.fr/
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Step Bhe user eventually discovers
new | oan to pay off the olldi ¢ddhraea

t he

OB-UC1(2) /

Offers to
renegotiate
credit arrangement

Hacker

Requests verified
identity data
User

Sends
verified data

Takes out
new loan
arramgement

Loan transferred

Hacker

Requests transfer
to pay off old loan

User

Transfers
to an IBAN

Old Loan
Company

Requests payments
on old loan

Requests payments
on new loan

New Loan User

Company

Fig&ar Open -Baekicmgdi t

renegoti

N

N

that t

and

Cyber
Security

-~ for Europe
=N-T P

he frau
now ha
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2115Po®tndi ti ons

As a result of intercepting the actual frauds or
authorities. Acknowledging that iif the attempted
fraudster. But at the very Il east, banks can prote

i nto fraudulaenndt croemnaittitoinnsgh ifprsa ud .

212 Use O8BYE4: Open Banking APl Architec:
This use case involves six different scenarios involving a hacker or a malicious user who tries:
1. to gainillegal access to the system;
to tamper with the data;

to gainunauthorized access to information;

2

3

4. to access customer data through API vulnerabilities;

5. to access customer data by injecting code into a didetapplication;
6

to compromise a service with access to an internal API.

2121St akehol der s

The scenariio pleswcsiilblead f or al-parBuyr ospeeravni cbea ngkrso vai nde

economic interest in the network architecture. I n
mar ket in order to extenditnlgeinra-adqrgitea ypclduignTé&éehi 5@
Through embracing the Open Banking APl economy, b
of f eriimcgrseasing their appeal to existing and prosyg
However, Opelns Bcaarkialgs APcreate a threat for banks
bankdéds financi al dat a. For exampl e, a Fintech st ail
to build a mobile applicat icoens,whnearnea geu stthoenhe rnmsa ebbut
invest ment and financial advice through chat-. The
time finance management services. This meamtsedlnat
to fulfil this existing gap and drive a wedge bet

21.22Act or s

The main actors are hackers or mal i ci ous user s. (
Banking APl Architectuwe tgpsgstem which can be o

) Primar yhawcd ogsal s whi ch t Hhiusl fddmonstration use
M Banks
T Service providers
1 Hackers / Malicious attackers

(i) Secondardyomé@t ohave specific goals associated
invol vedetctuoti bna

T I'CT prioviders
T End wusers ( bGpreBa rckuisng nmegrsvi/ce user s)
T Open Banking purestipaayppeni@8a@aghkit Fognmech
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2123Preconditi ons

The use case anticipates the depl ceydmieiing L. Pdr tainc udpae
attention must be paid to the minimum security re:
Banking platform.

Normally, the most complex attacks involvettheaedex|
those related to the Open Banking architecture.
The application of the examined scenaritoe &llghéxigd
vul nerabilitiesi,n whhiec hf oarrne oifd ernetgiufiireednent s appl i ca
PSD2e queiarcens fi nancmakei nssi puait dor moTlahvwias ,| aibtl ei st 0os u¢
put | anspsheascsement t o eval sattieo ntl hoedvtedfdiee cwh veh himeig h @& |
i mpl emented through the following steps

1. Regularly evolve the platform architecture wusir
2. Periaddigssess ypontdemerafessul nerabiliti

3. I mpl ement the plbatfealv mdhfemami ¢ e ment s
4

Check whether or not the fraudsters actually |
vulnerabilities

2124Basi ¢ FIl ow

212411 1 |l egal access to the system
A hacker fi ntdeken JVSWONnemeabbi | ity to access the ban
steals information from a bank customer:

1. Hacker uses the vulnerabilijty to create a new
2. Bank system accepits authentication token

3. Hacker creat s haei dMdT&M) (\mamnecti on

4. Hacker extracts information from the bank cust

Al ternate FIl ow
Mal i ci ous wuser finds a JSON web token vulnerabil:i

1. Hacker uses the vulnerabiomtyokencreate a new
2. Bank system accepits authentication token
3. Hacker changes functionalities of the bank

This scenar iki gbsFiedgebsrcarm ¢y @dei n
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0B-UC4 (1) /

Creation of new
authentication token

Hacker

Creation of MITM
connection

Accesses legitimate
user's infarmation

Changes
system data or
functionality

Creation of MITM
connection

Hacker

Accesses multiple
legitimate user's
information

Fighr eOpen -Basbbobpnf§ing attack and
users

OB-UC4 (2) /

Guesses user's
authentication token

Hacker Bank authorises

operation

Requests user's
infarmstion

user's
information

Fi gétr Open -Bankindgt ected spoc
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Hacker

0B-UC4 (3) /
Guesses user's .
authentication token -

Requests
permission to
grant access

User denies
permission

Bank sends
request to ldP

Fignur eOpen -Balkpngvented sp
21.242Unaut horised information change
A hacker fovotdaseaabXKEBEty to t & mEegsauwdd lyotrkee
1. Hacker uses the vulneragbility to access
2. Hacker tampersemith the bank syst
3. Hacker creates; a new API functi on
4, Bank customer connect;s and uses new API
5. Hacker changes information in the bank
0B-UC4 (4) /
% Targets user's -
unattended Medifies bank APls
machine
Hacker
Fig&r eOpen -Bankindgtected t a
10 CroSist e SXS)Sptt aagles a type of injection, in which
trustedX®8batotcecaukrs when an atptpddicart i e d oa sweld mal
browser side script, to a different end user.

mal i

Cyber
Security
= for Europe

bank s

the ba

functi

system

Ci OuUSs

cious ¢
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OB-UC4 (5) /
i Targets user's
unattended Modifies bank AP
machine
Hacker
Alert
v
System Integrity
functionalities ~  J&=====m=----- system
restored violation
Fi g&ar eOpen -Bapkiemgnted tamp
21.243Unaut horised escalation of privilege

A hacker finds an OS vulnerabil(isteyegi@eall guhee pr.i
Hacker uses the vulneragbility to access the ba

Hacker tampang wishemhe

1

2

3. Hacker accesses an unauthornised functionality
4

Hacker finds a new vulnerability to accompl i sh
0B-UC4 (8) /
% Seeks user's
password by social
engineering

Hacker

Guesses user's

Seeks user's
d password

by brute force

Grants escalated
Changes data or Steals user Gains more
functionalities data privileges

Figu®deOpen -Bankindgtected pri»
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OB-UC4 (7) /

A

Hacker

Seeks user's
password by social
engineering

Seeks user's
password
by brute force

APl Gateway
requesis user's
private key

Bank blocks

authentication

Guesses user's
password

Figut eOpen -Bapkewmgnted privil
21244Data | eak
An attacker finds a vulnerabil idiys itnhe naBAIPIIi tme tthmo
of ot her 6 EBdwyauPemer s
1. Attacker is authenticated with customer accoun
2. Attacker searches vdyl nerabilities in API met ho
3. Attacker tests the vulnerability and build an
4. Attacker exploits the vulnerability from his o
1 API Security TopOP101: 20BRoken Object htltewel / gAuthhudbr.iczoan/ic

Security/raw/ mastaepsibt 2 GticBpDg pAdi st/ owasp


https://github.com/OWASP/API-Security/raw/master/2019/en/dist/owasp-api-security-top-10.pdf
https://github.com/OWASP/API-Security/raw/master/2019/en/dist/owasp-api-security-top-10.pdf
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OB-UC4 (8) /

Authenticates
1o bank

Seeks user's
access to the bank

Hacker

Searches for
vulnerabilities

Requests to Requests to
nipy aipy

Requests to
endpoints

Requests to
endpoints

Requests to
endpoints

Tests
vulnerability

Requests on
single endpoint

Hacker

Figlb2eOpen -Bankickgr targets mul ti
exploitation strategy

21245Massive data | eak through HTTP client

A hacker finds a way -stiodei najpepc ts uccohd ea si nat ob atnhkei ncgl iwe
(third par X3 Ske(itsberiegring e

1. User i s guthenticated

2. Attacker uses the yulnerability to inject code
3. Attackerd6s code gets ;the personal and banking
4. Attackerds code sends the data to hacker ds ser

12 David Gilbertson : I 6 m har\neistpagswcc)rreid;ltfrld)emmejcysomlmh'nd)ver
/ 1t @iddliat B3I g 0 -8 b347c5b5

13 How Hackers

1


https://medium.com/hackernoon/im-harvesting-credit-card-numbers-and-passwords-from-your-site-here-s-how-9a8cb347c5b5
https://www.wired.com/story/british-airways-hack-details/
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1. User is authenticated
2. Attacker uses the yulnerability to inject code
3. Attackerb6s code sends the;API access token to
4. Attacker requests the API
DB-UC4{9)/
i Finds user
vulnerabilities
Hacker
X
User
into bank API
. Accesses
User
S
banking data
Hacker
Figu3eOpen -Bankickhkegwulfnerrdssbial i ty
code into API
21246 Compromi sed service
A hacker compromises a service which haBieq@ickceess t
1. Attacker compromises an external service: for
A P;l
2. Attacker uses the internal accesdatnk 6tsh € uAs P lo mte
3. Attacker extracts the data using the internal

Cyber



Cyber

N Security Cyber Se®©sEQr Speci fupaDemonahdaSebn case
\-: for Europe
\-_
OB-UC4 (10) /
1 g
vulnerabilities
Hacker
internal service
Extracis
i e N
Hacker
Figu#4eOpen -Bankichg@r compr omi
getting access to an
2125Post Conditions
2125111l egal access to the system
I nformation in the bank system is changed after t
T added new authorised users to the system for ¢
T injected in the APl system newmaAPlonf whctiegmnd ity
T changed the user interface of the APl system o
future phishing campaign.
21252Unaut horised i nformation change
I nformation in the bank syshéem Bsenhangedl af partt
T changed user informati on (e. g. name, sur name,
customer s;
T changed the APl system with new API functions
T added newoARhtsomo redirect function calls.
21253Unaut horised escalation of privilege
Thectker has new permissions in the system. With t
T changed the data or functionalities of bank sy
T stolen legitimate information dat a;
1T gainew privileges to access new system functio
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21.254Data | eak
Thdtacker has all the data exposed by the vulnera

21255Massive data | eak through HTTP client

Thdtacker has the data exposed by tihet ABIi s boowsak

21256Compromi sed service

Thetamcker has the data exposed byt hheuhg mhe r dhatl a AW
expase

22 Demonstr-apor Set

221 Use CaW€1 OBharing of I dentity Verifi
Activity
For bothuse case OBRJC1 (Sharing of Identity Verification and Fraudulent Actijitycenarioswe present

the demonstrator first from the perspectives of the primary actorshandthose of the secondary actors,
showing and explaining the respective user intedaoe interaction flows

2211Rel ati on to Use Cases

While the demonstrator is based on-OB1 (Sharing of Identity Verification and Fraudulent Activity)t
also leverage OB-UC2 (OBSIDIAN - Open Banking Sensitive Data Sharing Network for Eursmald OB
UC3 (Privacy Preserving Verifiable Credentiads)

2212Rel ati on to WP3 Asset s

The O6Scal able and Pr i v a tipthePemissionsedsbiockehairdplatbhechoigec h a i n
to implement CyberSec4Europe architecture's blockchain services, is integrated into this demonstrator.

The OVerifiablcentrederntdieanlti tgermanagement (vcucl
demonsst rator

2213Descri pWWoohkhf bhoa

Means of Payment Fraud

User ViiSeuw c#els s f ul Fraud

The demonstrator opens with a user hstomer) sittingat a workstation making an application to open a
bank account. She is asked for proof of identity and a utility bill or any othef pf@aldress and provides
documentghat we are informed are not genuine. The bank accepts her credentials and acknowledges her

14 Sel@5. 1 Requirements Anal ysi,s Soefc tOeommo n3s.t4r.a3t iectn pCaassseism P
15 Sele5. 1 Requirements Anal ysi,s Sect Demo3nsAt. 4att opasGa

16 Sel@5. 1 Requirements Anal ysi,s Soefc tOeommo n3s.t4r.abt ieotn pCaassseism P
17 Se[@3. 2 Cross Sectoral Coeetsoenudd 2y Ppi B8i ng Bl ocks

18Se@3. 1 Common FrampwSeé&t Handbodék p. 33


https://cybersec4europe.eu/wp-content/uploads/2020/01/D5.1-Requirements-Analysis-of-Demonstration-Cases-Phase-1-v2.0.pdf
https://cybersec4europe.eu/wp-content/uploads/2020/01/D5.1-Requirements-Analysis-of-Demonstration-Cases-Phase-1-v2.0.pdf
https://cybersec4europe.eu/wp-content/uploads/2020/01/D5.1-Requirements-Analysis-of-Demonstration-Cases-Phase-1-v2.0.pdf
https://cybersec4europe.eu/wp-content/uploads/2020/01/D3.2-Cross_sectoral_cybersecurity_building_blocks.1.0.final-Submitted.pdf
https://cybersec4europe.eu/wp-content/uploads/2019/11/D3.1-Common-Framework-Handbook-1_submitted.pdf
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request and issues her with an IBAN. Once the user receives acceptance of her request, she is asked to depos
a mi ni mu imo thef newla@count.

She then makes a request for Gold status which provides high overdraft facilities, access to online transfer
service and other high value benefits. The bank requests proof of income and she sends a false contract of

employment anddlsified payslipsand/or falsified or stolen bank statements and/or falsified or stolen tax
notices Once satisfied, the bank provides her with the Gold facility.

Externally (by video), the user is seen approaching an ATM and withdrawing cash and thieg sateral

retail sites and making purchases using her Gold creditacattibrbank cheques. Both instances require the
use of the newly created IBAN.

Back at her workstation, the user makes several money transfers as possible.

The user is then seen apeg in parallel several other accountith other banks and going through the same
procedure as above with eithtae same or a slightly different set of false or stolen documents

This scenario is described kigure 15.

Payment Mean Fraud Scenario

Fraudster Bank ATM Machine Merchant Another Bank

Open a bank account

‘_ ________ Asks for proof of identity/address__________
and some other conditions like realizing a
first transfer/deposil,... nothing impossible for anybody

Provides bank with false/falsified/stolen documents |

Requests bank for "Gold” payment means and facilitles '

’ Asks for documents proving Incomes

overdraft facilities, access to onli
transfer services...

Chequebook, "gold" card with hlgq

Withdraws as much cash as he can A
4
Pays merchant with bad cheques or his card as long as it works
| | q
Completes as many transfers as he can
| l Ld

Fraudster Bank ATM Machine Merchant Another Bank

FigubeOpen -Paykiemg fraud scenariods

Behind the Scenes View #1
1 Monitoring and Logging
(1) Afraud expert at Bank J receives a notification that a fraud has taken place involving a new IBAN

and/or a set of documerdsd registers information about the IBANd/or these documernitgo
its own monitoring database
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(2) Then he publishes this new IBAN information on to the OBSIDIA&twork, whatever the
architecture i s b aasrablockehairbasbdadchinaagiseeFigdresl6);MI S P

Retrieves
Participant Participant
Application Service
2 ) _Compute attestation
-~} 3
b AP itri [ DiDsknature
“ Distribution e
Fraud Experienced 'sg:u i _At—t -st;u;nw %
fraud Attestation €

expert K

reporting

Figué eOpen -Blamkitmgi ng and repol

(3) This way, theother participating banks and financial institutiondl be notified about this
fraudulent IBANand/orthe risk associated with the use of this set of documents, for when they
request the OBSIDIAN network to check IBANs or documents implied in the transactions and
interactions with their customefseeFigure17).

Registration
—>

Registration
R

Registration

DID shared to all participants

=)

o]
~ secrets

Bank D

Figu?7Y eOpen -Bhdmkimg payment f

9 Fraud Prevention
(4) A fraud expert sees that a customer at Bank K is trying to add the new IBAN as a beneficiary on
his bank account

(5) Bank K uses the OBSIDIAN API based on the PSI protocol to confirm whether or not this IBAN
is fraudulent and to get additional information about the operating mode of the owner of the
IBAN;

wMal ware I nformation Sharing Platform
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(6) Bank K is quickly able to assess that the IBAN @&uftulent and is able to make ti@oddecision
that prevents a further fradeeFigure 18).
Participant Participant
Application Service
f 2 Compute fraud request \
g 1 DID sign_
.. API request 3 s
Fraud Suspected m e T’ - };e;u_e;t -
expert F‘raud 4 RUAR
roquest 6 M Retrieves correlated
7 Verified case attestations
;i;i:ﬁjﬁa'e (ﬂ”;‘::‘i‘s 5 ) Decrypt and verify proof
decision O K )
Figu8eOpen iB/leanmkifygsapmgeat ed fraudu
User Viilerms u#c2c e s s f ul Fraud

The following two user views demonstrate how the fraud attack described above can be prevented by the use
of verifiable credentials and KYC sharing.

1 Onboarding with Verifiable Credentials

A. The first user sits at a workstation making an application to open a bank account. She is asked to
present her verifiable credentials.

Verifiable credentials are the electronic equivalent of the physical credentials we have today such
as plagt cards, passports, tickets, qualifications etc. Verifiable credentials are cryptographically
protected andigned andar e st ored in end userso6 devices
allowing users to carry them around with zero portability effort.

The user submits credentials which can be verified by the bank, and she is invited to open her
account.

B. The second user sits at a workstation making an application to open a bank account. She is asked
to present her verifiable credentials.

The user submitsredentials which are frauduldming either stolen or forgeds they cannot be
correctly verified by the bankbecause the certification authority process fal®e transaction
proceeds no further

T Onboarding with Shared KYC

A. The first user sits at a wikstation making an application to open a bank account. She is asked to
present her ID.

The bank accesses the KYC sharing network to
network returns a positive cor r odomboardthecuser of t
with confidence.

B. The second user sits at a workstation making an application to open a bank account. She is asked to
present her ID.

The bank accesses the KYC sharing network to
network reurns some similarities with an experienced fraudster. Consequently, the bank is not
prepared to onboard the user withbavinga faceto-face meetingvhich thebanksuggests to the

client
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Credit Renegotiation Broker Fraud

User ViiSeuw ct#tels s f ul Fraud

The user is contacted by a credit broker (the fraudster) who offers to renegotiate a credit arrangement the user
has at a more attractive rate than the user has at present. The user accepts the offer.

The fraudster requests identity datanh the user that includes a copy of a passport page or ID card, proof of
address and the credit agreement documentation. The user complies and sends the requested documents.

The fraudster then takes out a new loan arrangement with a credit companynamnef the user for an
amount equivalent to the amount of the old credit. The credit company transfers the requested amount to the
userd6s bank.

The fraudster asks the user to transfer the credit amount to an IBAN provided by the fraudster in order to repa
the old credit. The user transfers the credit amount to the fraudster.

After some time, the user realises that the old credit arrangement is still operative but that there is now in
addition a new credit arrangement. In other words, the user owes snicgch as he did before.

The user seeks reimbursement from the bank.

User Viilknws u#c2c e ssf ul Fraud
The user is contacted by a credit broker (the fraudster) who offers to renegotiate a credit arrangement the user
has at a more attractive rate than therthas at present. The user accepts the offer.

The fraudster requests identity data from the user that includes a copy of a passport page or ID card, proof of
address and the credit agreement documentation. The user complies and sends the requesttsl docume

The fraudster then takes out a new loan arrangement with a credit company in the name of the user for an
amount equivalent to the amount of the old credit. The credit company transfers the requested amount to the
user s bank.

The fraudster thetriesto takeout a new loan arrangement with a credit company in the name of the user for
an amount equivalent to the amount of the old cr&dit.the credit company is able to detect the fraudulent
use of the set of documents provided by making a requese tOBSIDIAN network and consequently not
proceeding any further with the transfer

2214Target sGroup

The following target groups would be interested in use cast/OB

1 Banksandother financial institutions would be the primary beneficiaries of the resuftthis use
case and would be encouraged to participate in future use case activities;

1 TheFrench Banking Federation (FBF)and the Italian banking netwo(®n-line Fraud Cyber
Centre and Expert Network (OF2CEN));

1 European Payments Council (EPChas expresskthe desire to move from an unstructured method
to a structured and automatic one for information exchanged feframti purposes, including the
identity of the defrauder. For this ambitious goal, it has launched an international working group, of
which CERTFin is leades, which proposes to discuss and define the format, protocol and tools to be
used. Among the tools proposed is MISP;

20Since 1 JAmBUahwhdgbe operational activities of the
cooperatprvievaotudblicitiative governed by the Italian Ba
increasi mgestihe emyclererof t he Igthalaina o pfeirman winall sywdt errtah re

2
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T The Observatory for the 2§eOSWRI tcyr enadt eMke ainrs 201 6P
de Frandoeodyiessded to promote the exchange of 1in
parties concerned (consumers, merchants and bu
and managers of means of paymentaynbeyntt haen dp rtohpe
agai nsAs fsruacud,. t he OSMP takes over all the miss

Security Observatory created in 2001, which it
pay ment

9 Certification Bodies would be interested in how the demonstrator shows how they can easily interact
in a distributed workflow example, including the benefits of distributed, evgganisational
collaboration and the possibility to keep the audit trail in a distributed ledger

222 Use CabW€Ea0pBn Banking API Architectur

I n this demonstrator we show how the OBA platfor
unaut hor,unadt heeirzed acc,emsasn+d hoeh d-dt b &t k 271§ psruiswiel e g e

ecal at nbdgariftiydentiality compMemipseovane APKX miceuns
attacker is first able to get access to a bankods
uncompliant with sebemi showehoiwr ¢ementas t asker can

appropriate countermeasures.

2221Rel ati on to Use Cases

The only use case in relatdU&€® to this use case de

2222Rel ati on to WP3 Asset s

The demonstrat or dtohees ansoste tisn tfergorma tWeP3any of

2223Description and Wor kfl ow
2223111 |l egal access to the system

This deberpbesible situation spgpotatf iemgnt att Haiasc kat.tytpaec ke
the attacker i mpersonates andéerhetro upernf corrm drealiiccei
exampl e, to steal dat a. The primary victims of t
technology vendors and service providers are al so

As seen from the pehres paetcttaicvkee ro fo btthaei nast taanc kaeurt, h etnt
aut hentication system. When t he s yrathetinhnea ddb ews at h e
(MI'TM) which results in the theft of the wuser o6s d

Lookatnga variation of this situation fr otm itchkes pae rus
into clicking on something different or compiling

Finally, the attacker accesses the system diracaitchanges some of the functionalities of the system.

preparation andttreaechphosnaredtoecymbiery incidents and actin
anal yslkesfoenthe banking sector

21 Observatoire de sl aes egedchitrdimtesn t/d/evew vinolgaengfuienamalh ielr iet/ @ b s e |
dd-gecureiBbg ednggai e me nt

22 Sele5. 1 Requirements Anal ysi,s Soefc tOeonmo n3s.t4r.a6t ieotn pCaassseism P

2


https://www.banque-france.fr/stabilite-financiere/observatoire-de-la-securite-des-moyens-de-paiement
https://www.banque-france.fr/stabilite-financiere/observatoire-de-la-securite-des-moyens-de-paiement
https://cybersec4europe.eu/wp-content/uploads/2020/01/D5.1-Requirements-Analysis-of-Demonstration-Cases-Phase-1-v2.0.pdf
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Open Baphhkt fwg rt m@AUULt h security

Hetdéde actions related to an:hadt taatctkaecrk epre rgfucersnsiensg tah
bank to authenticate a user.

I n ¢hémsari o the OBA doesné6t satisfy the security |
for the backend adlbbpdseédgaat ventyi patoiron okyesat em whii
bypass such contr ol sumadt rexrtirsaecd opmdraatoiromper f or m

The wvulnerability is intrinsic to the generation
performing simple statistical predictions about p
time oBnthedtobohkhe missed permission of the user, 1

system.

At this point the attacker uses the guessed token
|l egiti mate session.

The attackdrs pgeowvitdeed A 0 retrieve information abo
payments.

The actors actively involved a he attacker and
t

e
unaware of the.data or money e

r t
heft
Open Baphkht fworrOWMut h security

Hende attacker spaahbptitbgyp egtufesscskn nag t he t oken.

The scenario is the same as the previous one, but
The authentipeatfioomedask itshe identity provider c
i mpl emented through OAut h.

I n this case the bank exploits the OAuth authent
permi ssion to allow &®&ESSAi Al partyheousall dehéeebapl
cannot cheat the bankés authentication system.

As before the attacker is able to guess the token
the attacker semdksdst lmautthekan ctad i tome sty st em. At t hi
reqguest to the real user who the attacker is seek
to the bank. The main reason tbattbBbedbasalhoodof at
performing such an operation. So, the bank doesnb

I n conclusion the adoption of safety requirements
mechani smhe esnmowv@eisi ttun a ustshucer ibsfe dp kaecfcoersnsi ng a direct
us.er

22232 Unaut horised information change

Figb®e ovi des an ovoesrsviibelwe arbecault ctahsee sp r e |taa nepde rtion ga
atthokt his ttyhpee aotft aactktearc kc hanges or deletes a resc
able to tamper with it t her et taans et sm met colnfs,e qau
being able to add or remove some functional el emer
the user and the service providers.

I n the scenario the attackeompsombke 16.access th
The attacker modifies or creates new API functi on

The attacker és goal is to make the user use the nm
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crafted APl s,sthfeersyswemt gpebtdedr ictoynpecaompfsiedd rstei a

compromi se.

I ntegrityi mpmpesesmitd@at the attacker is able to ch

transformed to work in a matnmeers driVifccaCeowdfdi yddednstii dart

comprompséées that the attacker i s able to access
Hacker

l

Hacker accesses the

system
Potential Victims } ------------- [ Tampering |
._\\\ '/_.
Banks —
Service providers
End users
Compromise

l

Hacker modifies or
creates new APl
fungction

l

User uses

{  Integrity \
| compromise /|

Hacker changes data
or functionalities

Fi g9 eOpen

API

compromised

| Confidentiality

7 ™,

'\ compromise |
\ 4

Hacker steals
legitimate user
information data

-Banhkmpegring

consequences for t
OpeBankp mg fwart hfPoPultdés validation security requiremen
This shewactions relatedtampani pgwkaectkelo k¥ ptelrd oa tmti a
get access to an unattended machine.

The OBA in this sceeauribtgyoesqoitremenssy The bank
for the backend without an integrity checker to m
to modify the API in order to stealuhegi omnamait i as.

2
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The attacker could exploit a victim that | eaves h
system. Therefor e, the hacker modi fies the bank A
At this pointt hthenadder oiusv ®dAPes to perform her op
know that the attacker can now view her data in a
The actors actively involved are the attackeirat t h

she has had her data stol en. .TThhee bbaamkk styosot eins ias VCi«
is causing harm to other wusers.

Open Baphhkht WwgrAttl 6s validation security requirement
Thehows how the att atctkersysatnherntwictohmputo mi esieng det e

The scenario is the same as the previous one, but
An integrity checkAPil s Mpevhfge hmepdr olvy dé e control s
copmomi ses. The check is performed through hashing
Letdés see in detail as the attacker is blocked. A
exploiting bad practice. Then 1t he iatutsa cAkreer. Maenpal gaecr
raises an alert because it detects an unauthori sec
can restore the proper system functionalities.

I n conclusion, the adoptiontof bsat&ty hheequitaekent

mechanism raises alerts whenever the system i s co

22233Unaut horised escalation of privilege
Fig@peovides an overview of the possible real Cas
perform a pr iPwiilve dee gees ceaslcaatliaotn.on i sa fmoerqeu esnpte cyi fuis
allowing intruders to deploy a malicious payl oad
the attacker could simply extract data or change
attackiessr sscdennarhi o are banks, service providers anc
The attacker accesses the bank system and is able
unaut horised use of privileges.

The attacker is then indatposiAndonntaddteabn]| eght
hi mself more privileges to do even more damage.
The actors actively involved are the attacker and
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Hacker

l

Hacker accesses the

system

e ™
" ; [ Vulnerability
------------- ( |
Potential Victims | exploitation |

S — \\_ _.'/

Banks e
Service providers
Open Banking Pure Players

Unauthorised
access

l

Privilege
escalation

[ Unauthorised | { Contidentiality | { Lateral |

use compromise movements |
g . S A /

Hacker steals
legitimate user
infarmation data

Hacker changes data
or functionalities

Hacker gains more
privileges

Fi g2® eOpen -Bamkimagrepr
attaecxkpdroi ting a vulner
escalation with the rel

Open Baphhkht wgrtrmkeyt based authorisation security
This tshewasctions related to an atstyasctkeemr tepxrpleaiifta gm
escal ation

The OBA doesnét satisfy the security requirements
after authenticating with username and password,
in different ways.

The vulnerability lies in the password chosen by
engineering techniques or brute force attacks.

Once the attacker has guessed themalsei dsspasswoil d

The actors actively involved are the attacker and

Open Balnkt wgrkmetlyased aut horisation security

TheBhows the attapkevi tagbyoegpesBdinmnt he user pass

The scenario is the same as the previous one, but
ThaPI Gatcewmpynent provi des cuwtnhtaroil sse dt of |eonwssu r cca ntnho
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t hr kieypsed aut horisation
As before the attacker is able to exploit a syste

The attacker finds out the user c¢redertdi avlhsAPRH U th,e
Gatewaguests the userods private key to authenticat

The adoption of the appropriate securi tke-rasseui r e
aut hordweartdomea ut her isseecduracdcesssue.

22234Data | eak

An attacker finds a vulnerability in an API met ho
of ot her customer s. This scenario is taken from t

We see the attacker autchreendteinctaitailnsg, wahtihc ha aulsleorwiss he
in the API system.

Having found a suitable vulnerability, the attack:
confident of success, theomthias keewn tdieewni ae etso tbheemh
with data (and other) requests.

22235Massive data | eak through HTTP client

A hacker finds a way -stiodei najpepc ts uccohd ea si nat ob atnhkei ncgl iwe
(third party. | Abaany,tX8Sscenharj)o is taken from t

The attacker sees that the wuser has successfully
previously discovered to inject codeseirnt a htehenewde
user authenticates to the bank it contains the at
send dat a. The API response is to send the reques
usernwastiungly assisted the attacker in deceiving
A variation on this scenari o has the attacker inj ¢

an access token to theaakeackserdewsenvarposbdbtibat:

22236Compromi sed service

I n this scenari o, a hacker compromi ses a service
We again watch from the attacker 6s viewpoint.

The hackercompradmiese an external service, such as
access to one of the bankés internal APl . Wi th thi
API to provide accessheobumh&ddpersshamedatdataf &ht
attacker is able to download it to his own server

2224Target Group

For the described demonstrators it is important t

1 Banksandother financial institutions, includingFintechs,would be the primary beneficiaries of
the results of this use case and would be encouraged to participate in future use case activities;

1T Service gntdewihdneorlsogy vendor s
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3 Supply SEkarnty Assurance

This section provides an overview over Suhpep |ldye mdhnasi
Security. AWes uirnatnrcoeduce two SH@CLIi Guppl ys EhreBHeECe 6§ on a

UC2 Compl Aanoantabdility in DitThei demedsMaaudbastwr
di stridpest edhhel ogi es can be applied to enhance se
in supply chain and manufacturing processes.

This cohapgptaei siesl as follows: we will first give an
relevant interaction scenarios (flows) and descr.i
on the demonstratorgestetgurpouapnsd t he i ntended tar

31 Use Cases Specification

311Us€@assecCHUC1: Supply Chain for Retail

Thuse moadkel s the supply chain for the retail busi
parties initiate a dispute whenever there is an
shipment . Di sputes manageame mtf ¢ o snes aaadc ononiedernt ab la
|l everaging the blockchain to manage the supply ¢
di sputes mhhageménant foll ows, we mdigss craiulse tahrde e paix
Exampl eThle si mpl est case we can think of when we t
or a delay in its delivery. I n the former, the sh
goods, hoer wevenng tt ype of goods. The recipient wild.l
shi pment that amends the mistake of the previous
recipientds operation,nitemacwgh lift tdausreesc i gri eantt i rsc
mi ght have serious consequences and might cost |
much the delay affected its operatiomaeneynt dostra
out the situation.

Exampl eSRpply chains use trucks to deliver some o
driversd6 wages can cause inconsistencies that, | ea
raise) the shipmentsd coswist hamutrfeyil egtt hdeskhihpmgre
costs increase affects not oanl lrye aadlyl a®wntive dirédmeamlad e rss
delivery, theonécobptedt wiwt hl ab@di gher due payment
receiver wi || mo s t Il i kely initiate a dispute bec
negotiated at order <creati on, .anTdhitsh eh aopnpee npsr ebseecnal
supply chain management systems there is poor daf

aware of the price change.

Exampl eSu3dppose tShitp me mittaish meontde |l i v Prr oadtuc A rot aai m equ ¢

Reci p.i eMdw As uppoShti ptniieasitt,s AwHill e n transit, possibly
shipper's warehouses, t heProhliuitmem accelpers ahnioée mhie )
Reci B.i eTmieivs or der r equestPy oaduxraulAl @ars U arstsiitfyi eadf a s
Reci piena VIP customer). To satisfy iShsi pviieRn tct wisot o
small er shipment s:

T High prioritydetti Beehpi endntaini nBroedhectgmesned
by her. ®aipamkhtt Bi s

23A di stributed | edger is essentially an asset database
or instfitulti ons. A

3
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T Regul ar : si pred n tvReercyi pgd emtb ntAai ni ngPrtoldallcaafmAuat t e
subtracShingmEmded mAmount Ree g B.e sWee dcSahlylp mehnits C.

Shi pmsat iREfciieggisenteeds Retlopwwer bl , Bhcpmeatthat i s, a

with fewer items than those she paitd § otrrudlhedmpirvd
the involvement oRethpwislhl piprirti daherafdirepute becs
in the number of items received.

These are only three examphlese poréaessde nbtpsa ebkasshebdh nsao | suut g
to solve disputes of any kind. I n particular, thi:
di spute process. We call this smart contract ADiI s

3.1.11St akehol der s

The fol llowitngofi sstaakehol ders potentially intereste
chai n:

T Logistics seEerowmpaes.egsr oviRithabDidmpadlsotcg )t he suppl
T Einancial pnoepgraeymerstoindmanismcthe supply chain

T Government gagemaynent al entity that interacts
country (e.g., customs office, fDocpusaebetmayag
shipments awrcdodsl aveoiuaesrybds borders.

3.1.1.2Act or s

I n what follows, we I|list the actorsinmebbvivad &ansh
bet ween a warehouse and a store

T Retailbey goods from warehouses.

 War e h: o usseel | goodsrisn bul ks to retail

31.13Precondi tions

These a&sassemes that there i s an established supply
raw materials to theuse dcddmenystbavesnabmensn. athe
Naturamiyhtt peaytake in multiple, independeeatcau®p
I n tHhe scavee consider a delivery of goods between &
the scenario we describey hewe mayt ihappeahormnget weer
warehouses, a manufactunsr wwadckfal owvarethautse, afet er. )
anomaly in a delivery of goods, which triogdgerrs otfh
goods from a warehouse, and the goods have been d
Finall vy, because this demonstrator wants to | ever
precondition is that such a blockchain is in plac

3114Basi ¢c FIl ow

These bcadbea fl ow i s as foll ows:

5. Use lagiens;
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Retailer starts a dispute procedunethbytdhen diSrCc
transaction includes a reference to the origin
evidence of the anomal vy;

The DSC notifies theaWarpalhmhodsd htayt par av isdiun g tsx

The DSC storesg d ntrtahres dtoickre h(atimndés | edger with
it was initiateod, and a reference to tx

The two parti eschnaeignotpiaaytnee nat naegw eoefnie nt ;

I f required after the renegotiation, the Wareh
The Retailer pays the Warehouse;

The Retailer signs @& btlhoactk cwialitn dtramsane b g da tf
War ehouse into the blockchainbés | edger;

The Warehouse signs a) btlhoactk cwiialiln sttroarnes atchte ome t(
payment received from the Retailer into the bl

The Retai |lmread sternadrmss aactsiiggn t o t he DSC to signal
i ncludes avraredetrleencceeurtroentx dat e;

The Warehouse sends a signed transaction to th
i ncludes dwmard etrtreenceurtroent dat e;

The DSC sets the dispute to Aset )l etdhoa tb yi nsctlourc
di sputeds id, the datre ahdsattleémernhceatoetagre

.Use end=e.
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{if required by
renegotiation}

<
Send Renegotiate Pay Store proof of
shipment agreement shipment % payment in ledger 8
% &
> ~
%

\ -
Blockchain
Q txp: (order, evidence) ]
»(_ Start dispute tx,
“
& A L
Q D)
s Retailer & -8 gate
<L & , ™o
& S Store dispute start
K 9 in ledger DSC
,Q\.Q‘

@ 5

@ 9

> .End dispute N
P A

- _ Store receipt
xR (receipt, date) in Iedgerp

Store dispute end
in ledger

Warehouse

tXp

Fi g2t eSupply Chain-SeicCclisteycsimasgunmnebowing the step:

bet ween a warehouse and a retailer

3.1.15Potsondi ti ons

The dispute is settled.
312Use GCG&#HELC2: ComplAancwentaaddi | ity i n Di
Manufacturing

This use case describes a supply chain system for
assurance and accountability in distributeag¢d manu
manufacturers thiaat pe odaindpiewidisutwéd pracé&saseas mo
only the | ocaandnayv anolvelelnittsy of parts but al so t
compliance in macbhhactlri hggmaéfandg torperate requ
in order to create and distributeygtoamddar dis.acThoirg
manufactur er sc o mtnrda catl sros odnd usbuppt abrs3hment easese
directives, and supervisory bodies in different i
The r i sckonopfl inamonnce has become a pressing concern in
operations in multitpbaescoCompi eanaerdmeechiasdisms an:
val i dati ons, audit trail s, el ectronic sjamnrdattiersdd n
Suc procedures must result in vdemdbnabiateecodomp
regulation such as, for examp9@®omparei éda cshh mwelrdy iDn a
over suppliers and be able to tracskorri 4khdg samcd aismmi
are required to (1) coll ect design, manufacturi n
customers to .prove compliance
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Many of these controls and modes t o werailfsy tclhhe tcear
by guidelines, recommendat ificQysb earsded c st a f glafif@lieasns wo
Practices in Cyber Suppl#hihyab ear sRei csukrrildayh aFgreadmaeovt oo |
Profl[il&@ldbe | atter one cleafndefieseablmphemenhhe aprd

regul gtPiReb) P@nanduct detection activitiesstiat @aclcaows
i ndustry regulations and standardSDE QP i cies, and

For the deemowsl lamake use of a manufacturing scen
substations, in partthseulpgpd)y wihtah na d medihal ¢gfi,weuwms u
for imndhteamddrerence topprodéesatsoaps ahdspadeter mi
produced goods. I n theweckhaveeaofaonge codssderal i mi
AEngineering, Procurement ,&eLiogpgssruchepbabl-kfuaBa&p
compl ete electrical stations or substwaotioage ¢éloec
current transmission with minimum | osses. One of
transfor mer sk ewhuipc t omioghhet otra t wo years to design ar
components, which could require their replacement
affected region for mont hs or ieméntyeagro.maghet eq
ctromagnetic pul ses, severe weather, fl oods, €
secure devel opment pr ocefs baerst, sneackuirnigt ys ummeec htama ts ms
hemt i @attihori zati on) are implemented and that
ich could be i mpl aqatehcks part of complex cybe

nufacturer EPC has, on the ofCebfdandet cs)evebread, dar
nd, many di fi%oes & m3d sepreli erisnterconnected in a
nternational produwdhtei emdanEPLCupp! y ecsigpaimki byesbdbbu
nd will behfleierlssdtalriiceblbg itdmhe customer and by | ocal
an be trtalpewdbrbagwulkltidy of the installed equi pment
o prevent or minimize disdupbhéeonsc¢-hbaadobyatomhpwh
ounterfeits in the end system, EPC monitors not
omponent s, and products but also the quality and
nd quality assurance process. EPC enforces compl
ause of problems if they arise with-ttrheif@mél p Dufe
ensitivity ofpshetimar kaeaforebaitoonsRpressing whi c|
y whom, and the details about the manufacturing
n the underlying system, whipglhy owveaiars.s uMer, itg atchks
entralized at a particular | ocation and should ol
of problems. I n other words, the assurancieoprabde
t hseup prleisepronsi bl e for this step requires a particu

T T ”LW O YL oo o 9 —

o

To specify, model , and enforcebéaseduwer cfalsew wop &d
enforcement approach comld)j3jedewi it hNéehe dteckabal Ine
which one can modefacionauroealt  pcoosessses/ wor kfl ow:
wor kfl ows for speci fidrpropsaasd nadmse sssu.c h THRlsb adseéaddr| eo,

approach is amicable to for mal verification, whi c
rectify any errors before it can be deployeldovwas s
and guaranteeing workflow integrity, we use the F

showhRi g8aBAes part of the feutSwerced Ewmonolpewi tihien ,Cym ph
our research and theotdemoinen raft oc ohfyiadhalmdtaicaloiptnyt ad
aspectudoviinng dpajoht abnsdpluet ed r e s acl auut si eo na naanl dy srioso t
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I n ourseurset hcear two entities wildl play i mportant r
Both represent well trusted third parties inside
execution of a workfldwnftorortled ecomstcrmbctsitan i onh,
i nformed about the progress of the construction
accepting or rejecting certain procteiss rsdleggscan nbé
for instandeclhynitskkédeT| VYV bEArswsaocch uant g some rfecirhp .TeTcthen i jcuad
is an entity needed to resolve conflicts where it
establéshegdorkifl ows and policies), but it is firs
procedure in place to determine the root cause of
judge is able to revisethel sgspprpdtaskTheeptbooncol
identifying the root cause and one of the partici
determining appropri.ate compensating measur es

3.1.2.1St akehol der s

The main otfakdhol ddleermoonstration use case ar e:

T The manufacturer of a good, which wants to ofy
overview of the exact state of the supply chai
Il n our doenmounsset rcaatsie , t he manufacturer acts as
contractor (EPC) , which coordinates t,we aowonmhdtr

abbreviate thEeP@anufacturer by
T The ewudt ommfer she prHpddoed iggsddance the operator

infrastructure and/ or power pl ant . Since they
infrastructure or system, they wid Iprboedurcetsspons
any problem due to the poor product quality o
gual ity wil!/l be affected on their side, typica
T Theupp)iewhsch deliver pamatser icaolnsp ofnemt she opr o
interested in their parts being available on t
end customer accepts them as a reliable and ¢tr

T Theoti ficati onsbadpubNmbdBrigtndrid yt tdhadonstructio
notified about -tbkeevangl etepmptiuomineg the proce

T Thjeudigee responsible for identifying and judgin
power plant) oobocomphhi hyso@dbauprpduct and or
the authority to judge on accountability and |
with required standards and tcecompigges. eompeéns

3.1.22Act or s

I n this section we provide a |ist of actors with
context of the distributed manufacturing ecosyste
stepsiehipgbland acee@.t, nighea desigm for an el ectri

steps wil/l be executed by EPC and NoBo:
T The manuf &drPt@uubelri,s hi.reg ,a design for AhpoEPE€cwri | |
al so aordckuwsti bility study.

T Theotification bohhegki(M™Ngp Bohe design and providi
When checking the compliance of the provided a
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and ensuring thatbeéedr provideoni mgchmpl i ance w
will accept the design.

The demonstrator will be extended i n tih.ee.s,ubisre qRite

and its related del i vfeu athv @lrsa e tiDebr.gdu, p pO 5i . e5r, sa matindd L) &u. C
next steps such awsi |lac chted medadkidmoinpg t.asapedt ssse case

3.123Preconditions

EPC and customer have alfigmaetdi comalt hree d winrca meomtad @l

substation. The EPC wil|l use this information for
s, as preconditions we assume that a design anc
demonstration lwerfidéil otw isn atrit me awheére the EPC publ
associated feasibility study.

3124Basi c FIl ow

The workflow is run in a collaborative and distri
underlying technical system and infrastructure ¢
production, testidheretosagp®, gaodatdr avms kxkdd tow mana
processing the information it has in hand and wus
workflow is provkgedhbgh meamsbefstered bhodaklyi bwu
i . e., bl ockchain. When a part (or another entity)
provide proof about its activities. Technically,
cefieisf the event. Thi-3$.tokemrmvaanabiend caamnbdsuepgeubecnets sset
wor kfl ow for ascertaining the preconditions for t

execution of the woirckndlowsysatse msn Imokree @Autvhe ntthey n
attributes of parts or machines or trust assertio

The nor mal fl ow of the demonstration use case | oo

1T Use case begins

T EPQ@ublishes the design for an electrical stat]

t wo t.okens

o T_Design: t hat i nput token specifies that
availabl e. The tokenigrneheéeidgiesatbpeciekipec
certifies its origin (e.g., denoting that i
in the role of ADesignero).

o T _FeasibilityStudy: that input tokengdebaar
been <created, verifying the desidgmudmsttompl
requirements of the product. That i nput t
empl oyee of EPC, e.g., in the role of NATest

I f both tDh&keingn anded.T HeasibilityStudy, exist
in the step APublish Designoinlbhheonoteté@aPranpne
consumes both tokens T Design angin.T_Feasibilit

The activity of the step is the publishing of
token T DesignPublished
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1T NoBaccepts the design for the electrical stat
(input) tokehamchBoBpAccéying that it is a not
that accepts the design. This input token is ¢
The activity of this step is i Ac c e pe cDersii oganlol,

represented by the output token T_DesignAccept

f Use ca.se ends

The following diagrams illustrate both steps. For
Petr iFiNeit2sk.l ustrates step (1), i.e., the initial p
tokens exist. The transition PublishDesign repres

descri bedcaboowmes both tokens and creates a new
il lustri g8 The token T NoBoAcceptance is provided
e. g., NoBo | ogging on to the overall wor kfl ow sy
tokens T _DesignPublished and T_NoBdAgdemttarec et rarnes
AcceptDesign can be flred. tiAhé@i ssorkbreweniThestepal
i1l ustFri g@&cewihere T_DesignAccepted i s aveaiflianballe satse
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EPC
{True}
OneOf(True, False)

Feasibility
[True}
OneOf(True, False)

T_FeasibilityStudy

PublishDesign
T_Design and T_FeasibilityStudy is True

wfapi. PublishDesign(T_Design,T_FeasibilityStudy)

NoBo DesignPublished

{} {}
OneOf(True, False) OneOf(True, False)

T_DesignAccepted / T_DesignPublished

AcceptDesign
T_DesignPublished and T_DesignAccepted is True

wiapi. AcceptDesign(T_DesignPublished, T_DesignAccepted)

DesignAccepted

i}
OneOf(True, False)

Figa?2 eSupply Chain-ISeictuiralt ypiAaserwmeree T_Desi
tokens exist.

case
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EPC

{}
OneOf(True, False)

Feasibility

{}
OneOf(True, False)

T_FeasibilityStudy

PublishDesign
T_Design and T_FeasibilityStudy is True

wfapi. PublishDesign(T_Design,T_FeasibilityStudy)

NoBo DesignPublished
{True}

{}
OneOf(True, False) OneOf(True, False)

T_DesignAccepted / T_DesignPublished

AcceptDesign
T_DesignPublished and T_DesignAccepted is True

wiapi. AcceptDesign(T_DesignPublished, T_DesignAccepted)

DesignAccepted

i}
OneOf(True, False)

Fig23eSupply Chain-BreamugiitiyomsBublaincfeDesi gn ¢
new token T_DesignPublished.
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EPC

{}
OneOf(True, False)

Feasibility

{}
OneOf(True, False)

T_FeasibilityStudy

PublishDesign
T_Design and T_FeasibilityStudy is True

wfapi. PublishDesign(T_Design,T_FeasibilityStudy)

NoBo
{True}
OneOf(True, False)

DesignPublished
{True}
OneOf(True, False)

T_DesignAccepted / T_DesignPublished

AcceptDesign
T_DesignPublished and T_DesignAccepted is True

wiapi. AcceptDesign(T_DesignPublished, T_DesignAccepted)

DesignAccepted

i}
OneOf(True, False)

Fig24eSupply Chain-Bekanrs tTy_ Aessiugrabhuctel i shed
availabl e.

case
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EPC

{}
OneOf(True, False)

Feasibility

{}
OneOf(True, False)

T_FeasibilityStudy

PublishDesign
T_Design and T_FeasibilityStudy is True

wfapi. PublishDesign(T_Design,T_FeasibilityStudy)

NoBo DesignPublished

{} {}
OneOf(True, False) OneOf(True, False)

T_DesignAccepted / T_DesignPublished

AcceptDesign
T_DesignPublished and T_DesignAccepted is True

wiapi. AcceptDesign(T_DesignPublished, T_DesignAccepted)

DesignAccepted
{True}
OneOf(True, False)

Fig25eSupply Chain-BracducfittyhdsbBasiaanceéemonstr a
accepted via T_DesignAccepted

3.125Po®itndi ti ons

T Al intermediary tokensT(De®egnBuabl iTslkeda,si Bi N
have been consumed
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T At the end of the workflow, the token T_Design.,
the design that .was published by EPC

T Al steps executed by theaivwadralfllegqw aasr & hree grokdet
consumed ones) are stildl available and stored
by the underlying blockchain architecture). Th

32 Demehr aSeamn
321Use GC&#LCISupply Chain for Retail

3.211Rel ati o@Gage® Use

This demonst russteo &EGi@i e mphy sChai n tf csrh oRwest,aiwli t h a
how a blockchain can help, and aut omat e ,ustehweaman a |
present in this document is a core part of the de
s macrotntracts to solve them. We chose to focus on t
of the demonstrator, becadusse difetdday ghueen dlhead by duwpy

3.212Rel ati on to WP3 Asset s

Theéemonstrator wil|l integrate two assets from WP3:
T Bl ockchai(n©NBPG)&t fdeermonstrator | everages this as
bl ockchain architecture allows private transa
st a k e hrod cdeeirvse t he informati on. Additionally,
consensus in the network via satellite chains
i ndependent blockchain with its lomn drdigeartisa
However, satellite chains can communicate and
satellite chain represents a flow of goods at
manufacturers, suwppliilerrss,) .waFroerh ewsaamsp, e, a war e
with all the retail stores that it provides wi
payments, deliveries) between the warehouse an
T Consensus( RR@)s;ieatrltihs asset wi || work i n concer
Namely, we wil!/l integrate the research results
The consensus algorithm is the core of any bl
algorithaoonseowsewsWwhat i s right and what i s wro
i nformation to the blooketlabnwdshkedtdhgporonyyoff
cont ext of this use case, this would mean, fo
|l edger. Given the size of todayo6s bl ockchain
al gor ibtehh atsa alrhd ss casslsaeltldées. go al is to produce

use to this demonstrator.

Cyber Secd4Eur ope ddpljrdoevii dveesr afburet hDe3r. 2det ai | s about tFh

3.21.3Descr impd iWwWar kaf | ow

The demonstrator6s purpose is to show how a bl ocl
version of the demonstrator, we focus on showing
components aagy amdtaree rméaaftant o give a glimpse of

4
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Figa&dows the demonstratdembonsacatonodos Wemamar kedipbd

Mai n wi ntdhoew main window shows the status of t he

track of materi al shipment s, production of goc
simplicamg,t wem firaw material xx0, etc.

Proces:s FBarateussch process, we show its status a
a®rderseodneone put it in an order for a certain
receivedshhgmeupde i er sent out the goeds(tamed t |
goods were delivered). For the production of r

started and wshteana hidodme ormepslepebtcetdi g@BEBRadm of t hese
is backed by a blockchain transaction securely

Addi ti onalpotppf arrsmatsi cmn c¢click on each materi al
information. FFgRbvex arplasn,deidn ap ddoeptpusdi al og gi v

transactioné6és unique id in the blockchainds | e
in the shipment, and its price.

Di spute: wairgmalgs a problem with the shipment
demonstrator shows, at a glance, the presence



Cyber
@SECUFW Cyber Se®8EQRr Speci f-upaDempnahdaBSéebn case
\-0 for Europe
R -

Whole Ecosystem "

Raw Material A Raw Material B
O O O O O v (4
_|_ordered shipped received ordered shipped dispute
2
TxId: alde09..b43a
Orderld: A~ 012345678
Vendor: { 3 Supplier A
Unit; — 5,000 pcs
mount: 100,000 JPY,
Production
') r Y O

S S
started completed shipped received

Distributors

Distributor A

shipped received

Distributor B

shipped received

Fig26 eSupply ChainiSEHLII tDe mModnnsumanoeg 6s mai

3.214Target Group

The target group consists of organizations that a
chai n, t his includes t he retail er wh o purchases
manuf aEitgd*é&l ustrates a typical supply chain and

I n existing supply chains, the retailer has | i mi i
Resource Planning (ERP) systems of the different
and ii) stakeholudtercso nafried ecnotnicaelrinteyd abhous sharing |
error in the shipment, the retailer raises a disp!
gathering, negotiat i onmi na nil oseeltcthl aeimme nit n f rUassitnrgu cat ut
various partici panttsi ner eansdy ntchherroeniize2edc dams enesaus on
transaction. The asset AiBl ockchain Pl atfor noi taend,
chain architecture, where the business data is o
ensures transaction confidentiality.
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As all participants have the same view of the sta
del ays faster and take remedial action without r a
rev, eewi dence gathering, negotiation, and settl eme
and capital that was previously locked up in | eng

Flow of goods

Retailer
warehouse

Manufacturer Supplier Distributor

Flow of funds

Fi g27 eSupply Chain-ISlelcwstngt Aesisluofunget y

322Us e GCG&#LC2Compl i ance and Bicsobuinbathed.i
Manufacturing

For the demonstratiUCr? @f-hcalslmeedu seep pclaisceat3$ ©Hh i s U s
demonstrator from a user perspective, showing anc
flows. Thechofttewdmwe e of the use case i mplementat:i
Ssubsections

3.221Rel at Usa €ases

Users can try out thebaemdnwebabdppl usanigom. bBy we p
demonstrator applicatwoahl ogbenupegdgéeghBleshewpr ensen

CyberSec4EU - 5.2 Supply Chain Security Assurance Demonstrator

_ For the initial demonstrator username/password

Login to workflow demonstrator —
—- based authentication would be provided as default

p—

——

User | | e

Password | | ( login )

Password can be reset in case of errors

Reset password

Figa8 eSupply Chain-BWerckufrliadw @UIsiur thep 1 (|

1 For the first ver sion of tbasddmansheatorcat ue:

successful | ogi nwi &hhveo ruksfelro w ss eplreecsteinatne dpage. F
of the use case willi aylesrteaasmeddstp fercadlfrei th é nwaot k fmla ¢
The focus of the demonstrator, however, i's on
why in particular that architectur al l ayer i s
i nt er ftahcee.gilvnen exampl e, the wuser caSCHs@A ect
Compliance and Accountabili(tykeiggRyehsthi bapedsh

workfl ow for the design and construction of ar
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CyberSec4EU - 5.2 Supply Chain Security Assurance Demonstrator

logout and

Logged in as user l-— — — T 7 basic user administration

Please select the workflow use case

Workflow | SCH-UC2 Compliance and Accountability in Distributed Manufacturing |v|

execute

Figa9eSupply Chain-Werckufrliadw @GUIs:ur thnepe 2 (wor Kk

T Subsequently, users are offered different view
model . Afigho@wmyi mr er @fHieaaeld raemgresentati on of
a ufsreirendly overview of places and transitions
by colored states. I n particular, pl aces wit
transitions whose preconditions are fulfilled
T _DesignPublished and T_NoBoAcceptance exi st ¢
highlighted. As the preconditriammss tofonAd cse hti Qe
Firing a transition or setting tokens is not p

as shown bel ow.
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CyberSec4EU - 5.2 Supply Chain Security Assurance Demonstrator

Logged in as user x

SCH-UC2 Compliance and Accountability in
Distributed Manufacturing

Please select view
Petri Net Places Transitions

{}

PublishDesign

Places with tokens are highlighted

—
—

DesignPublished e
DesignPublished

——
—_—
—_—
—_—
—_—
—

NoBo
NoBoAcceptance

AcceptDesign

L~ — — — Transitions that can be fired are highlighted

Fi g83®@eSupply Chain -Werckufrliaw Q@lels:ui KithNepe i (eRv)

T I'n the given exampl e, al | tokens needed to fii
generalt,hattekenmnssing to exec-whech seepnotat hg
a tr a-rcaint iben set in the Places view. For demon:
via thad@uBdgpdnte I n a productive use case, the
documents |li ke a test/verification document th

and verrbiceasi woupd then generate respective t
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CyberSec4EU - 5.2 Supply Chain Security Assurance Demonstrator

Distributed Manufacturing

Please select view

SCH-UC2 Compliance and Accountability in

Logged in as user :

Petri Net Places Transitions

Tokens Activated Fire transition

1 Feasibility { add _~ User can set tokens to activate transitions
-
-
2 EPC ¢ -
A

3 DesignPublished {T_DesignPublished} -
4 NoBo {T_NoBoAcceptance} add
5 DesignAccepted {4

—_———
—_——
P —

" Represents final state of the example workflow

Fi g3

T Changing
the trans

teSupply Chain -Serckufrligw @UIs:ur &tnep 4 (Pl

to the Transition Vview, the user can
ition AcceptDesign can be fired, as t

and T _DesignPublished) atrep flaldoéfiltbd. wohaf |l me

which is

about the acceptance of the publishe

body. T _NoBoOoOAcceptance atetpetdisadmdi & talce eph ass d heef

I n a ipved
transitio

siyexempemnbet h tokens would automati ca
n. For demonstration purposes, the e

able to perform step (3) of eftiltaet waomk falgo v oy nc

32

CyberSec4EU - 5.2 Supply Chain Security Assurance Demonstrator

Distributed Manufacturing

SCH-UC2 Compliance and Accountability in

Logged in as user ’

Different views (the transitions and places in tabular
_ — — form and the Petri Net in graphical representation)
can be selected

———
—_———

Please select view  __ _— — — —
Petri Net Places Transitions
Transition Activated Fire transition
i i ( ) Shows, which transitions can be fired (i.e. pre-
! PublishDesign | - “ conditions in form of tokens are fulfilled)
2 AcceptDesign — -
Figd2eWorkflow GUI: Step 5 (Transitic
T After having teaesiutieadn tAecept Desi gn, t he t o

T NoBoAcc

eptance are consumed and a new token

finage efathe workfl ow. As mul tiple execution
T _Desi gineAdc ctewken instances can exi st in the
execution case. That also illustrates the fact
via tokens) are reliably stoirsedan ni rttheeg rbdlo ckecrt
architecture.
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3222Rel ation to WP3 Assets

Bl ockchai(nNBEQ)a:t ftorem demonstr attohuendelt i gsngnl adgépoc
The initial de monsltdgeart oFeabbursi cvui | t bepmoav élgpeo WP36

asset. This blockchain architecture allows priva:
supports confidentiality protection as a,ctiomtse rdnoa
approval processes on the side of the EPC) to oth

supply chain use cases.

3.223Des cr iapntdi owor kf | ow
This section presents the arcHiséecibueedf mahef aet

(SCGHC2). The demonsttriagroramrehiiteesc tourrieg BdBderielel ustr at
The | ayerms tefcttuhe: amre given by
T t hper esent annhiiocnh libsy e dwailts pr i nterface
M t hbeus i-lne@gisct haaty eirs di vided into two application
0 the bdoignmeosdied | eal i dat ed, and specified as
Net s lwow kifs t hen i mplemented by ;mmédans of a
o the Petri Nets workflows are then transl at e

on a blocke¢hain platform

T finally, i mmutability and adaeoubnutsaibnielsist yt raarnes :
di stributed il.eedgervilaayaerbl ockchain infrastruct
Presentation Layer
- user interaction is enabled via the web/mobile user User Interface
interface, e.g., approval, upload of data, etc.
e e e e e e e -
i Business Logic Layer Petri Nets Workflows
1
| - is modeled and specified via Petri Nets
| - translated to smart contracts to represent the one-to-
| one representation of the business logic modeled via Smart Contracts
! Petri Nets
Distributed Ledger Layer Blockchain Platform

- Blockchain provides the immutable data ledger where
data is stored and can be used for audit trail

Fi g883eSupply Chain-Biefcfuern eyt Alsaywermsncef the pro

Presentation Layer

The iusterface is designed to be modul ar, therefor
interfaces. For demonstration purposes, we pl an t
This web application sapebetkeatesndedasae tbadquifuéeme

2https:// www. hyperl edger.org/ projects/ fabric
shttps://palletsprojects.com/p/flask/
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Business Logic Layer

The business l ogi c or workfl ow execution featur
interoperability and seamless integreaépoesentdéddob
di fferent component s: Petri Nets workfl ow abstrac
Petri Net Abstraction Layer

The auf{hlidgte @Bt I Nets for their abil iwogr kfol anvosd ed

verify them for prforpeeerntei sess asnudc hs oausn ddneeasdsl opcrkoper t i e
to understand and can be used to trace the steps
wor kfl ow dommagr dditso eval uati on based on smart con
business | ogic. Furthermore, there is also the po
by translating Petri nNest.s Fonrt oe xsammgprlt i, & a ritrert aaaltt dobolfP s
based smart contract generation framewor k.

Smart Contracts
The smart contracts aretareemapednd ebfassre g P ensoerinktf N

specifications, such that they act as the code tF
changing the busineswssltagito.r , | oved ipaveagnd d@lmovaaaSdsor d epni 0
represent the smart contracts. A middleware is in
chaincode smart contract.

Distributed | edger
The distributed nmagquwifraecst utrd ntgr aicsee diafsfeerrent ent it

actions committed within the workfl ow. Al s o, t he
wi bhher competThmagr efndrig,i ese pl anbtubedskedgper mbs s
the business logic and its related trmassacpieohect’
our use case bmenrntuiseneod ntdhasamoveTherefore, ews pl a
concept to restrict the informati admvsahSaxorddietpled weser
contracts

3.224Target Group
The following target groupsyCORaul d be interested i

T Businesses:

o The use <case i s rel evant for corporates
manufacturing processes and that wanTheo in
example given is the one of the pirpdiultdti onne
cobshtensive tailormade goods twhitc har®o mploide
and accountability are key aspects in orde
l'iability.

o I n addition, certif intaetrieosnt ebdo diine st h(eT ¢dve)mownosu

they can easily interact  Theyawdl btwiketbhper e d e
benefits of -drigarmiidattieadnalcroaslsl aherptibr an
trail i d d edigsetrri but e

T Organi:zations

26ht t ps:// www. hyperl edger.org/ projects/ fabric
5
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o Public organizations |like notification boc
information which is stored in a distribut
access to certifipadtiobbamatinorsite@agi onsnw
cooperative and are unwilling to disclose |

solving conflicts).
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4 Pri +vRarcegserving |l dentity Management

As indicated ear |l i ers,t aatnedd alns ot hien ptrheev i noalifnl | gtodae i sr
priwaeyserving identity management demonstrator i S

privacy of online identitws mamnametmenrn tshqegrt etmse § rfAD |
of university degree certification systemsThand a
demonstrator wil/ be executed and verified at CTI

Before specifying the different ustevebtesvsvemfvidewa
rel atiWwensnote that while al/l pl anned use cases ar e
intended to onlsechedi phlaseedfi mn hehelemonstrator

o)
1DM-UC1 IDM-UCT
Registration De-Registration
— _ S
A Y
“ r ‘  EEEEE——
IDM-UC3 IDM-UCz IDM-UC4
Presentation Issuance Revocation
- 4 A
—_— D ——————
IDM-UC5 IDM-UCE
Inspection Certificate Renewal
— _ S
Fi g3dePr-Pvasgrving | deReli ayi ¥
use cases of the identity

41 Use Cases Specification

411Use kAN : Registration

This wusericbhaesse adlelscst eps and i nter actdroensse rnveiendge di d
management system. For reasons of identity assur a
case, this use case may I nkelvesoffhgnan(phyé&ocat
|l everaging existing -systednsellDke Igmnvehemeotasé yof
(master) key materi al for a wuser i s gaenerabedndnit
hardware token such as a -hsomatretd chaarrdd waorre tshercowrgiht ya
Specifically, for our demonstrator case, t his wuse
demonstratoe @adtifi Oatgren System. The Degree Cer
degrees and professional certifications. The gr acdc
Port al in order to be considered as a registered

Figdsdows the UML use cH€&. diagram for the | DM
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IDM-UC1 Registration

Initialization of System
Parameters

i‘ Load Users Information

1dM Platiorm Providers

-

Users

Load OTP in Data Base

(0

Access Degree
Verification System

) . § Generation of Secret
Authentication via OTP
Pre-Conditions-1.The User has fill a form with his i

personal info and he has got his OTP. 2 The system Post-Conditions:
has already been initialized beforehand The user is successfully registered and he has received
the tokens for IDM-UC2

Fi g3fePr-Pvasgrving | dehDMICYWIi Magmrmagre n

41.1.1St akehol der s

I n the f dIrliewilrygrweap the main stakeholders-inter
preserving identity manage[nielnWe, waisl lalsrpeeacdiyf yi natlrlo dc
case, as athi ssséemasetsr atfor are highly entangl ed
even if a stakeholder might not be actively intet
following because this pghddewingi shepesntl|ly requir

1T Educational i nstitutilomsGrsaede atshaime veasidan eisn
people could buy phony wuniversity degrees fro
reqguiring nothing mbobnetitbhani ansewouEdusatienatf
if fake diploma of their institution emerged.

for certificates can be used as a coumt erame &3 L
processes-ldkwres tpg oxemere s

T University Sdtudekeerrttss wi | | receive digital certi
thereby making their certificates accessi bl e a
selkctively share partsgeaftrtile wiatyf or mati on i n a

T Empl oyebEnspl opyteirnsg aodur system will have a way to
guarantees verify whether applicants hobHd €tert
fraud, following the Adigital i s original o par
certain predicates of applicants, parts of the

The applicability and wsefaslings beofexdemdeambrsgtoma
|l eading to additional other stakehol der s:

T National .auFdlorowiirmge the Adigital is original
automati zed and simpl i fi edderifaosr inna ttihoen acla saeu ti no rc
e.g., TAestilrta prove that they passed at | east
receive family all owance. Al so, the risk of fr

toaoatonal authorities.
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41.12Act or s

The following actors are actively involved in thi:
and interests of each actor wupon their first occu
D5 .[11 ]

Primary:
T User dUwéisBtgo obtain credentials on their attribi

these attributes to -pregsaercwei mg omardreers. | ip eac ipfriic
domain, graduates receive cser tainfdi ccaatne sl aotne rd esgerle
information, e.g., when applying for a job posi

T LdM pl atf or nT hpersoev ipdreorvsi der s are hosting and mai
for an identi tny. nbDeenpaegnedmenngt osny stthee concrete i nst
responsibility may be to provide certain systel
messages being exchanged between t hepadritfsf eofent
computation t-weiaghti evel wtildmghan the wuser b6s sid
demonstrator no thedodndWM pmhlaavtef oamm gatoivieder sl e
parameters), t hi s miognhst ocfh atnhgee pinl oftur tvheert huser
modul arity of our design.

Secondar y:

1T Degree veri.fiThitd osny styesmheprer f orms access contro
Only authorized users are goweBSyPatembsbsal ougdr:

appli aathenCTI personnel . The Degree Certific:
educaktme®mni tuti ons where their personnel can upl
degr ees ainodn sc earrtei ftihceat made. available to the gr

41.13Preconditions

T A registered student wishes to join the systeil
university, and this informatVemi hiasatbieem $wndste
T The system has already been initialized before

have already been generated and setup.

4114Basi ¢c FIl ow

1. Use case begins;

2. St ép
The i nter epshtyesdivceaslultlgef@Tibcoes t o decl are her inter
system. She fills in the relevant forms (inclu

the Degree Verificati onusSersa atarie mea npda stshweotruds e mO Trl
be used to acgtivate her account

3. St @p
The student visits CTIlI b6s Degree Verification S
regi s;trati on

4. St 8p
The user is requested to change ther OTP to a s

5. St dpoptional)
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For increased security, the wuser
i nformati on, such as the wuser
6. St 8p
The userds secret key
|l ocation (e.g., -imar dnoddii g ke,
needs to pe confir med
7. Use ca.se ends
The above flow is also illustrated
IDM-UC1
(isitcTioficeana | ] User's identiy has been veriied, and
\_ receveOTP gne

‘-'/ Log into Degree ‘
-\Veriﬂcation Portal

User registration finished

PR 2

Change password \
A

Access credentials for future use have
been setup

‘-'/ Password-protect ‘
¢ local data

(Optional for higher security guarantees

b

[ Generate secret key

All relevant key material is generated al
stored locally.

\ material

)
)
)
]
]

=

FigasePr-Pvasgrving | dehDNIC\
Basic Flow
4115Postconditions
T The user has been subscribed to
T The user has received all har dwar e
rel evant key mat elrnalludcdad. bre nCdand g i
412Us e Ic@N& 2 . | ssuance
To obtain a certificate amn iperusamncael
mi ght be, e.g., a public authority,
aut henticates herself towards
the user (e.g., age, birth dat e, pl ace
end of the interaction, the user recei
Spcei fically, within the domain of the
a credential from the Degree Certi
The graduate addddscatthenDeSgyrseee mCdrhought
that she has a | egible academic

chooses
secret

mat er iuslerios gerwvercaet ed hleo
abprpo) w sdeerp eanddds

system;

softwar

sdeastsa ,0 na wu st ehr
uni versity,
t he tirsisbuuetre,s atnod bteh ec

degree
System

degreel/titlel/lcert
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Figdsdows theadML disagr auCX or the | DM

4.1.2
The

IDM-UC2 Issuance )

User's Attributes
Certification

S

Issuer  TTTtreeely

Access Degree
Verification System
T
|
H

Users
Pre-Condition-The user has‘sucefully concluded ldM-

Credential Request for
the selected
degree/course

Credential is stored

Post-Conditions:

1.The user has received a credential for his
degree/course 2.The issuer recorded the successful
issuance with the corresponding revocation handle

Fi g83YePr-Pvasgrving | dehDNMICYy Wamagean

ASt akehol der s

relevant stakehol ders ar &MiUCH rsteiec &Ble ct).alatnh o s e

41.22Act or s

For
Pri
1
1

more details on the act ¢Secd.ploala.smel Hflds DB . 1

mary:

User s

| ssuer s. I-ssusetedaentseimes that certify a user
whet her ribeses atndeed belong to the wuser. I n
organizations may, e.g., certify that a user p
for a certain job position. dReblyyiangc eratraiin si sasc
to trust the issuer in the sense that it wildl

Secondary:

1
1

Degree verisfication system

CTl 6s application-badbenfadr. mafthiosn ipsoraalweb Thr ou
parttei pad researchers wil/ get information al
information about iIits wusage. Mor eover, this po
of the system (Educationali c@e¢rn toinf iSyasttiean) 3yhsatt
shoul d access

Educational <certification system. This system
or similar.
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4123Preconditions

A subscribed user wishes t@oergcei.wvrei mercirtty) i cat e

4124Basi c FIl ow

1.
2.

The

Use case begins

St ép
The wuser who wished to receive a certificate
System, using the usernd@k and password setup

Stép

The Degree Veri fiugpattihoen uSsyesrtéoesm alvoaoiklsab|l e degr e
information is then displayed to the user via
for which she wished ; ;to receive a digital cred
St 8poptional)

I n the casenthat ®hal trbéee revocabl e, the Syste
the credential, which will be embedded as an a
together with the user 6s i dentuiptdyat eadn da ctchoer dpi unb
St dp

The Degree Verification System signs the <cer:t
embedding the userods secret key, the revocatio
credenti al

St 8p

Theemwsdownl oads her credential through the web

Use case ends

above flow is also illustrated in the foll owi
IDM-UC2
Y User has authenticated towards the
( Log in \ ------------- Degree Verification System

Selection of ‘ User selected a qualification for which

S qualification )T she is eligible to receive a credential Iﬁ

" Processing of
¥ revocation data

Cryptographic attestation of the

:Issuance of credentiall\ ------------ qualification for the specific user
AN

Depending on IDM-UCT, the user's Iﬁ

\: Storage \ ““““““““ credential is stored password-protected

Fig8ePr-Pvasgrving | dehDNICy
Basic Fl ow

Optional in case that subsequent
"""""""" revocation may be necessary
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4125Postconditions

T The wuser received a credenti al for the request
T The issuer recorded the successful i ssuance, |
handl e

413Us e IcBNJ&E 3 : Presentati on

A userveapopsession of a credenti al certifying ceé¢
relying party) by engaging in a presentation prot
the user needs tolrnewvealf, thhegservascsedpomnvadepo. At

provider receives these attributes with high auth
information was revealed to the service provider.

Speci ficalulry,dewiotntsitm ati on case, this use case is
verifiable proof that she possesses a certain tit
a |l ocal authority.

Figd&sbdows the UML use c-H€8. diagram for the | DM

IDM-UC3 Issuance )

s

IdM Platform Providers

Creation of Presentation

i

Service Providers/Verifiers

return
Presentation Policy

Submitting PhD
Application Request

Verification of Claimed
Qualification

Pre-Condition-The user has the Post-Condition: Pre-Condition-The user
presentation 1.The user has received | [has the presentation
policy for applying for PhD the presantation Token token

Fi g9 ePr-Pvasgrving | dehDMICB WMamggan

4131St akehol der s
The relevant stakeholders are +Ufdntlisead.Stkaltiloms e

41.32Act or s

For more details on the actdqrSectpladdRlrespectiovel
as well[] 1ds D5. 1

Pri mary:
f Users

T Service providers [/ Verifiers. Such actors wan
to gr arctestsen oaa specific service. They al so ne
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must ful fild]l in order to be granted access. I n
be able to obtain verifiianbloer dcelraitnoss aocnc eapma rtdhse

T I'dM platform providers
Secondary:

T CTlI 6s appl.ication portal

4133Preconditions

T The user wishes to prove possession of a certi

T A corresponding cer tiisfsiuceadt & oh ash eprueswirous!|l y bee

4134Basi ¢c FIl ow

1. Use case begins

2. St ép
The user browses to the job application portal
apply. At this point, no login or similar is r
3. S e2p
The user adds her information and appljcation
4. St 8p
The job application portal of fers the possibil

the issuing univeresitsiagd heypd ochl degstored
computes a cryptographic proof that the user i

server; depending on the job profile, idnfferegn
i ssuance date or certain grades might not be
on the usero6s side and no information about th

Further more, i n case t hesasalgitresds estugaqiesmoto® Mp e v @
relative to the revocation information publ i sh
used for the computation has not yet been revo

5. St dp

The job applicatiod poetsehta¢i ohi eskemeanedcaidd
was positive; ot her wi se, the claimed qualifica
6. St 8p

The wuser r eecnetirvye suna qluieghi dehafudieert owlreidi bt sama
appli;cati on

7. Use ca.se ends

The above flow is also illustrated in the foll owi
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IDM-UC3
e I User has identified the position for whi
|Visit application portal|-------------- she would like to apply
\\ /f
e Y User has entered her application
| Upload resume, etc. |-=---=---=--=-- documents
\\ /f
~ \I/ 0\ Using the cryptographic credentials fro
[ Prove possession of ‘ _______________ IDM-UC2, user computes a proof of
\_academic degrees possession of certain degrees

\’

Ve Bt
['\/erification of claimed\‘
\_ qualification J

—

Job application portal formally verifies fl
"""""""" claimed qualifications

v

(o —— to\ Application has been ﬁledg user may
| \ """""""" subsequently add supporting documents

application

=

Fi gadPe i vPaceyser vi ng | deh DNMCB
Basic Flow

/

41.35A1 t ernate FIl ows
The following alternd€e: flow is possible for | DM

1. Use case begins

2. St apas hefore)
3. St ép
The user enters the unique i dentaipfpilércane oai \paoda
di splays the already added infor mat ihem, apmpd i €
4. St e (as; before)
5. Use case ends

4136Postconditions

T The user has successfully applied for a positi

T The empl oyerautelter tviedi thyi gdouar antees on the aceé
user.

414Us e Ic@NMUe4 : Revocati on

A user's credenti al may be invalidated or revoked
name change. Dependanargi w,n tthies pprecdessxss smay be tri
system. Firstly, the user may herself request the
her secret data was somehow |a&akedti fSiecatnal,] ye. @ h g
Thirdly and finally, the service provider may dec]
of abuse. As a result, the user wil!/l no droendgeerrt ibeel
either globally in the system or with this specif
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Within our demonstration domai n, t his se case Wi
change, or when unauthorizedt pare¢destigali ned acces

Figasdows the UML use cH€4 diagram for the | DM

IDM-UC4 Revocation )

A

Revocatioh Authority

Post-Condition: The revoked
Update Revocation __|Credential can no longer be used

Information

Y

Pre-Condition-A user or issuer or
service provider wishes to
invalidate a previously issued
credential.

Fi gétePr-Pvasgrving | dehDMICYiMamage n

4141St akehol der s
The relevant stakeholders are {Ufdntlisead . Stkaltiloms e

4142Act or s
For more detapllsaoe rtéefeeracttaortshe 4prliedli.lRuzsatiuds.e3 .c2a s

respectivelyDllJas well as D5.1

Sevearcalor s are |l abeled as dAoptionalo in the foll
revocation model thaWUCédswioblbeaeotmpkeementeed bpPMth
further research i s meedead df drheamc oegfrfeicdi eretv orcadlii
decided upon.

Pri mary:

T Users (optional)

1T Service provider;s |/ Verifiers (optional))

T ' ssuers; (optional)

T Revocation authorities. These pianrftoirensa tpiroonv isduec t
l'ists or black |ists that may be used by ser\
presentation based on a certain credential. De
triggered byi adehepricwiuckear,, aorsetrbve user hersel f.
authority and issuer coincide

T IdM platform providers (optional)

Secondar y:
T CTlI 6s applicatjon portal (optional)

T Educational <certification system (optional)
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4143Preconditions

T At | east one actor (user, i ssuer, service prov

T The credenti al to be revoked has been clearly
Even though the precise emewecxdtdieadn umpode | -ateansivird ct
revocation in the foll owing, as this seems to be
wi shes to invalidate a certificate, e .rgt.e,d btehcaatu sie
compromi sed and abuse iIis to be expected.

4144Basi c FIl ow
1. Use case begins

2. St ép
The Degree Verification System receives a desc
from the user by specifyiemnm ddmp;rcomideeaad i al s t h

3. St @p

Using this information, the system |l ooks up t
credential was issued

4. St 8p

The Degree Verification System marks the corre
revocation information accordingly

5, Use <casse ends

The above flow is also illustrated in the foll owi

IDM-UC4

®
2

s . N Degree Verification System has unique
GGl s ) IN— specification of the credential to be
N\ request revoked

|" Identify relevant .‘|

\_revocation handle )

System identified the revocation handl
--------------- the credential under investigation

/’7#"\
|‘ Update revocation l‘|
\. information

e

Fi gé42ePr-Pvasgrving | dehDMGy
basic fl ow

'The credential can no longer be used b
------------ a user

4145Postconditions

The credent ilmd wsaed nfoorl onyweaessf ul presentations.
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415Us e IcMIES:nspection
This use case allows a dedicated party, often r ef
presentation process, e.g., because of abuse.
Whil e for the sspceecniafriico duenndoenrs tcroantsoirder ati on 1 nspec
it here because it might be needed when extending
i nvolving additional stakeholders such as public

Figasdows the UML use c-H€8B. diagram for the | DM

IDM-UCS5 Inspection )

A

Inspector User

Inform Inspection
Receiver

De-anonymization
Procedure

> Verify Instection Request Verify Instection Request

return

Proof
’ Use
Presentation Token

Request
Inspection

Issuer

Fi gd4B3ePr-Pvasgrving | dehDNICy Mamaggean

4151St akehol der s
The relevant stakeholders are {Ufdntlisead.Stkalt.iloms e

4152Act or s

For more details on the actor s, pl & a8 e€l242elf2e3ra Rktdo  t
4. 1réspPpectivelypllas well as D5.1

Primary:

T Service proyviders/ Verifiers

T Inspectors. I nspectors are able to revoke the
of usheer. We model inspectors as active actors
the system. However, in reality, i nspectors ma
after being triggiered by an external entity
We wkddp wusing the term Ainspectoro for t he
presentation, even though in our scenario the
entity; however, by having dastiafjebshedt hames
we wi || obtain a more generic and modul ar demo
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4153Preconditi ons

The anonymity of a performed presentation.shal/l b

4154Basi c Fl ow

1. Use case begins

2. St ép
Thienspector receives the presentatio#@anbaoakenzan
the holder of the underlying credenti al

3. Stép
The inspector verifies that the requesting ent
terms and conditions, or by | aw

4. St 8p

The inspectoraneonegantzeed i tome pdewcedure | ocally,

together with a cryphogymphati pnobédstheentperd

5. Stdp(optional)
Depémdg on the ramonnymifzar itome deére user i's notif

6. St 8p
The requesting entity verifjes the proof recei

7. Use ca.se ends

The above flow is also illustrated in the foll owi
IDM-UC5
Ve N Inspector received the presentation tok
| Request inspection/\ ---------- to be de-anonymized.
A _
e Y The validity of the request has been
| Verify eligibility /\ “““““““““ verified, e.g., on a legal basis
A _
e D Inspector revealed the identity and
|  De-anonymize /\ ----------- generated a cryptographic proof
A .
{/I'\. The user is informed that her anonymi
‘ Inform user f-mmmmmem e for a specifc presentation has been
g p revoked
e Y The requesting party has formal
| Verify /\ --------- guarantees about the originator
N .

Fi gaa4 Pr-Prvasgrving | dehDNMICH
basic flow
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4155Postconditions
T The identity of the owner of the credenti;al us
T Depending onstkheaappli theiaoser i.s notified abo
416Use kckMU€6Certi fi cate Renewal
n this use case, a user can renew a credenti al tf

I
for different r eexspinrsat ieong.d atbee caafusae deret i fi cat e
have changed. Also,-i $deancerofmag crgdesti al rtehat
reason. The involved prot®ML2i secldds)e, |2yy erte | naitgehdt tt
|l ight weight and require | ess strict attribute ass
use caser mmgvocagigen of the UmMDd4r |syeéendSaeatligpimabec
avoid that a user has multiple credentials on the
F

i ga4sbdows the UML use cH&e diagram for the | DM
IDM-UCG Certificate Renewal P,

Revocation Handle Credential Revoked
1

| IdM Platform Provider

i __________

Issuance Protocol
Issuer
'Use"
Access Degree Credential Selection
Verification System

Users
Pre-Condition-A user wished fo renew an unrevoked Post-Conditions:1.The user holds a new certificate

'
return
H

A new Credential is
stored

existing certificate and he has sucefully concluded IdM- stored in its application 2. The old one has been
UC1 |revoked

FigabePr-Prvasgrving | dehDMICY Mamaggean

416.1St akehol der s
The relevant sitakeholtdenhozmre sipEd i { s edd .Ble.clt.ulsr c a

416.2Act or s

For more details on the actors, 4plleddsidzr 20212 021t |
and. 1rspectively)Dllas well as D5.1

Primary:

T Users
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T I'ssuers
T I1dM platform providers
Secondar y:

f Educational certification system

4163Preconditions

A user wiesnheemd atno unr evoked certificate that has a
attr.ibutes

4164Basic FIl ow

1. Use case begins

2. St ép
The user who wished to receive a renewed cert
Ver i fi catuisoinngSytshtee nuy ser name aJCdl password setup

3. St @p

The user selects one of the previously issued
4, St 8p

The previously issued cr-&@dnti al is revoked fo
5. St dp

The user recatvabs & ohkCR2wc ntehdeer DBl Ve, ps ki ppi ng

6. Use ca.se ends

The above flow is also illustrated in the foll owi
IDM-UCé
e Y User has authenticated towards the
{ Log in | Degree Verification System
\--T-/
e Selection of User selected a qualification for which

\\ credential /} she whishes to receive a new credentlaﬁ

IDM-UC4
IDM-UC2

FigaBePr-Pvasgrving | dehDMCH
basic flow

The credential to be renewed is revoke

"""""""" and can no longer be used 5

The user received a new credential for
"""""""" the given qualification




Cyber
Cyber SedOsBprecp fi catip oDe mons tPehaatsieon case \@ Security

§::f_orEurope

4165Postconditions

T The hsleds a new certifijcate stored in its appl

T The old certificate has been invalidated
4166l ncl uded Use Cases

i | DMC2: | ssuance

1T | DNMC4: Revocation
417Us e IkcRhMU&E€7Der egi strati on
This use case all owegastuseystemcoimpl ehied ycase, alll
this wuser wild.l be invalidated, and the userdés per

regul ati ons.

Figasdows the UML use c-H€@é. diagram for the | DM

IDM-UCT De-registration P

i _._.|Post-Condition: All user's Data has been deleted
1dM Platform Providers
Revocation Handle

Issuers
Post-Condition: All user's Credentials have been

invalidated ; i
Token U'se
i Service Providers/Verifiers
Access Degree
i Verification Portal De-Register
US'er

Pre-Condition—'The user
wants to be de-registered

Fi g47ePr-Pvasgrving | dehDNCy Mamaggean

41.71St akehol der s
The relevant stakeholders are {Ufdntlisead.Stkaltiloms e

41 72Act or s

For more detailes roenf etrhe oa cdtheer 9,r ¢pvlleddisd 242 s1@4 3claRsde.s2 (
4.1, 582dr6spectivel yDllas wel |l as D5.1

Pri mary:
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T Users
T Service providers [/ Verifiers
T I ssuers
1T Revocation authorities
T IdM platform providers
Secondar y:

T Degree verification system

T CTI 6s appljication portal

f Educational certification system

41 73Preconditi ons

A subscribed -ruesgirs twars hfersom ot lee ecosystem

4174Basi c FIl ow

1. Use case begins

2. St ép

The user | ogs into the CTI Degree Verification
3. St @p

The wuser daheissetsert of rom t he platfor m, thereby
credential s

4. St 8p

The Degree Verification Portal revokes all Cr e
foll owilnC4d | DM
5. St dp

The Degree VariféekatéosnalPlbruser specific data.
informed about retention periods and their | eg

6. Use ca.se ends

The above flow is also illustrated in the foll owi
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IDM-UC7

4 Y User has authenticated towards the
[ Login | """"""""" Degree Verification System
4 Y User notifies the Degree Verification
I De-register | --------------- System about her ambition to de-register.

All credentials belonging to the user ar

IDM-UC4  |------mmmmmooo invalidated

g ™ User-specific information is deleted to t
| Deletedata  |----meeenmoeed extent possible.

Fi gaa8ePr-Pvasgrving | dehDNCy
basic flow

41.75Postconditions
f The wuser has been deregistered from the systen
T Al existing certif,icates have been invalidate

T Usesmpecific data habBedrea Merlieftieada tfiroom Syt e m.

4176l ncl uded Use Cases
| DM C4: Revocati on

42 Demonstr-apor Set

Greece experiiemaeds awhenerkeake university degrees
without requiring the bugyertitouldar antyd hda mad émitc pa@t
I n order to mitigate such fake wuniversity degree
secured alternat i-bvaes eed pirhoec eesxsi sftaorn gc e rptdipfeyoiunrgs ewsn i \

Students can then | ater use these cryptographic t
(e. g., during exchange programs), public authori:t
the reclévetjl| wWwhrespecting the userdés privacy. T
guarantees that the released information was auth
ot her hand, the user hwiilnlf ohranvaet ifoud |i sc ornetwreoa | eodv etro v
scenarios it might not be necessary to release al
authority, it might not beFuwuretcreebrspacowei,tdd nrge wdea agli ttah
of phlegpsxsaed certificates and dipl omas, usage and pr
same time allowing for automatized verification.

While the demonstrator will tlke demowscd s ad etde ¢ mn &lr
used iiBuraopeaann contex-matergalize prdeessesdéor stu
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21Rel ati on to Use Cases

During the first phase of the gdkremwmrsetdrator, the f
T | DMCIRegi stration

T | DMC2I] ssuance
T | DMC3Presentation

Al |l otchaesresu,sein particul-d€C4thReeodapead) ngrequl D¥
and possibly research resultsitndomyWP3 in order t

422 Rel ation to WP3 Asset s

I n the first piloting phase, we are going to | eve

T Mobil e prABRCscryptographic t echneplroegsyer wuind g r liydi

management solution will be based on building
ABC4Tr ust project. However, as | obl eapddvriicadsd ,o
depl oyment will not involve mobile devices at
For the further devel opment of the demonstrator,
or serve as a baseline for fufrbhemodeVYéekapmensst o
make them suitable for our application domai n. I n
T Sel f SoP@daelMghng this asset, -wevemei gpiroepsreitrwai cayc
solutions in blockchains,ntfroalliozweidn gi dtehnet iotuyt cFoomn
T eABOne potenti al direction for further develo
based credenti al s, wher e mo st of tsheer vd «mp wii at tt
negatively i mprictaany. thtei usmirgdlst make our serv
(laptambl et s, etc.) as |l ess key materi al and c

423Description and Wor kfl ow

Our demonstr-ateseowi pgi vdevgtlilt wemagnadeomerdty foll ov
that were already specified in the previous secti
Degree Verification hRoguarndcae nofordiegi tterd shuopepdepipliiad
Portal for applying for positionsUCTesafwuserlisawiih.d
to the participation. At the end of the pilot, al
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42.3.1Hi gthevel Archi tecture
High Level Architecture
/ CTl’s Premisb
(" IdM Provider h RAevohcat_ion
Issuer and Verifier IdM Public ut oﬂty
- Directory
ABC 1dm ::_: Degree Verification System
System Application o verifier
S—
ABC Course
CTl Syst Evaluation
1dM Portal Portal ystem || Application
k& _J /

Inspector

Fi g49ePr-Pvasgrving | debéembygs Mnadegehhs mir

As can be seen from the previous figure, the arch
components hawvendiffeesenantiunotes based on the sc
Next, we describe the functiohaVvVétycampohnbdet chlaat
t he architecture figure. NoECEEI thPartt alh,e ludsM r Prionvtie
Verification System are online.

CTI P olrhtiasl :component is an information web portal
about the systemb6s functionality amids cpragdepri mwsitd
users the necessary I|inks to the components of t
Application) that are responsible for specific f1
system,achtiisonf iirsstto visit this portal and by follo
(e.g. register, submit an application).

Degree Ver i f iTchatsi ocno nfoyosnteenmi: i s mai-AB€s usedt her us e |

systemk olmpoonegnts are an ABC System, an | dM Applic
When the 1 dM applicati-&BCbBstoegaered(togissgegr Bei

ABC System which is responsible faorusger fwarnmisn g ot |
per sonal information, the | dM application uses th
As the Degree Verification System is the main isslL
i nfor mat iboen)s tsohroeudl din a public repository, so tha

repository is the I dM Piothlei a@abbivreedti guy et hat can b

42320verview of the Software Layers

One basic software | ayer ibsl et hfeorABal le nlgd wmesr, Ilwahy er
credential s, policies etc. and i f possible given
requested policies. The User Client i s snugp pbleytiwege n:

7
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di fferent credentials if more than one fulfmnls th
Fightoe

IssuerfVerifier [Relying Party)/inspectar

ﬂ| MBC-Engine

application server

! Internet (hita)

T )

pplication server
| ABC-Engine
Jsar

Fi gb®ePr-Pvasgrving |l de@Ovetyi &
demonstrator's softwa

The ABC engine is implemented as a set of web <con
the Jettynwebhbkeedelocally. For a description of t

The user side software is packed in on installabl
application and the Firadatoxnpltagiati ©he Feqefoe&ma

4233Appl i cation Overview

The | dMrrpunosaitbibnet nt u Li,anx opyesnt esnmur ce operating sy
GNU Gener al AWkl ikBdLinteseenisfe an d-Eh @ MB e -b&ar sgepd aawmp lon s ,
which can easily rurhei rhoatLionuxm.4mmdi. \ddomdmé wtnilsi mux a

Figblreesents an Appli caotviamrerOverview of | dM pr
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IdM Provider

Idm.cti.gr (Ubuntu Linux) @

JAVA

(Web Server \

IdM | Verifier
- Application |

we)sAs NP

Issuer &
IdM Portal Verifier

Fi gbtePr-Pvasgrving | den
Application overview

424Target Group

The first piloting round of this demonstrator wil
University of Patr as, Greece, wi | | be invited to
feedback, a sufficiently | arge number of students

regarding ageel gapldlgrpopuadd Om the issuer and veri
in charge to also evaluate the relevant processes

We want to stress that even though CTI i s respons|
t hese wiltl glreougissjoofi nusers with distinct responsi
Resources), such that representative feedback fro
Besides the plain pilot execusioonhp wewplden Ppobmmalk
to related initiatives
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l nci dent iRepadret iFnghanci al Sector

Il n this section it is described tbeeasiengasesmat
reporting platform to address the common need for
case of significant .Tlyiberdeaman otpreatadn vwi lilncaldemntts:
in UhemaBdatory incident reporting process, which
supervisory authority[a] Thet demBPW sdanmrdtmat iworud Id Ipea
and priemndti camotpowards reaching the common goal (
Europe but also beyond the EU borders.

As it was described in D5. 1, the current EU | egal
I ncident Repemtti Bal pted vdisfofry Aut horities respectin
threshol ds, ti mi ng, data set, communi cati on means
All these different critenta ahd paetathsioaudent
to be managed along the critical path of managing
are particularly strong in the financiaalmurmdarn kett.i
Financi al Group, there is also the additional nee
Competent Authority, and for the ParentsCamgangi Hi
way fromeenacdh yl dgnalorder to asseg@[sl]the overall i mp

51 Use Cases Specification

511Us e Ic RULH : Data Col |l e@tnidorC,] aBrsri ifd tmd n

Us@asleRICbegins with the Data Coof]dtelceariiomg pcatsae ,r evgrd n
detected in the entity, the enrichment of the dat
three steps aim at deeifdenntn.g and quantifying the i

The EU Mandatory I ncident Repofinagohaebdbeedoy nr ¢
phase of developmane:of the demonstrator

T I'ncident reporting according tezo the requiremen
T I'nci dentacrceoprodritnigngt o t he requirementssestabl i st

I n the second phase of development of the demonst:
frameworks and/ or additional or eupGhRR,d trheeguNla$ ol
Target 2, and el DAS. Beyond the end of the project
incident reporting requirements of other business

FigbBdBadows the UML use -UG%etdabgwiaiml fobe d batelmdeRlbed
subsections.

DI RECTI VE (EU) 2015/2366 OF THE EUROPEAN PARLI AMENT Al
on payment services in the internal mar ket , amending
Regul ation (EU) No 1093/ Z0¥®®,/, ELnd repealing Directive
22Eur opean Centr al Bank (ECB), -hagiplsiiéndaowevwhtemb/ endeo®yae .

7
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IR-UC1: Data Collection, Enrichment
and Classificationi

General Information

j% \n_clud’e
Data Collection —
include... Incident Taxonomy <---exdend ----- —
Incident Management Teal MT)
inélude Incident Management Team (IMT)
Data Enrichment

Data Validation ~ }--------- Pre-condition: {Data Collection is finished}
Pre-condition: {Data is validated}
Event Cl d Y
Incident Classification Team (ICLT)

.| Pos-condition: {Event is classified as Significant or
as Non-Significant}

I

Pre-condition: {Malware related
y incident}

Specific Information

Figb2elnci derit RRelp drattian gEpnt leeniimido €] a s s iCfaisea tDii amg !

511.1St akehol der s

Concerning the financi al sector, the main stakeho
of the demonstrator ariers etchtei omn e7$. 23h I\efe aldedp r3od e tei f
stakehol ders described in that del i verabl e:

T Financial : 1 rddtniatnictiiadnsi nsti trug d wlnast iaocnes saunbd efcrt
require mandatory incident reporting to sever g
mar ket i nfrastructures, auctcid d dzfifnggr eot spempf at e
financi mhnoat bhey, incident reporting requiremen

o Significant( EICBBstSSM)t:i ombBe ECB <classifies |
significant based on the foll owhogderiaeti s
and direct public financi al assistance.

o Payment Servi®SDPyoviFd@emas ciaali nign satsi tpuaty noennst
providers (PSPs).

T Regul &tuoropean or national | egislative entities
that regulate the functioning of specific ar ee
areEuhepean Commi ssion, the European Parl i amen

we | | as, for the financi al sector, the Europe
regulators are national Parmlniad me&Cretng .r afForBatnikes
Commi sseighse [(talian Consob) are entitled to de:
financi al institutions.

T EU/ National Super vibBnotriyt i st hdoesgatessislulpe r ¥iosi o
nor mative or national transposition | aws and r e
or at national l evel and wil/ be the recipient

regul ation defines onetoesmand aeddréespoadi mgnd
requirement s, such as the obligation to notif
specified in the EU | aw. The EU/ National Super
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o PSD2 tNiaonal Central Authority (NCA)/ Europeat
Aut hority (EBA)
o ECB/ SSMECB/ Joint Supervisory Team
I n a wider perspective, other stakeholders that m
and an eopema@tktidveoapproach to information sharing
1 European Union agencies
o ENI SAENI SA supports Member States and Eur oy
to Isxcrade cyber incidents that take place a
Me mb &t at es have been af fected. Moreover,
i mpl ementation of the European Union's pol
information security (NIS) and assists Memb
and agencies in establishing and i mpl ement.
basi s.
bl Lavwnforcement agenci es
o Europothe Europol, in particular through
strengthens the |l awybpforcementn ndeaepoEnUs eant
European <citizens, businesses and gover nme
i nformation voluntarily shared by the prive

European:imi ta zwisideerrm |poenrgs pe dteined j ct hei ¢ s naf the d
incident reporting tools are the European citizen
security in the Digital Single Market, resiullittiings !
and shreat

51.12Act or s

External aPrreovd ulejresct s contractually engaged with
intercept and refer occurrences of events potent.i
beforehawdlwnferadme ity related to their solutions
have direct access to the Incident Reporting Pl at
The I mpacted or i nvol viesdi abtuesri mals sorod & ri iczd tfiuadca li ownt
refer occurrences of events potentially dangerous
event occurred and determine if it is a false pos
specific agkhknndst aPwmemt/edl fci dent Management Team)
I ncident Reporting Platform.

The Asset Owner / Il nci(ddht i Maamraggemppbi Meadn oper
organizational unit afluscteecnby Theypat ent inalclhyara
detailed analysis in order to determine the neces
an issue that <can bemsnoclivdeedn ti,n ttehren adl sldyatn d @w moeanste/ TOk
responsi ble for the opening of the incident and f ¢
i tself.

The I ncident Cl(laGIT fiisc &thieon nTteearmm a | organizational
t henci dents opened by the Asset Owners [/ Il ncident
the type of incident, the perimeter extension, t
classification detemamagesd iby tthree i mrciitdewnrt iclani tbe
is needed and i f Mandatory Incident Reporting wou
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AnAdmi ni sotvreartsceres t he customization of the I nciden
needs wof a dilven market. The Administrator shall

per mi ssions that correspond to the scope of their
from the I T perspective.

Subject to tches dyrdamied dfof e he i ncident and consi

escalation procesEmeowledhclye &a cCtrii sats¢ tMa nhgde ene n & | 0
unit in charge of the managemeedn amlda g xipfoirdd nags od |
since the beginning or during its I|ifetime. 't mu

competent aut ha@wmii ts@iresiss i aal nCiccgangien voefleved and fifsi aieaslp
communication of the crisis status that could ent

The actors directly involved in this use case are
1T Asset Owner [/ I ncident Management Team (| MT)
T I'nciQleanstsi fi catjon Team (I CLT)

A Admini.strator

Figbh3elncidenActRoerpsoritnivnogl v-6@1 i n

51.13Preconditions

We assume the security incident has occurred in a financial institution that has registereci&glifisant
Institution in the Incident Reporting Platform and is operating Bayment Service Provide(PSP). Under
ECB-SSM (Cyber Incident reportingramework for Significant Banks) Framework if only one threshold has
been reached, an Incident Report to the ECB is required. If the inbiasadcurred in a subsidiary or branch
of the Group, the impact of the event has to be evaluated on a considtidsite The requirements established
under the PSD2 cover financial institutions operating as Payment Service Providers.

The following components need to be enaltlefbrethe execution of this Use Case
I TheHivesincident management and response operceaoftware

1 HADES (Automatic analysis of malware samples) to analyse malware samples and perform the event

whttps:prohebitverg/
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classification and event severity suggestion of the detected malware;

1 AIRE Incident Reporting Engine designed to manage the incident reportinglavorand the
collection of general information required for the configuration of the mandatory reporting;

1 TheHive Responder f@ummyIncident Reporting Event Classifier: since currently there is no WP3
asset or open source application capable of clasgifiie security incident and calculating the severity
of its impact for the purpose of mandatory incident reporting according to the regulatory requirements,
a dummy asset will be provisionally included to be invoked from TheHive tool. This dummy asset
will simulate the classification and the impact severity calculation for the specific test scenarios
defined for the demonstrator. I n case the inci
for mandatory Incident Reporting as well as thenpetent Authorities that need to be notified

Using the demonstratoros GUI , the Administrator
involved in the incident (including the data about the Contacts and any other relevant informatrewl fequi

the mandatory reporting), as well as the users that can log in to the platform with their function, position, and
permissions assigned.

The Administrator should also map and configure the criteria and thresholds necessary for the classification of
the incidents into the demonstrator in an initial-poafiguration phase, ideally as soon as an entity starts using

the demonstrator for Mandatory Incident Reporting purposes. In a later phase of development of the tool, the
Administrator should be abl® tupdate the criteria and thresholds established by the Mandatory Incident
Reporting normative requirements whenever necesklmyever, this criteria and thresholds configuration

step will be skipped in the demonstrator since there is no WP3 asset imfphgmihis functionality.
Consequently, allhie criteria and thresholds illustrated below will not be included ini#meonstration case

and are included here just for completeness purp@sdg those ones required for validation purposes will be
implemered in the dummy TheHive Responder for Incident Reporting Event Classifier and used by the
demonstratar

Under the ECBSSM Cyber Incident Reporting Framework, all financial institutions from the 19 euro area
countries identified Aavi@eStiogonrepoantiShghni futhaaohno
of whether a cyber incident is significant or not for reporting purposes is to be carried out by the institution
itself on a consolidated basis, based on reaching one or more of the mitiimasholds as defined by the

ECB.

If a cyber incident occurs, then the institution should assess the materiality of the incident on a consolidated
basis, using the following criteria defined by the ECB:
1 Threshold 1: Reputational impact

Threshold 2: Financial impact
Threshold 3: Internal Escalatipn
Threshold 4: Regulatory Compliance
Threshold 5: Crisis management
Threshold 6: External reporting
Threshold 7: Additional Criteria

The following thresholds are relevant to evaluate tlezlrier mandatory reporting under the PSD2 (Payment
Service Directive 2) Framework. The thresholds shall be mapped and duly updated in advance by the
Administrator in order to support the reporting under the PSD2 Framework.

= =4 4 -4 A -

Article 96 (1) of the PSD2 estabs hes t hat #fAln the case of a major
service providers shall, without undue delay, notify the competent authority in the home Member State of the
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payment serwlioeagdowi dey 0 i Wh e maehavwe hreimpach anitheé énartcial h a s
interests of its payment service users, the payment service provider shall, without undue delay, inform its
payment service users of the incident and of all measures that they can take to mitigate the adverse effects of
the i nei dento.

The EBA Guidelines on major incident reporting under PSBpecify the criteria for the classification of

AiMajoro operational or secur i tipayment cervitee pmoviders bhpuldp a y n
classify as major those ogaional or security incidents that fulfil:
f one or more criteria at the OHigher i mpact | ev
T three or more criterda at the 6éLower i mpact | e

The criteria and their thresholds are listed in the table below, provided by EBA Guidelimagoorincident
reporting under PSD2.

Thresholds Lower impact level Higher impact level

Transactions affected > 10% of the paymen > 25% of thepay me n't serv
service pr ov regular level of transactions (in terms
level of transactions (ir number of transactions)

Tablt el nci denterrmﬂ??E OJ. angglsen'rfﬁ%e?{ i %qé 0"f security incider
gggsactons eporting>5¥1l m”p%DZ, page 23)
> EUR 100 000

Payment service users >5 000 > 50 000
affected and or
> 10% of the paymen > 25% of thep ay me nt serv
service pr ov paymentservice users
service users

Service downtime > 2 hours Not applicable
Economic impact Not applicable > Max. (0.1% Tier 1 capital, EUR 200 0O0(
or
> EUR 5 million
High level of internal Yes Yes, and a crisis mode (@quivalent) is
escalation likely to be called upon
Other payment servict Yes Not applicable
providers or relevan
infrastructures

potentially affected

Reputational impact Yes Not applicable

Tab2 el nci den€r Repoirai hgr the classification of sdcentr
reporting under PSD2, page 23)

©Dl RECTI VE (EU) 2015/ 2366, Art. 96(1)

sil bi d.
2European Bamnkiyndg EBAY)ho Gui del ines on major incident re
3l bi d.
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Both t-BEME&Bd the PSD2 Mandatory I ncident Reporti

each incident classified as ASignificanto or fMaj
T aFir st rReegpuoirrti ng i nformati omtyegardnbhgtikses ampga
of the event. According to SIEM feamewemé&nt $ hes
must be sent within 2 hours of the cyber inci
reqguis eenetnabl i shed by the PSD2, Aithe First Rep
the major operational or security incident was

T one ofrnmer emedindatg®e psyr tr equi ring more detailed i
anidt s consequeenoge niomitce rimg accft , payment servic
media coverage. I f detailed information about

provide some estimatesoviimetde adn. tThhee Ilinntfeorrmeadtii
updated and enhanced in the Final Repor-$SMAccoO

framewor k, an Interim Report is required with
Accordimgegquorements established by the PSD2,

every time they consider that there is a relev
next update indicated in the mprekRéopseviepost |
Report, within a maximum of 3 days).

T aFinal ®Repwirtring detailed and updated i nformat
of the event and a more accurate desctrhieptd @B .
SSM framewor k, the final report is required wi
to the requirements established by the PSD2,
we e k sabaufstienress i s deemed back to nor mal

Foll owing a Significant or Major Incident, the Fi

I nterim Report can be omiticdadaswlhidnetdhasi mianiode st gin:
the I ntermediate Report.

Givenmnbtthgati ons and timing requirements describe

incidents are required to gather information, upd
the reportitnlge pmarcegesmemod dénth in order to compi
repdrotrs.t hitsher efalsoom,of operations that are includeée
times, according to the charattembesicatobnt baskin
wi || focus only on the generation of the First Re

5114Basi c¢c FI ow

1. Use case begins: Event 1
The Asset Owner/ Il ncident Management Team (I MT)
in the finantchali mmadtedtomoni byol ved busi ness/

2. Event 2

All the information required in the fAData Col |l
Il ncident Management Team. First, & hlkeearsepr éwil
registered in the incident reporting platform
Report includes, for instance, the name of 't h
Asset Owner /mémtci deam MaMBygefills in al/l t he
incident detected in the financial i nskEorn utthen
First Report, only a preliminary description o
3. Event 3
|l nhe case of a malware incident, the Asset Owr
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HADES component to analyse the mal ware sampl e
generated the incident and htsdempastsgseontyhe
wi || provide the data necessary to complete th
incident.

4. Event 4
Once the I ncident Managemetnhe Tealm datsi cmohnend ekt fe
i nformati on aibtohuet Itnhcei dienncti d®lnatssi fi cati on Team
provided and continues with the categorizatio
incident. Should additicomdalnti bfecromet iavrmir eagd red
I ncident Classification Team wil/ enrich the d

5. Event 5
Once all the available information has been ga
t hcel assi fication of the security event based oI

established by the Mandatory I ncident Reportin
be done by a dedicatedurlmerntdleynturCdwaasislidhblcea)t.i ob
of this component, however, the functionality

wi || be manually invoked by a user of the |

6. Use endc=e.

neci
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IR-UCH
. e | N Pre-condition: user is registered
Register Incident user is IMT/ Asset Owner I%
Collect Data
Enrich Data  +--------- Pre-condition: Data Collection is closed I%
e e, | Pre-condition: user is registered
cierrlos user belongs to ICT I%
Pre-condition: user is registered
Submit Data for Eventr-==csz===s user belongs to ICT
Classification Data is validated
Receive Classification
and Motification +--------- Pos-condition: the event will be classified as
Suggestion Significant or a Mon-Significant
For events classified as Significant the report will
i contain notification suggestions
®
-/
Figbh#elncident RIRdp Bratsiicg FI1 ow
5.115Postcondi tions
Foll owi ngusteheleRe@d tofe demonstrator should classif
ANot Significanto.
I f the demonstrator classifies the incident as A
register and no report wild/l be required.
I f t het rdaetnbpornscl assi fies the incident as NASignifi

confirmasikeog-d&€dl R begin.

C&s@E2Manageri al

51.2Us e
The goal of t hi
Classification

S
and

Us e
t

he

Mandatory |

Judgement

Ca s emad ksi ntgo sitnatgreo diurc et hae hdiemma

ncident

Reporti
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quality of the repolrtoesr ainma c oou rpateev erng p ocarctciindge.n tTah r
the Controller can confirm or reject the result o
to which authorities the reports must be submitte

Fighsedows the UML use -U@2etlhatgwialm floe d & & bonkeikbted v
Ssubsections.

IR-UC2: Managerial Judgement )

Pre-condition: {Event has been classified}
user is Controller

Y

Managerial Judgement

Controller ‘l.

| Pos-condition: {Event Classification and repert suggestions
are confirmed or rejected

Figbh%elncidernt RIRC&Zp avratniangger i al Judgement Use

5121St akehol der s

This use case foresees the invol vemelG1l .of t he sam

5.1.22Act or s

|
| External Providers | |
I

FighBelncidenAc Repwaoltyved i-lCase

Contr:olTheirs actor must perform the Managerial Judc¢
by the I ncident Reporting Platform, which are th
information about the iIindiedlentThripeighMT handManhhgeli

8
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Controller gives the authorisation to proceed wit
authorizes the release of the report (s) ptphraotp rtihaet ¢
templ ates, to the competent Authority/ Authorities.
process from Classification to Reporting, and eve
Management

Subjeke dyndamic effects related to the incident ;
escal ation pr ocelshse cEomelrdg etnec ya c& iQratsd ds.e Mamtagremaint o
unit in charge of the maindagretmetnhtata nlda g elpeoen i miga i
since the beginning or during its I|ifetime. 't mu

competent aut hawrmii tsGiresiss i asl nCiasamgien voeflevedi ahd forreéedp
communication of the crisis status that could ent

The Controller is the actor normally involved in

5123Preconditions
The same preconditions of use casdJ&1 appy to use case HRIC2.

The following Cyber Sec4Europe components need to
T TheHive incident management and response open
T Al RREnci dent Reporting Engine to manage the i nc]i

must have been classified by the demonsandtor
I ncident Cl assiUdlcati on use case (IR

5124Basi c¢c FI ow

1. Usease begins: Event 1
The Controll er, based on the experience gain
considerations made, may confirm or reject the
not the need f orgglensctiedde niy Rtetpeoritn aigd Bsut c s po 0
rejection, the Controller must clearly specify
by the Controller shall be recorded iitny tfher p ®g¢
including the reasons that justify the rejecti
2. Event 2
The most appropriate action plan to be i mplem

determined according to(tske #ositgcoadi $evarsi)ty

3. Use case ends.
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IR-UC2
. ] Pre-condition: user is Controller
l LT Event has been classified
Perform Managerial :f’
Judgement N
|@| Pos-condition: {Event Classification and report
Y suggestions are confirmed or rejected
Figbh7elncidenkt RRep Bratsiicg FIl ow
5.1.25Post condi ti ons
Based on the result of the Managerial Judgement,
1) The demonstrator cNoas sSiifgened Ctcmenttion diedemctond s r me
a. For a newly opened incident, the incident i
The incident does not need rtequbdea erdegp orrt ed ¢
b. For an incident that has already been repo

Report) and -bhassoboiwi beeasr Bot Significant:

reported to the same recicpinemdati i by 6thRaeadi g

reclassification in the desi-g@atedhifs edidt ua

not be i mplemented during phase 1.

2) The demonstrator clMostsi Bi gdnttihceehmett n oi debhe ap e
classification:

a. The incident must be sent -Baakysedt héeé huMTr a
casdaCllR or

b. The Controller may decide to report-UCiBe i nc

3) The demonstrator cdSligansidihide€bme reo |l il rdch af eojlteacdsa of 1 «

a. The incident can be sent barc&l yoed,het HWwMST rad
casdCIlR f or i nstance, wheinng mhet Bkeaw@asl Ic
Data Enrichment phases; or

b. I f the incident has already been reported (
it can -olbas dief ireed as MNeoltasSsiiginiiefdi cianncti:d etnhte n
theesamcipients by sending a Final Report

in the designated fiel-WC3;t htutsi proaxee dwinlgl tm
during phase 1.

The demonstrator cSiagsnsiiéfdi cetcho &t threo liInecrt deeanrcfliarsnseidf i ¢ a
incident must be reported to tUCe8 Q@Qudrhde tbeergti nAut hor
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1.3Use Calb@&3DhRa Conversion and reportin

Useas dJCI8Ro n soitshtes conver sitohne roefd tdwersidh@iRutsgea t he appr
format or template required by the recipients of t
after confirmation in the Manageri al J uad gCeonhel netc tar
and/ or Enrichment phases.

When preparing the First Report, the demonstrator
whil e also giving the possibility to includeadther
Report. While preparing the Intermediate or Final
demonstrator wil/|l include all available data in t

the reports.

Figh®&bows the UML ,whewihlals eb ed i daegsrcarm b ¢ dineavd tt hs urbos eec td

IR-UC3: Data Conversion and Reporting)

Pre-condition: {Event has been classified as

) Significant
> Data Conversion & = Y ------------ Managerial Judgement has confirmed de event

Formatting classification

Incident Reporting Team (IR useris IRT}

e N ] Pre-condition: {Data has been converted
Green Light for Reporting user is Controller}
Reporting - >

Pos-condition: {Reports and instructions are Competent

provided by the IR engine} Authority

Controller

Figb8elnRegdgenk VMG Data Conversion and Report

51.3.1St akehol der s

This use case foresees the invol Wene mttydo2fl. Rt he sam

5132Act or s

I ncident RefgloR)Tti Mdhi Beaantt or monstocobhhenevosbuyi on

upon Controller authorization, needs to carry out
closure of the incident, according to relientaenrtnale
incident reporting, communication, and coordinat:.
Contr:olTlheirs actor must perform the Manageri al Jud
by the I ncident Reporting Platform, which are th
information about the iIindiedlentThrimeeghMT handManhhegeit
Controller gives the authorisation to proceed wit
authorizes the release of the report (s) ptphraotp rtihaet ¢
templ ates, to the competent Authority/ Authorities.

8
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process from Classification to Reporting, and eve
Management .

Subjece dyndamic effects related to the incident a
escal ation pr ocelshse cEanelrdy elnec ya &t iCiratsd ds.e Mamtagremalnt o
unit in charge of the maindgretmetnhtata nlda g elpeoen i mlga o1
since the beginning or during its Iifetime. 't mu
competent aut hawrmrii tsGiresiss i asl nCicsarsien voeflevedi ahd foerreéedp
communication of the crisis status that could ent

The actors normally involved in this use case are
T The Controller
T The I ncident Reporting Team (I RT)

Fig@a9 I ncidenAcReporitnwngl vW@3 i n

5133Preconditions
The same preconditions of use casedJIRL and IRUC2 apply to this use case.

The following Cyber Sec4Europe cempouonendon oktetdhtos

T TheHive I ncident Management and Reporting open
T Al RIEnci dent Reporting Engine to manage the 1inc
report

I n addition, prior to theubBegihmaviendeemh tchiassudeé ed
Controller mu st have confirmed the classification

5134Basi ¢ FI ow

T Use Case begins: Event 1

Based on the information collected, the <cl assi
confirmation in the Manageri al Judgement , t he
available information intocaticeona(pspr.opTheat € on\

8
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performédachyenhe Reporti ngc cEmnrgd inreg ctoanptomes nrte q u i
by the regulators, as illustrated in the descr

f Event 2
After a final aut hemi oyt itcdhre (Coqtaend |lleirghttd)e di

manually send the report(s) produced by the d
The demonstrator wil/ suggest sending instruc
me arseus , etc. ).

T Use case ends
After being sent to the Competent Authorities
dat abase along with the |l ogs of the incident |

. IR-UC3

l Pre-condition: {Event has been classified a
Significant
| Convert Data |~ ———————————————— Managerial Judgement has confirmed de event
classification
useris IRT}
¥

| Authorize Reporting I-

~
.

Pre-condition: {Data has been converted
v user is Controller}
| Report | X
el Pos-condition: {Reports and instructions ar
¥ *={ provided by the IR engine and sent manually fo
Ifiﬂl the competent Authorities by the IRT}
-/

Figaidel nci dent RE8p Bradsvii tg F |

5135Al ternate FI| ows

f Event 1
I'f the First Report has already been sent and
I nteri m) report towards the Competent Authori

incident i's required. Thae hPattanckEmreind h @d rats sii § i ¢
wi || gather and fiéelghp theselevfitberegardenty
transactions (in case of an incident.involving
f Event 2

|l n ctahsee of a mal ware incident, the Asset Owner

HADES component to analyse the mal ware sampl €
generated the incident and itenti mpawxdrsi toyn) t hEh
will provide the data necessary for the cl assi
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f Event 3
Once all the available information has been ga
the classificatiomeofgatheredentat based om t he
established by the Mandatory I ncident Reportin
done by a dedicated Incident Classificatdfon as
this component, however, the functionality wil

f Use case ends.

5136Postconditions

The flow of operatiod€l deGR,r idbnedd IFRRpaaescasesesl f Ri
each timenaads ntco deemtanal ysed and to be reported |

Each time a report is sent, it will be stored in |
incident |lifecycle, the oand,0mehodl d hteh eMalnatgteeri arl
classification of the incident, the motivations t

only on the generation of the First Report.

52 Demonstr-apor Set

The demonstrmnawory filoci lamd Reporting aims at filli

met hodol ogy and an automated tool in the mandat ol
demonstrator wild/ of fer a si mglneg swa ) rftorei gahnedal oy tsgersa |
interface.

The I ncident Reporting Smart Engine demonstrator
institutions that participate in the mandatory i
Il nci dent Managemaent CTaam, fibatiooi deam, The Cont |
Team) enabling themote easfbymanheed dlradicinsdd yy egrr a |
interface, the demonstrator will ncgovaenrd tehvee ndi fnfiaen
wor kfl ow, from the collection of all the infor mat

reports requested byythheey4dCo mpreitreqit p lAart S §lif] i resd i |

521 Rel ation to Use Cases

The demonstrator wild.l i mpl ement all three use <ca:
reporting process. The first phase o0fUCdev elaopemef notr
I ncidenstfiCtati on and r eportthantge scuwgrgreesriti loyn u macnocvt @ ro
UC2 atC3l Wi nt elype ahedsienboad phase of development.

522Rel ation to WP3 Asset s

To cover the requiremelniandl itot eechfiomr cBe ltihwe rweolr Ike | [

demonstrator wil/ integrate open source tools an

particular, the following WP3epaerstitsg wdémormet i att @1

phase of the devel opment:

T Automatic Analysis of Malware Samples (HADES)
The asset HADES will be included in the contex
analyser that can bd itmeokKedilentheMamagkeamesnt o
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reporting platform when they are performing th
incident to determine the necessity of ogdening

since HADES i s a platform for the orchestrat
demonstration case it has been assumed that t
detected in the infrastrequemel| gf a Mmahawacieals.

sent to HADES from the incident reporting plat
the result of the analysis carried out.

ATOS I ncident Reporting Engine (Al RE)

The asset Al RE willlncbdenthcRegdedtiimg tdhemonstr
reqguirements related to incident reporting wo
preparation. Through the integration with an |
withpehesource st hols Blseslditve) |l enforce the dif
process ensuring a Controller perfor ms t he r
classification by the I ncident wCl &@s gihfei cparteipoanr
templ ates containing the information to be rep
Team in the preparation of the templates filli
in theabepifopmat required for mandatory inci
regul atory frameworks and, once the Controller

the communication channels t o Coenpeseditt AAud érod i

Ot her WP3 assets which hawe hlee adre neomasltysag d rt o olre pih

1

|t
aut
t he

I n
i s
ter
Bel
ma i

a c
1

JSON Users and Device analysis tool (JUDAS)
The asset JUDAS could be also includedthen dahtea

coll ection and enrichment phase. This asset co
Team to get a report containing information a
report could hel p opoenraalt oirnsf otromaotbitoani na bsoounte tahded
analysing, in order to determine, for instance
this WP3 asset was initially mapped in byhei tisnc
owner, it wildl not be available for integratio
is worth noting, however, t hat there is no WP

omati zing the data colaliercet.i ofnhitsh racsusgeht ao rfi sonpaernt
guestions asked to the operators according to
ablished by the regulators.

addition, there is noeWB8 asatuadi ngpehesdat ae |
provided by the operators through the smart qu
ms of severity and to suggest the authorities

ow, Wwe dbhecmapproach followed in each of those
n requirements with open source tools and some
ompl ete demonstrator for the first phase:

Mi ssings¥%eB8 for Data Collection

The Data Collection phase of the incident repo
| #02 in D5. koldercdi aatld itrhed i nf or mati on requir.
di fferent ofuéise i op@mai sesrce I ncident Managemen
be used to fulfil this requirement. The main a

o lt can be integrated with the tWPBg awsrekf IAd \k

sshttps:prtobhebtvergl/

9
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o lt allows the management and customizati on
incidents in the incident reporting platfo
Cyber SeddbdEurtchpee col I ecti onouotf aaldectuhrei tiyn fion
information will be used to fildl in the rep
Competent Authorities;

o lt supports the creation of ACustom Fiel ds:
field that can be. dattewvebe prassisbkiedat(io
preparation).

However, the incident templates that can be c¢crec

o lt does not have a smart questioneaiwikl Bbhbi
user, who should skip. ghmocsaseae haft ameomern atie
field related to cyber incidents should not
note in the Hesicndptaobe thawhwech conditions

o The current version of -cThhoeiHiev ef ideoledss nsont tshue
This is an important l'imitation since many
templbakebki esed by regulators sometimes requ
I n order to solve this issue, for the first
the generation of ustdaseFispetci Réenda@mt ofhsoesee tsfia
t hat are needed to perforimwhiheh,cliamst hecd:
determines whether theiwnkti deati maosbdedanpe
and wil |l be divided into multiple fields (
included in the Gener al Description of the

o The tool does not support t he reeng igasnd atth eon
related contact s, which is a type of infor
noti fied. Since the storage of this infor
compil ation of the quesharmnanme rierscichersti doea u
entity during its |ifetime, this feature wi
dashboard together with the information r

reporting preparation.
T Missings¥%eB8 for Event Classification
The Event Classificationf mmaddahergyugoestdean ab

to the different EU/ National regulatory fr ame
workfl ow asdithicguglkrflirenedemonstration case.
mi ssing, we wi || provisionally skip this funcH
source Incident Management & Response dveht Th

classification and a suggestion for mandat ory
classification and assessment methodol ogies de

wi || be checked for tfhienddk.stThea emegulots wihlalt bwa
the same incident template used for the data ¢
Figasemmari zes the architecture for the incident
source tools described above involved.
sisThere is a feature request i s dlhedHt veu Gtiamubi @lrdg elecd

i mpl enyeentt ed
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CyberSec4EU Incident
Reporting

[ Incident Reporting Smart Engine Dashboard }
Demonstrator

Data Collection&Enrichment \ ,,,,,,,,,,,,,,,
" Threat Intelligence
Threat

!
MISP ++ Intelligence
(kuL) Information

i

Dummy Asser |
IR_EventClassifier 3 Responder . Th e MisP
-

Event Classification | Observables

Services

Reliable
Cyber-threat

i
/ ¥ Incident e rtex < - > Intelligence Shari !
) ; ‘ |
\ - Register o | |
i ; (Database) | 1 |
i ! ’ E) ‘\ I |

Threat

/ i ri '
' N I H I H
’ i | Intelligence i
N Reporting , JUDAS ; Intelli !
. - ' . H
! (UMA) } : intEgrater '
H il . (ATOS) !
1 il i ! \ :
! N ’

EU/Nat Supervisory Authorities B  WP3 Assets (Phaset)
B \WP3 Assets (foreseen Phase 2)

FigetelncidenbeReportangr's Architectu

523Description and Wor kfl ow

The demonstrator will be made available through a
Smart Engine graphical interface. I n the backgrour
and Response tool eTlpekivi®ude saubiseed i iom twh | | be ru
Firstly, the Administrator wuser wil/ need to | og

entities and users that can use taeot nwi e nfbeerRees
the assignation of the roles and the respective
reporting process. He/she will also be in charge
the different reggliatedyt 6 rdmawomwkds h the mandato
incl,udesexamplceonfi guration of the contacts for t
reporting. in each case

Once the I ncident Repoartri emgt ISynaa d n fEingu rneed ,h atsh eb eckin
web page. The graphical i ntteorhfeaclen coifd efrhte HR evpeo rwtiil n g

wi || be used to manage the differentwasyec uTrh anyk si ntc
wor kfl ow enforcement performed by the AI RE asset,
incident reporting process will start. Only wusers
the possiberdiinyg mdw riemgdisdent s . A specific TheHiv
Cyber BeotpoE har moni ze the collection of all the i nf
|l ater to perform the mandatoguyl acppytfingmawooksi s
l ncident Reporting Platform. This template wild.l b
TheHive graphical interface

The user permissions in TheHive (el rewiomdgi omgl proe
tasks that are assigned to each user will depend
This control willfobetl®@neseranspiamgntthe Al RE assef
Th workflow fordeggadmri mahhibe dépvinatseeds itnh at h rheaev €

Enrichment and I ncident Classificatiiome amhla ge piomr ty

e

correspondence with the three Use Cases describe
r

designated officer (the Controller) of the affect:
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seaall ed AManagerial Judgemento); a third phase ca
t he dtermeotnosr wi | | convert the available data and a
templ ates to be manually sentFitgpgbeakowpphowsi ahe
flowchart foreseen for the demonstrator. During t
focus only in the generation of the Firage®epadt
Al ncident Analysiso phases.

One of the key features included in the open sour
AObservablle® dds(essyc db&k,i nfsi,| es, emails, etc) and s
that provide additional information about an inci
response engisavehiccanl liesd fCwlritye xi,nt egrated with Thelt
integrated in the I ncident Reporting Smart Engine
engine. In the demonstration casneé¢, MamagemEBES & s ent
a mal ware sample file in order to determine the s
Once the task of Data Collection assigned to the
rgi stered as | MT responsible by the administrato
Classification Team (1 CTL) will/l have permissions
the task fAData Enri cThmewitld. hTalhvee uasl esros aisns itghhee dl G |
and enabled the possibility to invoke from TheHi ve
in TheHive) called fAlncident Repornsa nrge pEovretnti nClJaSsQ
with the result of the event I mBaginhisecamnit)y adl &:
done on the information introduced about the inc

di f feammdt ent authorities in base to ECB/SSM and |

The result of the suggestions done by the Event (

Controller wi || have an assigned taskafkManhagerciaad
AReadyFor Managerial Judgement o wi || be shown t hr
information about the incident is already availab
l nci dent ManagemeantTeamd . CITa®es iCloind atoil | er , after c h
the suggestions provided by the I ncident Reporti
classification of the event and Dahpemeéiengfomn tilke@ol
deci si on, the task related to data enrichment wi |
on it to provide more information about the incid:i
ono tt he next stage.

I f the Controller deter mi mSeisgntifadtc atnh@® serdurciatny bie
information about the incident iIis registered in tl
ends

I f Ohér@6ller determines that the security inciden
Reporting Team (I RT) wil!/l start the fnAData Conver
additional i nf or mattiioonn raefg utilre dmd rod a tt chrey prremparrtas t
|l RT will have available a new Responder through T
to prepare the report templates widarht tfher @mantd®Ir(mat
reqguired by the competent authorities. Osntchee yt haersee
ready for submission, they can close the Data Con
However, a final aut horeszsaargntbromrfbemCohersubae
Controller wi || be noti fied through TheHive

AReadyFor Final Aut horizationdo -aBhdhhefeheRwpblthayge

sshttps:// git hPuwho.jcamnm// Thoe Hievxe


https://github.com/TheHive-Project/Cortex
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dependtimegg @antroll erds decision the reporting wor K
AReporting & Released is assigned to the | RT. I n
mandatory incident pepents  Audohbhetdieesferent Com

START

Data
collection (and
enrichment)

no

IR Platform
suggests to report
0! -0

anageria
judgement:
onfirmed?,

Incident
classification:
ignificant

anagerial
judgement:
onfirmed?

yes

h 4

Classified as not
significant <

<€

Managerial
Judgement: send
Qdditional report tp
er authoritieg

no

First report sent Final authorisation

to:

Data conversion

Report to additional
authorities

END
Incident stored
inDB

Additional information yes
-------- available to be

assessed

Data enrichment

no

IR Platform
suggests to report

anageria
judgement:
onfirmed?,

Incident
classification:
ignificant

anageria
judgement:

A 4

Re-Classified as
not 5

significant bl
no

Managerial
ludgement: send
qdditional report tp
er authoritieg”

Data conversion

Intermediate Final authorisation

report sent to: -----

Incident stored
in DB

Report to additional yes

authorities

Additional information
available to be
assessed

Data enrichment

IR Platform
suggests to report
10; -

anageria
judgement:
onfirmed?

Incident
classification:
ignificant

judgement:
onfirmed?

A 4

Re-Classified as
not I

significant G
no

Data conversion

Managerial
‘ludgement: send
qdditional report tp
Qer authoritieg?

Final authorisation

END

Incident stored Final report sent

in DB 107
Report to additional yes
END authorities
Incident stored
in DB
FigaizelncidenFl|l ®Replbati ngoreseen in the use ¢

demonstrator
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524Target Group

Consi dtehrei ngur rent EU mandatory, ainmc itdheent marnedpaotratri yr

reqguirements it imposes orFifniamanaialSleich®otri het manasa
ot hsemart incidentMomreeospesainfcied a lthifep,i m.ci dent report
a standardized and coordinated cybersecurity noti-
financi al institutions qualified as

T SignificantECBSM)tuFi noabeemnsal fiosmt Emubpean cou
gualified as si ghSMiCyamer ulnmdeirddarhte REeCBor t i ng F

T Payment Servii®esSP2ProFildemwmperating as Payment &

T Operators of HshNled)t:i adldsSeg|lv@dEsisf under the requ
the NIS directive.

T Personal Data Pr ofcEDPsR)r:s/KElonttbht eroperate as
personal data on behalf of a controller, and
purposes and means of the processing of person

T Trust Servi(ed DArSQv.i &¢dmes ehaheppas-qQuaali ffiieeddtomus
providers.

Further mor e, al |l ot her entities from other busir
Processors/ Controllers and Trust Secondar Probarder
the smart incident reporting engine:
T Operators of HEsNle)t:i aHn tSetriveiscebsel onging to var.i
OES by the respective national gover nmematt,i vceo n

T Personal Data Pr d&GdDPRYr:s /ThaentDractlal eGosnt r ol | er s
public authorities, agencies or other bodies w
and means of the prTocee sDsanitmag Pafo cpeesrssoarnsa la rdea thaa.t L
authorities, agenci ese .ogololtehetrs ,borde esr dvh,i cdhr gpa
personal data on.behalf of the Controller

T Trust Servi(ed DArSQv.i dfeust services proygudbrégied
trust service providers.

The smart incident reporting platform could provi
mandatory incidentwiregortséngeptroaksszesiiomal under t
woul d also enable such institutions to standardiz
the roles and responsibilities ofvingethetor efifecaod
Additionally, the incident reportingefeckti weulkaol p
the current | egal uncertainty regarding mandatory
het enfiocgemandatory incident reporting setting
Therefore, summing up, t to mmmar theemnmgiofe th@eulechtrn &3
two target groups of having a standardized and c
siigfni cant cyber and operative incidents.
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6 Maritime Transport

I n t his section, we describe t he use cases for
demonstratifidar ictaismed TMWereggp @rvti de a stroaaseaesedwhieh
structured in processes and events. Finally, we p

cases along with their relationships with WP3 ass
target garroeu pasi niihnegy f or .

61 Use Cases Specification

6.1.1Use O®IF-WEIThr Madeldnieh gAk al y sMasr iftoirme
Tr ans Beorrvti ces

This use case describes the threat modeling and r i
other udhéecbasdescwibe the distinctW@k) phmarist iorhe as
analysis and FrUCpPr)e,seVidlaneroabi(IMTUEZBMandhpemants @aMd
ManageMeEWCH )(, Threat ScenatliChy ,aSrpiktciiniei cTarta rosnp o(rMT
(MUCH) , At tack paths Gen g rMtGXo)n aanndd MRaerpirteisneent @t
Managemelh@GB) MT

6.1.1.1St akehol der s

Thi s wucseempcraissees t he following stakehol der s:

Port Authorities
Shiopvner

CruOperator s

Public Administrations
Customs Authorities

| mporter

I ndustry

l nsurance Company

=4 =4 -8 _-_8_-a_-a_-4a_-2

These stakehol der-sseppdgyest oweal Wi-dtdleepasesslee nit n ¢ |1 U d eas
stakehol ders, we widd ageaespeorstectthieam.it t he sub

For an exhaustive descriptiph] of these stakehol de

6.1.1.2Act or s

This use case coawcptroirsse:s the foll owing
T Security Officer

T Admini strator

T End User

These actors applyvacesaewe nivhed Sodms essuibncl udes addit
reporinthbesebcase section.

For an exhausti vaec toerpdce a pelijovaf @ef tdhese

6.1.13Precondi ti ons

Thi s use pcraesceo nhdaist inoon s .
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6.1.14Basi c FI ow

Wedescribe each step of this -wsse «caseds basic fl ov

l.Use case begins

2.Use cabCGLAKIsets I dentification and I T I nfrastr:
3. Use cabCGRMWAr i ti meAnSaelrysiicsesand, Representation

4. Use cab@&BWIITl nerability Management

5. Use cabGE®nTM™iIreats and Controls Management

6.Use cab@®bhT™MIreat Scenarios Specification;

7.Use cakEb:Mdr i ti me Transport Risk Anal ysi s;
8.Use cabGrAMMTt ack Paths Generation and Represent.
9.Use cakEBMdAritime Transport Risk Management ;
10Use case ends

6.1.15A1l t ernate FI| ows

We describe this use casefiseaktbhersédtsettowessin th

6.1.16Postconditions

T A successfunt rprskceadisres simes been completed

T A complete map of. all the assets is drawn
6.1.1.71 ncl uded Use Cases

1.Use cabG&L ABTsets I dentification and I T I nfrastr.

2 Use cabGRP MWAriti me Services Analysis and Repres:

3.Use MBWGEBVul nerability Management

4. Use cabk@®¥ ™MIreats and Controls Management

5, Use cab@E&bh™iIreat Scenarios Specification;

6.Use cakbkGbMdr i ti me Transport Risk Analysi s;

7.Use cab@GIrAMTt ack Pat hsRé&emegant atni am;d

8. Use cabCEBMWIar i ti me Transport Risk Management .

6.1.18Us e @GIFBPENLAssets | dent inffircaasttirounc taunrde |
Representation

Cyber SecMakuirtoippee Transport RA adopganianaindtegassed

approach that allows the creation of an I T asset

owned, managed, or otherwibBbe usedchyetbrp Seselrst]

I nfrastructure Representation can be implemented
1. Asset Declaration: A list of all the existing
their | ocatatoenr, awhsiicsht win It He mapping process

2. Net works Management [/ Association of Assets wi
written down

3. Assets Customization: Existing Assets are conn

4. Assets ViAsAuG@rlamghtdemi:cting di stances and conne
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Stakehol der s

See Séclfbnla complete |Iist of stakehol ders.
Actor s

See Sécilfédn2a complete |ist of actors.

Preconditions

T An existing |list of aklthbesgoempmnandtisenttdraad wtsiud
characteristics, is available to aid the risk
T Th¥ul nerability Ilist is up to date with curren

and i ssues introduced to the asset map ;

T The Threpttoidateswith current standards and c
i nt r odtuhcee da stsoet map.

Basic FIl ow

This use case canh be ocagmrumpedcamsepr ewkintcedwe hd @
foll ows

ProcesAsdet Decl aration
The Asset Declaration process is Tirainsiparéd Obganhe

the support of other actors I|ike Administrators, I
by realizing the following events:
1.A new Asset is created and a unique name for i
22.An AsseseTyepge eidsfrom the available options: Ha
3. For AppltiheatRiuoand®ri vil ege attribute must be set
4. For Hamdwansetall ation Site must be selected fr
5L,After the asset i s cocnnpercotdeudc tt on aamev eannddo rp,r ot dhuec |
be inserted (either manually, or chosen throug
6. The | ast step is to define where this particu
decl aration odt theélsatiaongkiup:ar ass
a. A Hardware can only be installed on hardwat
b. An operating system can only be installed
c. An application can only be installed on Op:¢

This processalils ofepédat ek sfedrs cont.ained on the sys

10
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CS4E Maritime RA Asset Declarafion
Run Privilege __p| Assetlist

‘ Selection
— . L \__'/"“\
Asset Creation & slaccet Ty ionks””
Name Declaration J sset Type Selection
— Installation Site | | AssetList

Selection >
\_‘_'_/'_'\

:

Y
m AssettoVendor | Asset List
Connection

D B N

Y

Define Installation | [ AssetList

Location
\_‘_'/"_'\

FigaadeMariti mBaBrianfpowt of t he Asset

Process 2: Net wor ks Management [/ Association of As
Having compkbete®etharati on process the Security O
familiar with the corporate I T Infrastructure and

1.A new Network is created:;, a unique name for it
22A Network Typen ibdesalvagtadl eroptions

33.An identifier for the netwgrk is inserted and
4. Theecurity officer can now connect the |list of

CS4E Maritime RA: Networks Management/ Association of Assets with Networks

Network Declaration > Nest'glc;rclii;\:lpe } ————————— p{ etwork List
L \_‘_'_/_'_\
r

A —
Network ID Network List
Declaration Ty
\._,_/_'_‘\
"
Assetto Network |
Connection

FigedeMariti mB8aBrianspomwt of the Networks M
Net wor ks Process
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Process 3: Assets Customi zation
With a 1|ist of al | the existing assets the Secu

correspondibhgegsul hbrabtb and control s.
FIl ow of the Event s:

1. Finding the Asset;that is to be Customized

2.Fi || the Confirmed Vulnerabilities tab, either
3.Fi || the Threat t ab, ei tther manually or from a
4. Add raemmdove controls in order to mitigate exi st

CS4E Maritime RA: Assets Customization

- Vulnerability
A “ Choose Confirmed |~
Choose Asset i "1 vulnerabilities L}\I
L
Choose Confirmed . Threat List
Threats

k.

Add/Remove Customizec
Assets
Controls

FigaseMariti mBaBriansfpowt of t he Asset

Process 4: Assets Visualization

With a Ilist of all dthter ielhets&®0gr asgeOEf naodr foaahnhhmp
containing the entire system under duress.

FI ow efesitthe

1. The Asset Map is created; based on the existing
2.Cl ass distances are set baspd on the actual di
3. Node Scaling is used in order. to depict the si

Alternate FIl ows
The Security Officer can start by declaring the a

Postconditions

T Al of the Asseht st haerier |cihsareadc tae roinsgt iwci st;

T Al | of the Assets are |linked wjth their confir
T Security Controls have ;been set for the wvul ner
T Al | of the Networks are |listed along with thei
T A Map tohfe elxli sting Assets and Networks is creat

10
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ExtendedsUse Case

T MTTUCL1. i s an &MMFUEBsi ennofk the asset customi zat.i
l'ist of wvulnerabilities in ordeprUQlo 3b ec adshupctceersos
6.1.;1.10

T MTUC1. i s an MJUEHBsi emnof t he asset customi zat.
|l ist of threats in order to HW€1lsdcces$ i uk.d.Edna

l ncluded Use Cases
T MTTUCL1. i s i nMAUL®Hed siimce the threat scenari o sp:¢
a complete |ist of assets in ord#JCltéd befzucteo:
6. 1.,;1.12

T MTTUCL1. i s i nMTUCdbe,d siinnceti méeTmM™Mamsport Ri sk Anal
reqguires a complete |ist of assets ii-dCbré@erete
to clbadt;dar 13

T MTTUCL1. i s i nMHULded siimce the Attack Pathse Gea®e s
which requires a complete |ist of assetUli.iw or
refer t6a 1c;hla pltder

T MTFUCL1. is i nkfHUCBed siimce the Maritime Transport
requiresl astompl aseets in order to bECsuBcraefké
to cadt.dr 15

6.1.19Us e Ca-BHE1MB:rxr i ti me Services Anal ysi s
Cyber SecMakuirtoippee Transport RA proevn tdreass cda,pcposhli acbho raa

facilitate knowl edggasihaat ngnalmommg éxtrea organi za
maritime industry.-b@aBedpmephoeddeklpdsd @ dapriads tedus e te av
of knowl edegeMawiitthiimne tshect or . I't focuses onibobsh k
creation, storage and reusability and in providin
documented knowledge. The use eadeRepr BMaent ameoBe
through the following processes:

1. Service; Il nitiation

2. Service Progess Declaration

3. Business Partner Il nvitati on

4., Association of Assets with Business Process

5. Business P®depeedenCylser Decl aration

Stakehol der s
See Sécifbdnla complete |Iist of stakehol der s.

Actor s
I n addition to G.hbtstei 8 i svempdcase Setheohol |l owing ad

f Business Partners.

Preconditions
A verified |Iist of all the Il egitimate Business Pa

10
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Basic FIl ow
This use case can be oagmrnumpedceamsiepr ewleinecledwe hd ®:
foll ows
Process 1: Service Initiation
Th8&erMindag i at iegmpp e obeyn stehde Security Officer of a M
with ®shpport of other actors |like Administrators
I nfrastructure, by realizing the following events
1. A new Maritime; Service is created
2. The desired name for. the Maritime Service is s

Process 2: sSebDeictarBtooea
Th8er WircoecDeescsl ar at iiosnmpd rearbegns elde Secur ity Officer o

Organizati on, with the support of ot her actors |
corporate | T lanfizasgr ubteurdfeo®,| |DWimeg events

1. A Maritime Sprvice is chosen

2. A corresponding process is created

3. The desired name for the process is set

4. Thpgrocess is saved.

10
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MT Service
. .| Maritime Service | »l List
Creation

N
¥

"
MT Service
Maritime Service List
A TP »|
Declaration

CS4E Maritime RA: Maritime Service Inttiation

h
MT Service
Choosze Maritime | | List
Service
h 4
b

Process List
Process Creation -------------- >

Process List

N

Process Name

Declaration

CS4E Maritime RA: Service Process Declaration

FigaieeMariti mB8abhinandpowt Sfertvh & eM
and the Service Process De

Process 3: Business Partner I nvitation

ThBusiness Partneir s mmlve nbay ti tolthe pSeoccuersist y Of fi cer 0

Organizati on, with tlheesrgpamt sof abbheyr BodomUser

corporate I, T ilmftrhaisst rsupcetcuirfei c process the Business

the incoming invitationtshetfthols|l pwiorg ssveminsbe ana
1.l itations are sent to thebycoortrheesrpolmws inmge sbsu sp
administrators

2. Accept incoming invitations from business part
Process 4: Association of Assets with Business Pr
ThAessociation of Assets pwinpb s Boeysittehees sSePcruor i ty Of f i
Transport Organization, with the support of other
the corporate, liTn ItnHfirsasdpecifuire pmrowleesdget hab oBuuts i
processes maywhiltleeal bei ngi t heeflol |l owing events

1. The avail able Service Processes are |isted and

2. The available business partners faod @hdescoreds

i s chosen

10
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3. Based on the asset |ist of the corresponding p
Process b5: Busi-DepsnBanthessDEg¢gbarati on

Cyber dependencies are used st oanbengglsar edidyf keere nitn tbe
process of aTmBusitinesesskdDepredenCylesr Desmplrameé mtne ¢
by the Security Officer of a Maritime Trarmsport

Admi ni strator s, End Users who ar e fiamitlhiiasr swietch fti
Business Partners are involved in the context of I
i hhe following events

1. Aprocess is chosen and the participating busin
2. A partner is chosen for the cyber dependency t
3. A name for the cyber dependency is decl ared

4. An invitation is sent to the business partner

Al ternate FI| ows
There ammatne falldwsasfeor thi s use

Postconditions
A | i st of BUdi nehes exdrsttnenrgs has been created;
A list of all the heaxi pteiemg cMearaitteidme Ser vi ces

For every Maritime Serwasebeaehi srtreatedxi sting

= =4 -4 =4

The correspondi agdBu & ieanrees scoBhantescnteerds t o each pr

ExtendedsUse Case

T MTUC2 is an éeXrUENLsi eam Meki thme Seravnilees esSraltyadi
use case requires a complete Iist of assets i1
UCl1.1 refer to chapter 6.1. 1. 8;

T MTUC2 is an eMXrUEBsi em Meki t hme Se ravnidc eRse pArneasl eynsti
use case requires a complete list of wvulnerahbi
MTUC1.3 refer to chapter 6.1.1.10;

T MTUC2 is an exXrUEHsi eam Meki tihme Services Anal ysi
Stakehwddecragei res a complete | ist of threats
i nformat-U€th. 83nr #iTer to chapter 6.21.1.11.

l ncl Wwded<€ase

T MTTUC1. 2 is BercbtadedMiinsiunce the thr eaats es creengauriirec
the complete |ists of Business Partner s, Mar it
further inf-o€Cmmab%i oefen Md chapter 6.1.1.12;

T MTTUC1. 2 is iseclcat#t€dMTnsiunce the Marl ysme Usans

requtirescomplete |ists of Busi ness imarotrndeerrs ,t o
successful. For fdCtlheér riefifeor mat ichhmporerMB. 1. 1.
f MTTUC1. 2 is NTMWIClhdediinme the Attack Paths Gener
requtirescomplete | ists of Busi ness i marotrndeerrs ,t o
successful. For fWCtlhé&r riemfeor mat ichmporerMB. 1. 1.

10
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MTUQ .i2s i ncl tJdCeBd, isni nTe t he Mariti me Tr,anwlpioah
requtirescompl ete | ists of Busi ness i marotrndeerrs ,t o
successful. For fWClh&r riemfeor hat ichmporerMB. 1. 1.
6.1.1.10 Use ®FBHEBVulnerability Management

The organizations should be aware of the vulnerahb
have.Cyblea SecMeruirtoipme Transport RA system makes us:s
vulnerabilities have been disclosed replicating a
as a central repository for all custom and known

Stakehol der s

See Séclfbnla complete |Iist of stakehol ders.
Actors
See Sécifodn2a complete |ist of actors.

Prencdo ti ons

T A | icsuts Moadmner aleifleirtriieng texijisrtisque assets
T Access to Open Vulneriamibdider Do adbpaselr osi Emalb

Basic FIl ow
This use case can be osgu@giakds aasd, pwkrisemtwe dds o

Procewusl nlexrabilities Declaration

Th¥ul nerabilitiesi Dagl eammay i tokhe pSeacwersist y Of ficer o]
Or gani o n, with the support of ot her actors |ike
corporate | T Infrastructure, by realizing the fol

1. A new Vulnerability is decl ared;

2. A unique | D is chosen;

3. A CVSS score isvulenerrariinleidt f or t he
4

Access complexity, authentication .and exploita

10
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CS4E Maritime RA: Vulnerabilities Declaration
Vulnerability vulneraoilty
S EEPE R > List
Declaration \Hﬁ/__\
A
|dantifier Uulne!'ab|l|ty
S EEEPETEEE »| List
Declaration \___,/"—H-\
¥
CVSS Score Vulnerability
S TETEEETEEE > List
Calculation \__,/ﬂ_‘\
v
Atibute | N U“'”Eir:tb"'t’"
Adjustment \-\___//_H\
i X
i ]
L)
Fi g7 eMariti mBaBrnandspo
Vul nerabilities Dec

Proce¥s| 2erabilities Synchronization and Managemen

Th¥ul nerabilities Synchroni gapl ® mbeyatnteldeMaSneacguer met nyt  (
Maritime Transport Organization, with the support
familiar with the corporate | T Infrastructure, by
1. The i st of the existing custom vulnerabiliti

providedebhwi CBE
2. Existing vulnerabilities are altered;

3. Vul netriaebsi Itihat are not required can be del eted.

sr(ht t ps:/ / www.)cvedetail s. com/

10
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CS4E Maritime RA: Vulnerabilities Synchronization and Management

Vulnerability List Vulnerability
- AP EEEEEEEEEE > List
Synchronization L

hJ

Customizatonof | . V”'”Eg'th'“t"
Vuinerabilities o~
v
Vulnerability Vulnerability
—————————— > List
Removal L
—"-\
f/ \'\
@

FigaagdeMariti mB8aBriandpomwt of
Synchronization and Man

Al ternate FI| ows
There are no alteram®&te flows for this use

Postconditions
This use case has no postconditions.

l ncluded Use Cases

f MT-UC1. 3 i S i nd&iClduddd ismnadiel t he Asset s l dent i f
Representation use case requires the coRmoprl et e
further inf-o€mmatltioefen Md chapter 6.1.1. 8

T MTTUC1. 3 is i pAJClluded JihmeMT s hand ContsreolcsasMamag
the complete Iist of vulnerabilities iiWhClordder
refer to chapter 6.1.1.11

T MTTUC1.3 is i pAkdluded JihmeMT t Beenaru e Spxeacilfacuai
complete | ist of wvulnerabilities in -WbC1d.ed4 rteof ek
to chaptier 6.1.1.11

T MTTUC1i 8 i ncl JLCeld 6i,n sMThce the Maritime Transpor
complete |ist of wvulnerabilities in-WwQldetr rteof eb
to chapter 6.1.1.13

T MTTUC1. 3 is i fAJClludied sitmaMkt Rat hs Generation and
requires the complete |ist of wvulnerabilkrties
uci.7 refer t;o chapter 6.1.1. 14

T MTTUC1. 3 is i#€luBedsimcdTthe ManmnagéemeniTrasespoa:
the complete Iist of vulnerabilities iiWhClor8der
refer to chapter 6.1.1.15
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6.1.1.11 Use Cab€1MZF: Threats and Control s
The digital er@f focees advewSkekuast gl |l the organi z
under pressure to be aware of the threat | andscacg

should be armed with approprhiean ef anoiollisa rainzde stohl eunisi:
that may affect their organizations and the secur
mitigate the risks and deal with their defined th
I'n this CymerSIdocMeErlidea i me RA system can act as a cC

threats as well as the corresponding mitigation
Security Officers and enhance their defences.

Therefore, inioyd®OF ffoershef Sebaer maritimehentdhbhsea
| andscape, have to perform the following processe

1. Threats Declaration;

2 Threats Synchronization and Management ;
3. Security Controls Declaration;
4

SecurityYuGdmtm alag i on.

Stakehol der s
See Séctifdbdnla complete |Iist of stakehol der s.

Actors
I n addition to @.hbtstei 8 i s e dc a me Seamproinses the foll

f Maritime Transport Security Officer.

Preconditions

T A list of Threats that can be inserted to the
T Access tor ®pehi VulebDab.ladd ses i s

T MTUC1.3 is completed and therefore there is an

Basic FIl ow

This use case can be oagmrnumpedceamsiepr ewleinecledwe hd ®:
foll ows

Pr oc eTshsr elat s Decl arati on
ThBhreats Decliampt ieomeynptredme eSescur ity Officer of a M

with the support of other actors |like Administra
I nfrastruezingethbyfokbhbwing events

1. A new t hr eat is decl ared

2. A name and a uniqgue identifier are set for the
3. A short description is added for the inserted

11
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CS4E Maritime RA: Threats Declaration

Threat
---» Threat Creation f[---------- » List
¥
Threat Name and 1D Th(eat
e e > List
Declaration \Jﬁ\
Short Description Threat
) List
Insertion ‘-\_,_'__/H_\

Fige®9eMariti m8aFBih a&n Fplahwteaft st H

Process

Pr oc eTshsr e2a:t s
The Threats
Transport

Synchronizati on
Synchronization
Organization,

and
and

N
N

Cyber
Security
for Europe

-

—
-

—

Management

Management
VAidtmi nti lsd r sau pp o1, t

by

ed

the corporate I T Infrastructure,
1. The threat I|list is synchroni z
applied by, CVE Details
2. Based ont tChwE tihdreenat i fi er connect

CS4E Maritime RA: Threats Synchronization and Management

!

Threat
Synchronization

CVEDetails
List

Threat-Vulnerability
Connection

Figo®eMariti m8aBrniansp @mt
Synchronization and

of
Ma n

real

and

ons

proces

Eanfd ditskeears

izing

bet ween
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Pr oc eSsesc udr:i t yDeQol natrractliso n
Th8ecurity Contr oliss nppelcd raymatttalden Sgprcauge sy Of ficer

C
Organi zati on, with the support of ot her actors |
corporate | T I nfrastwiuncgt uerveentbsy realizing the fol
1. A new Control is created
2. A name for the; Control is declared
3. A Control type is chosen between Mitigate Thre
4. The Contr ol is added. and saved to the existing
CS4E Maritime RA: Security Control Declaration
| Control Creation } ---------- > Control List
‘-\_._,__/—._—\
Y
| Name Declaration } ---------- > Control List
w
Y
Selection
FignteMariti mB8aFBiandpomwt o
Controls Declaratio
ProceSscdrit yCuGanotmiozlast i on
Th&ecurity Coinstrmpollesnbepnrtbebde s Secur ity Officer of a M
with the support of other actors |like Administra
I nfrastructure, by realizing the following events
1. The avail able Conrtweodl s are | isted and v
2. Depending on the Control Type, the Contral <can
Postconditions
T A List is created containing aahdeath®e; manually
1 Al |l bhrehéeés arecoomeespioadi hg tvlhué nerabilities;
f Security Controls are created for the |listed t

11
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Extended Use Cases

T MTTUCH i s an eMHU&€ds i osni mMtréats and €ontrols Management use case
requires a complete |list of assets i-OCbrtierete
to chapter 6.1.1. 8;

T MTTUCH i s an eWHUEBs i osni Aaréats and €ontrols Management use case
requires a compl st e nl iogtdeaf twulbree rsaulxicleistsifeul
Uuci.3 refer to chapter 6.1.1.10.

l ncl Wwded<fase

f MT-UC1. 4 i s iMTJIClded si Aseettshel denti ficati on a
Represertqaitiirers a completetbdbibe vlicthbsehttb. i Rop
MTUC1lr efer to &hapter 6. 1. 1.

T MTTUC1.4 is MRBaLQISd, edsiinnce the Threat Scenari o ¢
complete |ist of threats in ordM&UCLlo5beebacces
6.1.1.12;

T MTFTUC1. 4 is MTWJLCIl6dediinme the Maritime Transport
compl ete liinstorafert hroe dtes successfWdl. & orre ffeurr tthoe
6.1.1.13;

T MTTUC1. 4 is MMWIClAddediinme the Attack Paths Gener
requires a complete |Iist of threats -URlow7deefte
to chapter 6.1.1.14;

MTUQ .id4s i ncl WdeBds iinnc eMTT he Mariti me Transport Ri:
a compl et e ilni sotr doefr tthor ebaet ssuccessf tJC1l.Borr efflemt
chapter. 6. 1.1.15

6.1.1.12 Use Cab€1MI: Threat Scenari os Spec

Th@yber SecMaErmetoiRéd system aims to provide guidance
how to assess and organize the security issues as:
cont eXtybet B8e cMdaruirtoipme RA syst ent uetnecso mpm ses\easl uaantdi oe
i mpl ements the main steps odrit\nen pMarpiotsierde c®d 1l \aibm¢

Stakehol der s
See Séctifonla complete |Iist of stakehol ders.

Actors
I n addition to @.hbtstei 8 i s e dc d e Seamproinsess the foll

T Maritime Transpyort Security Officer
f Business Partners.

Preconditions
T MTTUC1.1 is completed andcohphefeoreltbere is an
f MTUCBi s compl eted and therefduknehaebelisyahiavw
T MT-UCHi. sompl et ed and talvear é¢ fadod @h tckhantpé ®d ke Secur ity

11
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Basic FIl ow

This use case can be oagmrnumpedceamsiepr ewleinecledwe hd ®:
foll ows

ProceAstst alck Scenari o Declaration
ThAaAttack Scenarioipbpempl amanitele pBecessty Officer o

Oragni zati on, with the support of other actohe | il
corporate I'T Infrasdirnvesgsurmpar ttuerntdheamoregognsi dered
their knowl edge o rmprtohcee sesx iisst itrega | & saseddtostv,h ntghuigsthe nt s

1. A unigqgue name for ;the scenario is declared

2. The affected asset i's selected;

3. The corresponding vulnerability is selected;

4. The threat that can enabl.e the chosen vulnerahb

CS4E Maritime RA: Aftack Scenario Declaration

g Atta_ckL_ - - - Aftack Scenario
w Name Declaration
v
Attack ;
Scenario List[«€---1 Asset Selection [€----------- Asget List
v
Atfack - Vulnerability
I P Vulnerability | __________| .
W‘ Selection € \H—J"Etﬂ__\
4 .

Attack )
Scenario List[€--- Vulnerabilty Lo . Threat List
\u//,__\ Selection \__/ﬁ\

l\
@

Figon2eMariti m8aFBrnands$p omt
Scenario Decl arati

Postconditions
A complete |ist of the attack scenarios and their

Extended Use Cases

T MTUCH is an &MIWehbhsi ®onhlorkedtheScenariosr8pgecieisc

complete |list of assets in orderUGCDb. ber sfuerc etss
6.1;,1. 8

11
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T MTFUCH is an exU€BRsi enhbkedMfieScenatri os remed o ese
the complete | ists of Business Partner s, Mar it

further inf-o€mmaPioefen MO chapter 6.1.1.09

T MTFTUCSH is an exWeéhs3 onfShhrieaMTt SeehacabsoBpese eca
complete Iist of wvulnerabilities in-WwGldelr rteof eb
to chaptier 6.1.1.10

T MTFTUCSH is an exW@hs4 onfSiorieavitTt Eeenari osr8pgecikeisc
compte |ist of threats in order -W®1l.be rsafcere stsd
6.1.1.11

l ncl wded<€ase

T MTTUC1.5 is MWCll6dediinme the Maritime Transport
complete |igtiiosfotdeeratosbenauccessf-UCl. GForefa
to chapter 6.1.1.13;

T MTTUC1.5 is NTCllHhdediinme the Attack Paths Gener
requires a complete |issuoteshfaht BFoenhwurober
UCl.7 refer to chapter 6.1.1.14;

MTUQ .i5 i ncl «JdCeBd isn nMTe t he Maritime Transport |
a compl ete | i sitn oofr dtehrr etaot bsec esmdcrrireoass tf-@ h . & rorr T el
to chapt.er 6.1.1.15

6.1.1.13 Use Ca-BE€1MbG: Maritime Transport Ri

Th€yber Se cMearuirtoipme RA g wustdheem cap emrsattoor s on how t o e
security issues associsatiend whitchh tthhee yMairnvtalmee dSe rl
encompasses and executes an evaluatiodripvemrceBMarith
Supply Chain Risk Assessment procedure.
The processes that shoulsd btehrpeatfsoramedd-bvhuelendesraeshuirleii
services are the following:

Ri sk Assessment I|Initiation;

1

2. RA I nvolved Assets Preview;

3. RA Summary Preview;

4. RA Reports (Risk Analysis,. Threat Analysis dia

Stakehol der s
See Séctifdn a complete |Iist of stakehol ders.

Actors
I n addition to @.hbtstei 8 i s e dc a me Seamproinses the foll

T Maritime Transport Security Officer;

T Business Partners.

Preconditions
T MTUC1.1 is completed and therefore there is an

11
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T MTFTUC2i. s completed and theref8uei hkesePastarrayv
Service dndtProcess

T MTUC1.3 is completed and therefore ;there is an
T MTUC1.4 is completed ahdbltbadecemplret ¢ehEhreegatr eaa
T MTUC1.5 is compltbeegoasdbtbenéetac& scenari os h

Basic FIl ow
This use case can be oagrunmpedceaefmse pr ewlrineedwe hd o
f oolws

ProceRisskli Assessment Initiation
ThRi sk Assessiparotcieslsnsg Itd redyri tolelde Secur ity Officer 0

Organization, with the support of ot her actors |
corperaT | nffuas hemuwwmitneess partners are considered

their knowledge on the existitrhge o sddtoswi ntghiesv emrtsc
A Ri sk Assessment; Procedure is initiated

Aprocess is seljected to be assessed

A short name for the; Ri sk Assessment i s decl ar

1

2

3

4. A Ri sk Assessment Type is Chosen between Real
5. For the Simulation Type Vulnerabilities gan be
6

Onceofaltthe steps are completed the Risk Assess|

11
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CS4E Maritime RA: Risk Assessment Initiation

!

Risk Aszeszment
Initiation

hJ

; Process List
--1 Process Selection [€------

¥

--1 Mame Declaration

k4

Rizsk
Assessments€---{ Risk Assessment
k—/ﬂ,_; Type Selection
Vulnerability
L 4 . List
Risk Additional P S e
Assessments % - - - { Vulnerability/Control
P Editing
.. | vulneranility
) List

N
I\Q)}I

Fign3eMariti mB8aBriandpaomwt of |
I nitiation Proces:

Proc2RBRA nvolsviesd FAr evi ew
ThBA I nvol ved AssetssmpPRreakeyndatelder S8eessity Officer o

Organizati on, with the support of ot her actors |
corporate I|.Fulrnfhrem@xwdfirness sirpartners aseusensiader da
their knowledge on the existitrmmge ddddtoswi ntghiesv emrt sc

1. A Ri sk Assessment is chosen and the; Assets tha

2. Ri sk Assessments of tbenbypbe8nmekatudberd whnch

3. Ri sk Assessment of the type Real, after exec
understanding over. the options that were set

11
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CS4E Maritime RA: Involved Assets Preview

Risk Assessment o
SSESSMEnt | ] Assessments
Selection J\
¥
"

Risk Aszessment o
ki LLL U P SO Assessments
Adjustment \v/_-——.\
_ Risk
Risk Assessment ______
Browsing

-
 J

FigodeMariti mB8aBrna
ofhet lnvol ved Asse

ProcegRA Summary Preview
Th®A Summary Prédimpwepepwtede Security Officer o

Organizati on, with the support of ot her actors |
corporate I|.Fulrnfhre@xwdirness sirpartners are coasscdéeonéd
their knowledge on the existitrhgeg o sddtoswi ntghiesv emrtsc
1. A detailed summary of the calculated risk for
2. The risk per individual JvVhreatasbialriet gopesli das ed
3. The Dominant I ndividual Ri sk Level is calcul at

11
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CS4E Maritime RA: RA Summary Preview

Risk Summary | | » RA Slt‘i';"{mari"
Creation w

v
Risk per Vulnerability] _____ N RA St‘irsntmﬂﬂ‘
Calculation o
Dominant Individual RA SIL_"i"Sntmaf!‘
Risk Calculation w

FigonseMariti m8aFi
FIl ow of the RA S
Process

Proce4BA Reports (Risk Analysis, Threat Analysis di
ThRAReports (Risk Anal ysiBRr eviihe wiag mmpNaeabeynstitebde d iS& @ 1u 3
Of ficer of a Maritime Transport ®egddmzratsbonatwrs
who are familiar with.Fuhret hcebrunpoornee, s 8 partnérasarac
this use case because of their knowl eddgereorf otlHe we
e we s

1. A Specific Risk;Assessment i s chosen
2. A ARi sk Analysiso diagram is drawn, where the
participating in the risk assessments depicted

3. A AThreat Analysiso diagriamreat irawogc iwdtee d i
based on their dominant risk | evel is depicted

Postconditions

f The Ri sk Assessment process has been initiatedc
useases

T A summary badAsdecsrs meme Risslcyreated and previewe
T Reports based on the Risk Assessment are creat

Extended Use Cases

T MTFUC1.6 is an -6Q1 ensiMareciotfihmel Tr anspor tr eRiud k efsn
a complete | isheoduascssesbuln BodtiCit iherfiemf o1
6. 1;.1. 8

11
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MTFUC1.6 is aMTEQ2ensiMareiotfihrme Tr anspor tr eRius k efsn
the complete | ists of Busi ness Pearr ttnoe rbse, sMiacrciets
further inf-o€mmaPioefen MO chapter 6.1.1.09

MTFTUC1.6 is an -BQledqsianmiotti TeTr anspor tr eRiud k efsn
a complete |ist of vulnerabiintoemai-dGbriaer dTe
to chaptier 6.1.1.10

MTFUC1.6 is an -BQiedqsiMinmiodi vTeTr anspor tr eRius k efsn
a complete |list of threats in ordeWC1.04 bree fseurc
chaptdr;1. 11

MTFUC1.6 is an -6Qiemsidimiodi tvdTeTr ans por tr eRius k efsn
a complete Iist of threat scenarios URloddeefe
to chapt.er 6.1.1.12

l uded Use Cases

MTUC1.6 is i AJClludied siimcMT t he Attack Paths Gene
requires the Maritime Transport Ri sk Anal ysi s
successful. For fWIClh&r riefifedr hatldbhmaporer MB .

MTFUC1.5 is i#U€CludBedsimcMTthe Maritime Transpor |
the Maritime Transport Ri sk Analysis procedure
further inf-o€Chma8inefeth. MdlBhapter 6.

6.1.1.14 Use Cab€1MT: Attack paths Generat.i
Th€yber SecM&muiroipme RA provides an attack path di

characteristics, such as the attackenclesaandnwht
entry and target points are to return al/l attack
partners should perform the foll owing actions to i
in whycaréehienvol ved

Stakehol der s

See Sécifonla complete |ist of stakehol ders.

Actors

I n addition to @.hbtstei 8 i sd e dc d ne Seamproinses the foll
T Maritime Transport Security Officer;
T BusiPa&mstsner s.

Preconditions
T MFUC1.1 is completed and therefore there is an
T MTFTUC2i. s completed and theref8uei hkesePastarrayv

Service dnadtProcess

T MTTUC1.3 is complietthlerasmdi ¢ haem edwai |l abl e compl et
T MTUC1.4 is completed and therefore therej ;are a
T MTTUC1.5 is compltbeegoasdbtbenéetarc& s;cenari os h

12
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T MTTUCS®i s completedhaniBi stheAes®s ement

Summary) .

Basic FIl ow

¥

Cyber
Security
for Europe

results ar

¢

This use case can be oagrmrunmpedcemsiepr ewlrineledwe hd @

foll ows
ProcesRAllnvolved Assets Preview
ThBAl nvol ved Assetiss mpleevnbeymwt teftleo cSeescsur ity Of fi cer C
Organi zati on, with the support of ot her actors |
corporate |.Fulnfhre@wsdoirneeerasr gaard nconsi dered actors f
their knowledge on the existitrhgeg o s4ddtoswi ntghiesv emrtsc
1. A Ri sk Assessment i s chosen and the; Assets tha
2. The Att alckkulPaattihom apr ocedure can now be initiat:
CS4E Maritime RA: RA Involved Assets Preview
I_ I Risk
R'SKS":‘I'::;?E‘?:"BM ——————— Assessments
T
b4
| Asset List | _______ Asset List
Preview
w
h 4
Attack Path
Aftack Path |
Name
FignéeMariti m8B8aFBihi &n
the RA Involved As
Process 2: Attack Paths Generation and Visualizat

Thett ack Pat hsViGewnealrpazaddassoga nedrbeyn ttehde

Transport Organization, w

ith the
the corporate I T Infrastructure

Security Offi
of ot her

suppor't

1. The Entry point surods st haer es ylsitsetmre duynder

.The Target points of t

he system

At tacker Profile is set;

2
3
4 At tacker Location is s
5

.Maxi mum Length of <chai

et ;

ns i

S

set ;

under

d

dur ess
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6. The Attack Paths based on the Q@luaroamatterciadtliyc s

C34E Maritime RA: Attack Paths Generation and Vizualization

Entry Point Entry_ Foint
N EEEEEE »| List

Declaration \___/ﬂ_\

L

Target Point Targe_t Foint

M EEEEEE »| List

Declaration \___,/—H—“

k.

¢
Attacker
ﬁttackerProﬂle ______ »  Profiles
Declaration \_,_/f—“
. 4
) Attacker
Altacker Lo;ahon ______ » Locations
Declaration \_,_/f—“
) 4
Length of Chains
Limitation

Attack Path Attack Path

Generation List

FigoYeMariti m8abBrnandp omwt
Pat hs Generation and

Postconditions

T Through the procured asset Il i st and riskd asse
assets are reveal ed

T By setting entry/target points and attacker ¢
calcul ated

T A list with all the possible attack paths the

Extended Use Cases

9 MTUC1. 7 is an -Kkflensidcttattikh®Pat hs Generati on a
casequires a complete Ilist of assets i-DChbrder
refer to c¢chapter 6.1.1. 8
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T MTFUC1.7 is an -UdKPensidcteatbh®Pat hs Generation a
casequires theBuosimpeées ePaismner ®f Mariti me Seryv
successful. For fWClh&r riemfeor mat ichmporerMB. 1. 1.

9 MTUC1. 7 is an -&xflefBsi dhhatk MRat hs Generation a
casequirestea Iciognplof wvulnerabilities in order
MTUC1.1 refer t;o chapter 6.1.1.10

f MTUC1. 7 is an -&gfledAsi dhheék MRat hs Generation a
casequires a compolredteer Itios tb eo fs utchcreesastfsu [HUIC IF.o4 f U
refer to chapter 6.1.1.11

T MTTUC1. 7 is an -&kflebBbsi dhhaeaetk MRat hs Generation a
casequires a complete I|ist ofult.hrFeoat fsuadrharri os
MTUC1. 4 refer t;o chapter 6.1.1.12

T MTUC1. 7 is an -&kflebfsi dhhaeék MRat hs Generation a
casequires the Maritime Transport Ri sk Aepal ysi
successful. For fWCtlher riemfeor mat ichmporerMB. 1. 1.

l ncluded Use Cases
MTUC1. 7 i s i pAkdludBed siimcMT the Maritime Transport
the generated Attack Patthlsern ni mfr drun@lt.iod® breefiseurll Tteos
6. 1..1.15

6.1.1.15 Use Ca-bBE€1MIT: Maritime Transport Ri

Th@yber SecMabuirtoippee RA system shows how an attacker
l i mitations that wrxdsti nwoltvheed |iTn itnhfer aMa rriutcitme Se

attacks and exploiting multiple vulnerabilities i
when produced they expose the riakstthleatr i akes ¢ imlaac
of threat scenarios pose to the Maritime Industry
Tdul fil tQylsergadMabuirhedpmee RA system i mpl ements the

T Review Risk Assessment Resul t s;
T Attack PaSchenmMarailysi BExecuti on;
T Mitigation Strategy Selection.

Stakehol der s
See Sécilfonla complete |ist of stakehol ders.

Actor s

I n addition to @.hbtstei 8aisset eecdr mprr | Seecst itohne f ol | owi ng

T Maritime Transport Security Officer;
T Business Partners.

Preconditions
T MFUC1.1 is completed and therefore there is an

T MTUC1. 2 is completed awndiltakrefoomphteétte eBusi m
Service and Process |i st

12
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T MTFTUC1.3 is completed and therefore ;there is an
T MTUC1.4 is completed and therefore theresare a
T MFTUC1.5 is completed and therefore tshe possi bl
T MTUC1.6 is completed and therefore the Ri;jsk As
T MTUC1. 7 is completed and theeernocal alllatodd tihef

Basic FIl ow

This use case can be oagrmrunmpedceaemsepr ewlrineledwe hd @
foll ows

Process 1: Review Risk Assessment Results
ThReview of Ri sk PAs peisssmpelnag metietaewdSesur ity Officer
Transport Organization, with the support of other

the corporateFuUrTt Heabfusaarsee,ssc paré ner s ar e cboencsa udseer e
of their knowledge on the exi stthien gf oad sl soewti sn,g tehviesn tps

1. A Ri sk Assesi sment i s chosen
2.The Results are reviewed, with ;focus on assets
3.The vulnerabilitiesulrteisponsi Pkebchltomg tlwiet h yt to 1

highl.ighted

CS4E Maritime RA: Review Risk Assessment Results

crek s ; Risk
Isk Assessment | | Assessments
Selection

¥

Result Preview

h 4

High Risk Asset Le..... Asset List
Identification \f\

v

] ] uinerabilities
Highlighting High |g.-... List

Risk Vulnerabiliies \f\

h 4

Highlighting Control List

Important Controls [~ | \,__,/_F\

.‘\ _ /..

Figon8eMaritin
-Basic Flow ¢
Ri sk Assessr

Process

Pr oceAstst azecck Path Analysis Scenarios Execution

Thetalka Path Anal ysi sprSocdedsag |i eorbeyrEttahde u tSieemur i ty Of f i
Transport Organization, with the support of other
the corporate | T | ref rfaos tlrowc tnugr ee,v ebnyt sr eal i zing th
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1.An attack path analysis -prekedassetss asxequdtegc
dependencij;es as targets

2. The paths and vulnerabilities that contribute
investigated further

3. Attack path analysis can be rerun using cyber
pr oducegrdaphub

CS4E Maritime RA: Attack Path Analysis Scenarios Execution

W/

Attack Path
Attack Path Analysis [#-------- List

v

High Risk Vulnerability
Vulnerability o List
Investigation \__,//Fh\"

L 4

Attack Path Analysis Attack Path
on updated List

Altributes \__,/'/HH\

Fign9eMariti m8a¥si &nd
the Attack Path Anal
Process

Process 3: Mi tigation Strategy Selection

ThBli tigation Stpmr otdesgyp | Seenbegnctteiden Secur ity Officer c
Organizati on, with the support of ot her actors |
corporate | T Infrastructure, by realizing the fol

1.Security Controls are set

2Multiphseidefstrategies are built;

33.The defensive strategies are evalwuated using g
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CS4E Maritime RA: Mitigation Strategy Selection

Security Contrel | ________| gﬁ:ﬂ:g
Declaration
¥

Defense Sirategy
Building

¥

Defense Sirateqy

Evaluation

Fi g8®de Mari ti nBeasTrca
of the Mitigation ¢

tconditions

Hi gh Ri sk Asisdeetnst ihfaiveed btehermough t he review of ¢t
Hi gh Risk Vulnerabilities have been highjighte
| mportant Controls Have Been Highlighted
Attack Path Anal ysi s ied ewaercivuaabeldesagain with th
Further Security Controls have been decl ared

A defense strategy is built and evaluated

Mitigation controls are finalized.

ended Use Cases

MTFUC1.8 is an HUKCflensidWmeoft h& Transport Ri sk |
regsiaecomplete |ist of assets in ortl€d.torkée
to chapter 6.1.1. 8

MTFUC1.8 is an HUXxPRPensiifMaeoftihMde& Transport Ri sk |
requires the complete |ists of Business Partn
successful. For fWClh&r riefeor mat ichmporerMB. 1. 1.

MTFUC1.8 is an HUKtleBsi dmnoki MBeTr ansporste Riasske |
requires a complete Ilist of wvulnerabilities .1
Uuci.1 refer t;o chapter 6.1.1.10

MTFUC1.8 is an HXtledsi dianoki MBeTransport Ri sk |
requires sat coofmptlherteeatlsi i n order t o beUGlucdc ersesffel
to chaptier 6.1.1.11

MTFUC1.8 is an HUXtlebsi dMianoki MBeTransport Ri sk 1
reqguires a complete |issuoteshfaht Boenadurober
uci.5 refer t;o chapter 6.1.1.12
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T MTFUC1.8 is an Hctlephsi dManoki MBeTransport Ri sk |
requires the Maritime Transport Ri sk Anal ysi s
successful. For fWClh&r riemfeor mat ichmpoerMB. 1. 1.

T MTFUC1.8 is an dfCtledsi dMmanoki MBeTransportcarsiesk |
requires the generated Attack Paths inUO®Ir.der t
refer to chapter 6.1.1.14

6.12Use Ca-b&MaTri ti me System Software Har

Applications used in the mari tmonvei ndgo nvaei sns,e |Is uocrh oans
usually wutilize | egacy code. Wi th |l egacy code, we
systems and which is hard to update. A typical ex:
nee hard to replace withwwrmemne¢eddvaygyseemsand pessID
similar applicatisafewpirogeammnng segmoeym (e. g., Ru
specifics on the marmriet irmel|l decmanemt malaeg o . s &fi thwa s U «
with a-smadmorvyer sion, software hardening is an attr

the process wheraratgamti ouloa rd eaeol daet eicesy ratba-wn it theemo r
the code can ke npand negi tthheer skoyurrcee (where possi bl e
t hat -wrhiitsi rge is focused on the security properties
ca be applied much easier .than a total replacemen

6.1.2.1St akehol der s

Thi s ucsempcraissees t he foll owing stakehol der s:
Port Authorities
Shiopvner

Cruise Operators

Customs Authorities
| mporter

1
1
1
f Public Administrations
1
1
T I'ndustry

1

l nsurance Company
For an exhaustive descriptiph] of these stakehol de

6.1.22Act or s

The oniyhastose case is the.Administrator/ Securit

6.1.23Precondi tions

An existing |ist of all vseosfstewa roer cgo nopuonnde nsttsa toi poenr.a

6.1.24Basi ¢ FI| ow

This use case can be oagrmrunmpedceaefmse pr ewlrineedwe hd ®:
foll ows

12
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Process 1: ldentify unsafe software component
This process is initiatetd, bwhiamh aiddm mtiisftireasd oal/ls esco
devel oped in an unsafe programmi ogodywtaem. t hlae o8
unsafe and can be hardened. For instanlciec,ataino naniasl \
with a-umesmadrey cryptographic shared library, such &
itself is a memory unmanaged binary, itsel f.
Procefnsal2zyze all identified components.

Once unsafe componentdumaherbaemal ydesti i e equirec
vulnerability c¢classes and existing resources tha
identifi e oturacte dnn bamary i s used, multdh app lOiped SAEILrT,
source code. For other binariwestiwlgersdhowud dle bies urs@
this process, depending on the actual softwar e, p
i che i fied.

Procehfspspl3dy software hardening.

During this process, based on the aforementioned
reonstructing all recorded software components.

Process 4Léovptagaapds seabtlver ensa.r dwar e f
Software hardening can degrade software perfor man

for i nconsistencies. I n nporsac oavenacher,adshe Neevehtebks
hardwar e feat ureckscanl nspteteids upr ocche s s, possi bl e h
hardening are identified.

6.1.25Post condi ti ons

Successful hardening procedur e

6.1.3Use Ca-bE:SwIc Mae i tComewuni cati ons

Various type of infor matNiaomeliys exchanged in this
1T VDES frequencies (to be used for VTS informati

T AI'S informati on: Mariti me Mobile Service |l dent
l ength, ;course etc.

T Vessel voyage information: Route plans and man
T Mariti me Singl e Wi ndow reporting informati on
(notifications, decl arati ons, certificdatsi amd,

crew, I ists
T Port to vessel i nformati on: We at her reports, p

6.1.3.1St akehol der s

Thi s wucseempcraissees the foll owing stakehol der s:
T Port Authorities
T Shiopvn;er

T Cruise QOperators

12
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T Public Administrations
f Customs Authorities
f Ministries.

These stakehol der susaepmdys T3 4dIf l-uatehseclassieb i ncl udes
stakehol ders, we widd ageaespeorstectthieam.it t he sub

For an exhaustive descriptifph] of these stakehol de

6.1.3.2Act or s

This use case includes the following actor s:
T Vessel ;
1T VTS,
{ Port.

For an exhaust ihaecet,drpss ea g plt]Jt eheonft o

6.1.33Precondi ti ons

The Vessel or VTS needs to send information to VT.

6.1.34Basi ¢ FI| ow

Secure maritime communiuceeada seoens Tlheasaiarai dif eremén
to whbbmy do not form a single continuous use caseée
usease fl ows, pl ease refer to the relevant i ncl ude
T Use calb@1WITS Transmijts to Vessels

f Use calbb@2WIssels Broadcast to Vessel s

T Use cab@3 WBIssel Transmits Vessel Voyage I nfor ma
T Use calbG3 M@r i ti me Single Window Reporting

6.1.35Al t ernate FI| ows

We describe this use case-60s e ascencsteinbanse. fl ows 1 n th

6.1.36Post condi ti ons

Thienf ormation has been received and the sender 6s |

6.1.3.7 ncl uded Use Cases

As mentioné&dron! SRefeornce Bbuscesaotateund. descr
ases. These are compiled based on the actors (VT
broadcast). The tihe Ifuadleldo wiisnreg:cases ar e

l1.Use calb@1WITS Transmijts to Vessel s
2.Use cab@2WIssels Broadcast to Vessel s
3.Use cab@E3 WBlssel Transmits Vessel Voyage I nfor ma

12
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4. Use cab@G3 Wllr i ti me Single Window Reporting

6.1.38Us e ®IFBDEI3. 1: VTS Transmits to Vessel

VTS transmits information to vessel s.

Stakehol der s

See Séctifdnla complete |Iist of stakehol ders.
Actor s
This use case includes the following actor s:

! Vessel Traffjic Service (VTS)

! Ves.sel

Preconditions
VTS needs to send information to the vessel (s).

Baisc FIl ow

1. VTS chooses what information to send:
a. General VTS to vessels communicati on;
b. Transmission of VDES bulletin board;
c. Transmi ssion of DGPS corrections;
d Transmission of weather reports;
e. Transmission of mani festos.

2. Dependi ng dadamftolremattyipoen ,0fVTS deter mines whether
or broadcast (3a);

3. VTS encrypts cargo ;and passenger manifestos

4. VTS adds its signature to the information

5 VTS sends the trgnsmission to the vessel

6. The vessel rmei csesii voens atnhde cthreacnkss t hat it he signat
7. The vessel decrypts the transmission if it 1is

13
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Broadcast
information },
Compile Information Broadcast to all
information broadcast? vessels
Cargo and Sioned
passenger Encrypt cargo and 1gne
manifesto passenger manifesto | manifesto 3
| \
Sign cargo and Send manifesto
passenger manifesto fo vessel
Signed Broadcast
manifesto } A information
IR y [
F
Receive from . Decrypt
£ VTS Check signature manitasto

Fig8teMariti mdsTer @3 VT $ransmi Yessel s.

Al ternate FIl ows
la.VTS stihgegnst r ansmi ssi on;

2b.VTS broadcasts the transmission to al/l vessel s
3c.,.Return to Basic Fl ow 6.

Postconditions

The vessel has received the information and knows

6.1.39Us e Ca-BE3 M7ZT: Vessel s Broadcast t o Ve

Vessels brmatdtcanmsttonffessel s.

Stakehol der s
See Séctifdnla complete |Iist of stakehol ders.

Actors
This use casgpdaasesrsley .one
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Preconditions
Vessels need to send information to other vessel s

Basic FIl ow

1. The vessel chooses: what i nformation to send
a. Gener al communicati on
b. Al S broadcasting
2. The vessel adds its; signature to the informati
3. The vessel ibnrfooardntaatsitosn ;tthoe ot her vessel s
4, The vessel receives the transmission and check
Signed
o information
E “
2
? C il Broadcast t
ompiie . . . roadcast o
information Sign information other vessels
| S
Signed
information
o Receive Check signature
7] transmission g
2
=

Fig82eMariti m&JsEr zans@d.MT: Vessels broadcast

Postconditions
The vheasss erlecei ved the information and knows whi ch

6.1.3.10Us e cal@3 WM@ssel Transmits Vessel Vo
VTS

Vessel transmits vessel voyage information to VTS

Stakehol der s

See Sécifdnla complete |Iist of stakehol ders.
Actor s
This use case includes the following actor s:

! Vessel Traffjic Service (VTS)
T Ves.sel
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Preconditions
Theessel needs to send information to VTS.

Basic FIl ow

1. The vessel encrypts the route plans ;and mandat
2. The vessel adds itsn;signature to the informat.i
3. The vessel transmiits the information to VTS
4. VTS recei méeéssibe #ncdm svheescskesl whhe signature is
5 VTS decrypts.the information
Encrypted Signed
R:ﬁtﬂespéags route plans route plans
reports and SRS and SRS
reports reports

]

g

=

) Encrypt route Sign route plans
ﬁﬁgﬁﬂggﬁ plans and SRS and SRS Send to VTS
reports reports
Signed
route plans
and SRS
reports
) Decrypt the
E traﬁgrr{'leilsvjnn Check signature route plans and
SRS reporis

Fig83eMariti m&JsEBr arns@EdIMIssel transmits vessel v

Postconditions
VTS has received the information and knows whi ch

6.1.3.11lUs e ®™FBbE€IMaritime Single Wi ndow Rep

The vessel sends a report to the port

Stakehol der s

See Séctifdnla complete |Iist of stakehol ders.
Actors
This use case includes the following actors:

T Vesssel
f Pourt
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Precondi ti
The vessel

Cyber Sed©sEQr Speci fupaDempnanhdaSéebn case

ons
megaoarst ttoo stemel @or t .

Fl
Ve
Ve
Ve
Ve
po
p o

Basic

The
The
The
The
The
The

el t he

el

generates
epcrypts

report

the report

el adds 1i;ts signature to
el sends the transmis;si on
trreacred miess itcdhre and checks
decrypts the report.

Encrypted Signed
I I I

v " "
] ¥ ¥
¥ T T
" [ [
¥ ’ '

the report
through the
thagt the sign

© gk whNPE

i i i
[l [ [
b § §
1 1 1
i i [
[} [} [
[ i !

Yessel

Generate report Encrypt report Sign report Send to port

Receive
fransmission

Check signature

Decrypt report

Port

Fig8deMariti m&dser aras@d.MMar i ti me Single Wind

tions
h amsf aremeetiiveerd arhde knows

Postcondi

The port which vessel i

6.14Use Ca-llE4AMTTrust I
Communi cati on
of infor mat.

any of the
operating

nfrastructure for

~

Various types wi || e
at s e as haonrdei, oy
Setting up and
exchange iHofwervmat i dn.
for maritime communi

First, the solution

on be exchanged/ tr
existing or future commu.]
a trust infrastructure w
i stoosi mprai pasft oswardp and
cati on, since there are a nun

has to be adapted nd dper dtairagr

many types

of adi dfherelor oegamipt e, at the time o

has

171 member

states

St

Organization
000 ships
net wor ks
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expected to become a bottlehewkcapaship. cAImmani £l
periods of time without any I nternet connectivity
strict Ilimitations on what solutions tshtartaiwitlsl cbael
further research on the design and processes to o
the feasibility dhithesgr cpadé deesdt caniyol piissbhanaehnets and ope
Key I nfrreas(tRKilc)t uservice specifically adapted to fi
As outFig&®ewer wil |l elsetvaebl| itsrhu sat thhirgefeave hyRoat wBAcC
intermedi ate CA wil!/ be operated by the PKI ser vi
di fferent actors that need to communicate securel
(in the ,newet magumd sol ctieoseher types of actors ir
are referred to as "end entities"”™ in PKI terminol

Trusted root CA

Intermediate CA Intermediate CA

End entity End entity End entity End entity

Fig8f5eMariti mdgaher udp «
I nfrastructur et (ePKdematn

More details of the PKrdotcamnt ibreg fFRwtnudr e nMatlribi ¢t di praep e |
the CySi MS Service EvD4 .ul i PKIl pPRrog tecfty, @enmiBipeadt iaflolrogaa
design of the PKI service and a speci.fication of

The use case wil!/ be i mplementedusedcasmonstrated

T Use MBBGAL4 Establishing the PKI
T Use MBWGEL: Operat.ing the PKI

6.1.41St akehol der s

Thi s wucsempcraissees the foll owing stakehol der s:
T Port Authorities
T Shiopvn;er
T Cruise QOperators
T Public Administrations
f Customs Authorities
T Ministries.

These stakehol der aasapmldys dTod 4dIf l-uatehsee lassieb i ncl udes
stakehol ders, we widd ceaespeorstectthieam.it t he sub

For an exhaustive descriptifph] of these stakehol de
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6.1.42Act or s

This use case aompri see PKI Service Provider.
Al l t-hee sudses we wild/l pres-e®é¢ itnecyleurdaegse atdhdiist iaocntao
actor s, we will -ursepecrats etdflsemeicnh i ome sub

For an exhausti vaec tdoerpdce a pelijmaf @ef tdhese

6.143Basi c FI| ow

The flow of this usesocobse ¢asps epreadendt eddhrbalgirwt h

6.144Post condi ti ons

The PKI Service ProviderThiis rmeadys ttchadnrtclel lennder
receive Certificate Signing Requests (CSRs) from

6.1.45Us e Ca-bll€4 MT: Establishing the PKI

Thi s-usebcase shows how to establish the PKI and i1
1. Root CA establishment

2. l nter medi ate .CA establishment

Stakehol der s

See Sécifonla complete |ist of stakehol ders.
Actors
See Séclifon2a complete Iist of actors.

Basic FIl ow

Process ZEst Kbblbit siChent
This process will be realized by the following ev

Event 1: The PKI servi-geblpiyoplder fgenéhat p04a

1

T Event 2: The PKI s er vsiicgen epdr oRvoiodte rC Ag ecreerrtai tfei sc aat ¢
T Event 3: The PKI service provider storgs the R
1

Event 4. The PKI servicer tpirfoive atee ish orkees. It htee R

This process will only be done once.
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------- Secure storage
2 f'-
n.— P
= E
=2 |5
== [E .
£2 |2
=3 Generate Generate Store Store Root '
=% |2 Q—)private—public—b Root CA —»{ private > cA niermedate CA
%: = ley pair certificate kegy certificate e
wo |8 -
-8 |z el ;
= Root CA _
cert [T Certificate databas
FigadeMariti m&JsEr rnasq@dbd. MT: Est abilRosohti nCgA tetse aPbHIli s hr
Process 2: I ntemmedt ate CA Establis
This process will be realized by the following ev

T Event 1: The PKI servi-geblprovkeegrpagiemefrat etsh a

T Event 2: The PKI service provider gdmdreatmedi a
CA

T Event 3: The PKI service provider ;transfers th

T Event 4 : The PKI service provider, uses the RooO

T Event 5: The PKI servilmg epmedi derre LtAorces tti fié c:
CA webserver

This process will be done once f dremoaish riarttoegrsmedi
Root CA s ;

- i g T eCure storage
2 & private key g
e
o= | “
=2 |3 e
== = .
Z% |5 =
E E E Generate Generate
5 |8 O—»private-pubnc—rmtermediate—r TEer L —lsign cSR— o niermediate CA —»O
ga |B key pair CACSR e
we |z .
<5 z - ' T ;
HE R

3 5 . ) . K
EE
== Intermediate Intermediate

CACSR CA certificate ~=~~~~ Cerfificate databas

Fig8YeMariti m&JsEr nrs@Ed.MT: Est abillinstheirnmge dtihaet ePKCA et s

Postconditions
There are no postconditions to this use case.

6.146Use Ca-b€E4MZ: Operating the PKI
Thi susaabcase shows how to operate the PKI and it

1. Enr ol menetndofennteivt i;es i nto the PKI
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2. Renewal of <certificates  ;for existing end entit

3. Revocation of end entity certificates from the

Stakehol der s
See Séctifoenla complete |Iist of stakehol ders.

Actors
I n addition to @.hbshkiXxiasced oimprISesetsi amhe foll owing

T EnBntities (Vess.els/VTS/ Ports, etc)

Preconditions

The use-U€C&2se EMT abl i shing tHhehiRBKImelhmanss Ik eheaant dxhec Rioa
I nter medi ate CA have been established and that th
Requests (CSRs) from end entities.

Basic FIl ow

Process 1: Enrol ment of new end entities into the
Thi s spr ovd é | be realized by the following event s:
1. The end entitypgkhiecakey paiprivate

2. The end entity generates; a certificate signing

3. The end entity submits the ;CSR to the Inter med

4., The PKI servicehepyrGSvR der fetches

5. The PKI service provider verifijes that the end

6. The PKI service provider uses the Intermediate

7. The PKI service provider stores the signed cer

8 The eemtd ty fetches the certificate from the | nt
This process is repeated for all of the end entit

£

g Generate

;5 (Uopprsaepunie | —» ST5E8 > e’ coneme )

g

] ntermediate etcl all Yes ore ntermediate

2' § ‘ t',uebsdent'erCA - Eé; 7 gS:?{d? Sign caR_’ce?{Tﬁcate

E|E Dismiss S

i = = B

B

£

Fig88veariti me-UsancaglkMtOpPrer at i nige ntrind meKilt of new en
(Process 1 and 2)
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Process 2: Renewal of certificates for existing e
This process wil/ be triggered when the scsurwielnlt be
realized by similar events as Process 1 described
Process 3: Revocation of end entity certificates
This process will be realized by the following ev
1. The PKI service provider i sedetitbi bd thabkaed e
2 The PKI service provider uses the I ntermediate
( CRL
3. The PKI service provider stores the CRL in the
4. End entities f eltncthertnmeed iCaRLe fGAo nwetbhseer v er
This process i s ernetpietayt ende eedvse rtyo tbiemer eavnok ed fr om ¢t F
g
o
@
E
gg FetchCRL4DO
g
|5 r —
g
=
E
1]
k5
®
:
HE
2|3
=P Receive )
22| ( }—>|notification of —»| “E1EEE L slsiore cRL ntermediate CA
E g revorcation CRL webserver
o I
§Cﬁ.
l_. _________
=

Figag9eMariti maésEr aras@Rbd. MT:

Postconditio
Al | end entit

ns
i es

in the

Op e riaReivnogc atthieo nP Kol f

PKI

for secure communication.

6.2 Demonstr-apor Set

For the Maritimethmrarspilemonsdatradoas wi

T MTDiThreat
T MTD2Mar i ti

mo

me

del I ing

system

and

end Pemtci

(Vessel / VTS/ Port) hav

ri sk

sof tware

anal ysi s

hardeni

ng

be

f

or
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1 MT-D3 Secur e mar i ti me communi cations and Trus
communicati on

6.21DemonstMTaDttdhr éatdel | IRgsAaat y sMasr iftoirme
Tr ans Peorrvti ces

6.2.1.1Rel ati on to Use Cases
During the first phsawsies eofc atehees iMITe&E@dan shtl r abtea ssehdotwh e

MT-UC1.1:Assets Identification and IT infrastructuRepresentatign
MT-UC1.2:Maritime Services Analysis and Representation
MT-UC1.3: Vulnerabilities Management

MT-UC1.4: Threat Scenarios Specification

= = =4 =4 -2

MTUC1. 5: Maritime Transport Risk Analysis
f MT-UC1. 6: Attt acht PBépbmea@Gent at i on

MTUC1. 7: Maritime Transport Risk Management

6.2.1.2Rel ati on to WP3 Assets

The current demonstrator is buil,t vbhhriscerd woen Imudtt iipnl

MI TI GATE
MI TI GATE aims at realmaniagge mea nrtadiocal hehimfatr iitn mei sk
evidéeniceen Maritime Supply Chain Risk Assessment ¢

effective, col-babedatievé&, manageaeds sysctoenns ifdoerr pac
threats arising from the SC:;Clilmclinmdienrgdetplemaatns i a
cascading effects. The proposed system enables pol
and -efofsedactieve mamhe at the same time producing a
identificati on, assessment and quantification of
catnho predict potenti al sedumithy nmriizek 4 ,h eb wwto naslexgau etno

threats and their c asaefafde mtgi vefafseexdt ,so ni ni ntfhoer nmaad s to nc
simulation scenarios and data acaeuidaetd ofrsradim Lad el i
Standards and Techndlogy (NI ST) Repositories

The MITI GATE system incorporates a bundle of autor

of I CT tools which enable port operatbhseathsstasc)
in executing simulation -Bzeedr koo wlaemdlgedetr hat ngvi |
identification, classification, assessment, si mul
t hese concheeptuss ecdanf oarl sy ber Sec4Europe to facilitat
ri sk in a stdefcitruerde dwaayn.d Ilwe ltlhi s context, the MIT

be used in order to de€ygbegnESeroddp edietvienheo pRA hsey sptreonp.o s

MEDUSA
The MEDUSA Risk Assessment methodol ogy aims to pr
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sks affecting the supply chain business partner
n HbHea eadppg o assess the overall ri sk of a SCS, as
rtnernSWiSt hiTmeaderived overall ri sk values are u
licy, identifyimg ttyhe olnd a otl snd was saarcyh peaaud i ci p s

|l ows the risk assessor to assess the ria&C®»f <ca
e study of the cascading scenarmisosoft ak epsotiemttd a

reat as wel |l as the business role of each part
ables all the S$Q%epdrhteiici ppeerctusr ity fpioné ci es acc
andi n&CS. The main goal of MEDUSA met hodol ogy i s
rtners, while at the same time enables the coor

T ®O O+t 49 T T O T
- 0 X O O T T 09 9o —

eating their risks

The proOywmsrdfecMaurn onee RA system will-oralke ads&ntsg
and i mpact assessment-thbepapi bl goesthmaypetilooni deap
and security events and esti matua etsheir i mpact i n

6.2.13Descri ption and Wor kfl ow

The demon®tr avi 6t BE il lustrated through a web app
a complete risk assessment process. User accounts
access to the system and start the risk assessme
instructions concerning the sequence of informat:.
Map and mul tipl e i nfRoersmualtti voeultRoiusthkh efAorsress.€emde ntof t he
Resul-D8 WIiTll act a®Dlansemakel eahef hmrMdBni ng service

measures for certain threats.
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Cyber SedwhEuUunopgnee System is an innovative web appli
security operators iae€Ti expkvisg g&€ADAtDpaenbhtabsr

to identify, analyse, assess and prevent or mitig:
To accomplish this, the maritime system adopts an
dr nveser Cybes SecMEUT bpme RAMaSdartvimees)ransport Ser
Vul nerabilities Management and Open Intelligence,

Threat Scenarios Specificat iPan,hsSusgpriuy aCh ainn aRids Kk
These wélvVvVi @oee canetuhcatr ough ri sk analysis of the ¢
transpor€Cykars®e cMaF@rtoippeke RA Serbélcew are presented

Q.

¥
CS4E Maritime Risk Assessment Services

Risk Management

Administrator Security Officer Er{d.Users

=

Attack Paths Simulation gy

I

e

N
Clent-1 Clent-2

Risk Analysis

Threat Scenarios
Specification

Threat /Controls Management ...
and Open Intelliggence i

Vulnerabilities Management _.
and Open Intelliggence

Maritime Transport
Modelling

=" : B = = D il y .
1 | 1
1

- [in & él[ﬂﬂ =S

| Public Customs  Industry/ Port s Cruise .
Administration Importer Authority  SCADA/EMSoperators Operators |

Fi g® eTheAsRiesks ment Servi e oMaerfi ttihme Clyrbaemr sSpars

Maritime Transport Service Modelling Service
The current service aims -asoetisddmtfirfays,t rairca luy ees a e
maritime transport ¢ aspearatliocnigp awittsh (tnmaer iitnivnoel vtirnagn ¢

roles (primary/ secondary actors). Consequee rctylbye,r t
asset inventory engaging a set of characteristics
asset inventory includes all/l computing (desktops
(switches, r aowt,erasppleatacn.c)espr(inrettewor k attached st ¢
applications and |I T systems in general owned, man:
Such devices are vessel traffbasmdni bgishgcsysiSEm:
such as Human Machine Interface (HMI), Master Te
(PLCs) , sensor systems, contmgahlterys chreamestevedodt
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Addi timemaMIl V| GATE service provides a visualizatio
cybasrsets knowledge and i mproves the data sharing
Vul nerabilities Management and Open Intellige
Thi s service tafgematiadn ptrovidengmarmnti me stakeh
vulnerabilities associated with the cyber assets
repository for all/l known and unkowobéwohbemdidaclaosedr
the CVE Details portal which presents the disclos
vulnerabilities and associates them with the affe
based rWnkensown/ undisclosed vulnerabilities can be,
transport stakeholders. I n ordeconoi:demaadi fy vuln
T The access vector showing; how vulnerability ca
T Tha&ttack complexity illustrating how easy or d
T The authentication describing the number of t
expl;oit it
T The confidentiality cwtnlfiidiemg itaHe tiymmpdctdadrma tph
T The availability describing theg impact on the
T The integrity describes the i.mpact on the inte

Threats/ Controls Mdmadaagdrhe mte nared S@pen ce

The current asemw vmacre tdinmmes ttroansport stakehol ders wi
provide them threat awareness regarding their 1inv
control st hhennd tad |ldoeme per understand their use; how t
mitigate the risks and confront the defined threa
a knowledge base of irderstpiofnide gt miaeaadtgatem@pagiomd ro

such security issues. This service adopts the CAPI
attack identifiers and associates thededeinti éried
threats can be declared by maritime transport st a
customization of security controls, which are cat
AMaritimet TVuwlnmseroabi |l i tieso.

Threat Scenarios Specification Service

The goal of the current service is to employ mar.i
them realize the consequences derivomgt he@snsetheeri
Threat scenaus® i¢nsswehd cthmead tehr eat can compromi se a
and weaknesses as well as taking advantage of the

capabol degl are statically vuhememappl hgi eosf wihtrhe aa s
cybersecurity awareness of maritime transport st
mechani sms.

Supply Chain Risk Analysis Service
The parwicel ar ovsedes guidance to the maritiime treé

cybersecurity issues. I n this vein, the system en
the main steps of the toskdessetfygymantd measese ahl
vulnerabilities, estimate the possible impacts an
service provides the <cyber assetsd ripek @Xp orsiusrkes
i ndividual ri sk, which represents how dangerous a
ri sk, which estimates the risk exposure of the st
specifassetybstrarting from different entry points
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into the network an attacker may penetrate in cas
points dealing with threats.

Ri sk Asséesasmeat edson the declared cyber assets. T
two types of risk assessment: AReal d and ASiIi mul at
to further customize theicrurcylberindosennsi oy aht €1
vulnerabilities and threats, amend the threat pro
while the AReal 06 risk assessment type does mopde p
of fers a virtual pl ayground where asset cartograp

di fferent mitigation strategies without affecting

Attack Paths Simulation Service

The sempiement-patth dit $aocokery approach that relies
attacker 6s | ocation, the attackerés capability, a:
in order to returtn ahltkhetacdemplyihsgtaasettxi sThe
rendering of all the relevant at tatctka gk earp hrsa yr efpa lel:
and harm a targeted asset. Thet ®penastetscandsthb:¢
relationships. This attack path generati onbasdad vi
reasoning mechanisms, that are capable of déaeel opi
underlying assefpattholdi cswioveran metthadk

Ri sk Management Service

The vulnerabilities trees, produced during the At
the individual cyber asseltder sSTrhareupgpaonded hby maec!
selection of the most appropriate security contr ol
damage. I n this vein, t he service assurestrtan ac
Furthermore, the proposed system provides th-e nec:é¢

making to determine which security controls must
to encounter thessiuesnwanEkey beecurity

6.2.14Tar get Group

A range of maritime stakeholders with interest in
providers, entities interacting with the portséo
security companies/ experts, auditors, maritime in
agencies bodies (e.g. I MO, EMSA, ENI SA) and mor e
Demonstr-atloril TMT e at Mo dlenlailnygs i andf oRi sMar i ti me Tr an
stakeholders wildl be mobilized through the Dbusin
participation in relevant standardization and age

T sending personal ambaipygblic invitations (by e
T promoting workshop events to maritime communit

T inviting mariti me stakehol der s based on cont ¢
networking in conferences and workshop event s;

T engagihgr stakeholders to communicate -widrhs.t he

It should be note that the AMaritime Transporto de
efficieditiamdl|wysern sKilomdrhd gse menrdt, taocgladi cally new c
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approach wil!l be introduced, which emphasizes ri
conventional ri-sestobuti sksot mdt mat ¢énieacstseokc i aart & dc ow
processes and their c&ygbediSegMarilifteipnees . T rTahres pporotp ok,
been designed and developed to be modul ar, extensi
of providiingsi gqtvtad uiamdt @ t he cyber risk of any or

proposed solution are the foll owing:

T Reduction of secutltnty hbreaghesal c ®@g tas the orga
privacy breachese &i thheractli canmt ca@awusts such as
compensation payments to customers or even i

intell ectual propertCywber SeeM&miuteiprdee aTlkraagres. p oTrht e
provi @wed ainmp deci sion support for ;improving the
T Compliance with | egal and regul at ar yT hsee ccuorniptlyi
of the organizations with a set of leglal | sra
prerequisite of cooperation with other organi z
suppliers. THCey bas 8§geMafir otipme Tr ansport RA sys

organibeamplbinance with s2@QAaTAAYl, 3tV ACAUZ (e. g.

f Reputation protectionAandspomagieblienpanmndemeagr e s

security and information protection including
the enterprises eihemeoluvad i p ICythaatS etrMedindr.toipTale i
Transport RA system wil enabl e organizati ons
customer s’ confidence, strengt hen -stehrev ilcCeTs ;s eicnu
ténir business processes sustainability and thu
Addi tional serviAedopoddarcauph feeduwmmgi ty management
product s and services and to gerferret,e imdwr mabddao
fundamental to business continuity for the organi

6.22DemonstMTaD Mar i ti me System Software H

6.2.2.1Rel ati on to Use Cases

During the first phase oMTFUCBMaAEirdietmomes o & yawee s h dared
Pr oc ewislels bcea ssehdo w

T Identi fication of unsafe software component s;
T Analysis of identified components

T Application of; software hardening

1

Acceleration through hardware support

6.222Rel ati on to WP3 Assets
The current demonstrator W rHaciklatgeblBiseld we Imudtt iipd

TypeAr mor

TypeAr mor wu-tevekeanbl paig techniques to significa
indirect cal/l sites. More specifically, TypeAr mor
prototypes hWyefmeaams aft poessi ble callees. We then
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indirect call -tsthdrey troeldatrii vres lai pnalmegt ween call site
precision compdreevce |t csTofpreitidrrarblefi idoairayrht a runti me ove
t han 3%.

VTPi n

VTPin protects againaff¥€Eaeblval mhiejraadkilrig,i ewi,a iwmsd a
be-croanpi | ed idn eme The main pidndad ©bélei rpdodntPeifisa bosne t:

VTabl e wunder VTPinds <control . Specifically, for
all ocated, but preserves and updates the VTabl e
dereferenced cdaan glnilnyg ipoviorktee ra mestalbded egrto v iSuehd elgw
vir-meahod calls due to dangling pointers are not
patched.

6.223Description and Wor kfl ow

The demon®dCr avi d useEatkd in two distinct cases: (e
realiz®&®,i mndT (b) hardening -DAMarfe pgroenpidselinyt .k ME E
a further ®daabh&B8 MT8el MW, we-DR@i swé¢ Und & Alea w oMT ext of
D1 anbB3MT

Enhancing Risk Analysis
MTD1 offers a complete framework for ri sk anal ysi

operates through a web application tduwrti tiys pcearpsapbe
scenari o, and fur thh2e,r immo dteH il 9 ngo nttheexnt., MATI | | furtt
component s, illustrate the risks that stem from t

Hardening Unsafe CompoanentatianMaritime Comm
MT-D3 offers secure communication in the mariti me ¢
primitives. Fn2 twhiilsl caopnptleyx thharMiTeni ng t o unsafe cor
operations (e.bg.ar ytyhe o@OpenSalr ilnig t hat cryptogr apg
exploitation. For Hdtohw wmds dsh,e paroe eiss-Bt8h éeh awpprekni ng

l dentification of wunsafe software components.
Unsafe components are software modul es that are v

memory handling. These components are all vulner al
exploitation for c onopdrud nei s(ianngd tshoemewtu Inmeesr,a btlhee me nt |
base, this process identifies all components that

applicationDiteahdziesh |l d ppsNMiTddvare usied -MDdr communi c

Analysis of identified components.

Once components are identified, they are further

t hper ogrammi ng | anguage used, existing defesseasces
(availability of source code of the main binary a
rel evant vulnerability <cl asses, knowl edge of e X i
detail ed priodatlieomft a hbee alpgpridened. This analysis i
in -MMT and italdppmloifddvare used -Ddr communication in

14



Cyber
Cyber SedOsBprecp fi catip oDe mons tPehaatsieon case @ Security

§,: for Europe
\“ -

Application of software hardening.

Once the application profile is constructed then |
options. The webl awipllli claafiadrhg wif deMdipne svhi |l e har den
identified and tavaaley aussce dufoaf-BB3osmmuni cation in MT

Acceiloar athrough hardware support.
I n cases where certain har dwar e i s avail abl e, h a

program. This is an opttibamrade savdempsgoiwheée d hf onmayc dbrmmu@
D3

6.224Target Group

Securing systems used i rantnhnee dmaartoetsiormep\asget@t ovre na @ ur s
active in this sectort hesy welllated iemwdinliet@ B, spadt
Cruise Operators. These entities can be potenti a
infrastructure in the maritime sector can benefit

6.23DemonstMT-EDB &ec Mae i tComecuni cati ons and
Inf rastr uSet uMaer iftBomenuni cati on

6.2.31Rel ati on to Use Cases

During the first phsausbes eofc atsiea MiHd @8 n & AWLGAVIDIrl, Hdres ho
cased:

T MT-UC3: Secure maritime communications:

o MTFUC3:. IVTS Transmits to Vessel s

o MTFUC3. 2: Vessels ;Broadcast to Vessels

o MTTUC3. 3: Vessel T-agepshinfterwWatsseh Yoy VTS

o MTFUC3.4: Maritime Single Window Reporting;
T MT-UCA4: Trust infrastructure for secure maritim

o MFUC4 Establishjng the PK

o MTUC4. 2: Oper.ating the PKI

6.2.3.2Rel ati on to WP3 Assets

The demonstrator wil/ i mpl ement the asset " PKI S e
used to mozmelt hamédtanalhwt are .relevant for the dem

6.233Description and Wor kfl ow

Il phaseohly the PKI servi,oel withe be sUeCel chapsheassreavne M T (
will demonstrate how to use the PK]Jbostehr vailcle tthoe sues
MTFUC3 anWC4Th addition, the PKID3Xewivlilc ea sd earotn-sa s aan
D2, since the PKI service i tkiegdbhenwdilgld buentdleiregeoe al h
and pbaseh®& demonstrations, respectively
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i transfer i E
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Fig@iMariti me-Oveamwsipowtof the demonstr

The PKI service
(provided by SINTEF)

Secure maritime communication
(provided by Cybernetica)

lhem,
o

i
Secure (offline) computer '
(Root CA) i

i

Iy
Secure data

transfer

Secure

1
1
1
1
1
A 4 . .
communication

Web server (Intermediate CA)

CRL
database

Figa2eMariti mAnToarsporetw over the physical real

CSR Certificate
database database

6.234Target Group

The most i mportant target groups are:

T The I nternational Mariti me Organisation (I MO),
technol ogies developed in these use cases. The
mariti me domain and wi tshh oowcra sdee nioon stthream isounc hw ea
i mpl emented and used in practice. We wil!/ reac
Facilitati onseGosmnoint t(eFeRAL4 4 4), which originally
has nowo dtepmned unt il fall 2020. We also plan

during this event

14



Cyber

Cyber SedbsBprexcp fi catp obe mous tPehdatsieonl case N Security
\,:f_orEurope
~-

T The Norwegian Maritime Authority, which is the
rel attehdeaf et y of | i f e,esheaanldt ht, h emad rewvii rad n nveanltu o
Nor wegian flag and f or®i ginhisshioprsg ainni sNaotriweng iiasn &
establishing and operating the PKI service. We
di scmgsthe technical and procedur al details f
premi ses. They will benefit because it wildl p

operating ;such a service

T Kongsberg Seatexe WDESht @chhoHldefgyv#ieati lpwialnld bseh
teshore communication; They are currently par

CySisMSin which they wild.l demonstrateriohetype
the communication |ink between ships and the ¢
showcase an interesting use case where their o

T Kongsberg Defence, which ioardomsdiodamgien g apfaftbe d |
solution. As with Kongsberg Seatex, they are a
al so benefi tcdmecharsesachet PKshowcase. the use of

sNor wegian Maritime Authority. h
t

tps:// www.sdir.no/enl/
CybersiemuMéetghant Shipping. ht A

cysims.no/
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7 Medi cal Data Exchange
Asi ndi cattlead maain goals sbéaéqgdi nemetnhied | ddodceumsbardti c a |

Cyber Sed©sEQr Speci fupaDempnanhdaSéebn case

Exchange demonstrator is intended to increase the
data thr ougahc ea ptheag  @bpmgetw busi ness opportunities.
using a real enviDawebxatnhta pBrRo&E|@EMPwhitchhe wi |l I off e
the following services:

0 An anonysné zaihdm®uanct icanysgpkheewi ce f or i ncreasing

security when sharing dat a;

(@]

A crhosgsder strong autihre na d daattdieoare nrar cal a@ reiesdm,i d e n
for allowing a more secure access to the medic

(@]

A vi sual iwAdd tciho nc oargpsr $i essessmedn t and dea.tdgas tslmgmpa é,ng
ma,p heat map, dat agritvyi mign g, gsraamphliecjad t oviemei ewe o f
experience when the user accesses the data cat

Ahi glevel overview of this scenario inclRhidgm®eA he
more detailed description.is provided in the foll

FigadeMedi cal DseanvEgebaggreral viev

71 Use Cases Specification
ThrieMDUQ Sharing Sensitive He#&lC2h ShbaranghiSeunght an
through Fi-U@3> ,EmmadncMDng tBoearSdeicnugr iaanyd oAcc@nssi ng th

swhttps:// www. daewehphaegm/feor/nfat a
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