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Abstract:
CyberSec4Europe is a large-scale project funded by the European Union to pilot a number of the core
building blocks of the upcoming regulation establishing the Network of Cybersecurity Competence
Centres and a new European Cybersecurity Industrial, Technology and Research Competence Centre.
This deliverable is intended to capture the key discussions and messages resulting from the second
CyberSec4Europe Concertation Event (entitled “CONVERGENCE”) held virtually due to the Covid19 pandemic. In addition, the document also includes a summary of collaboration activities undertaken
by CyberSec4Europe project partners over the second year of the project.
The CONVERGENCE event brought together the four Cybersecurity Competence Network Pilot
Projects, their established focus groups (which are addressing the collaboration and cooperation between
the Pilots), the European Cyber Security Organisation and representatives from the relevant European
Institutions.
CONVERGENCE therefore provided an opportunity for the Pilots to share their project results thus far,
while giving the European Institutions and the wider cybersecurity community a snapshot of where we
have been and where we are heading, including a look into the future with the last panel session.

This document is issued within the CyberSec4Europe project. This project has received
funding from the European Union's Horizon 2020 Programme under grant agreement no.
830929. This document and its content are the property of the CyberSec4Europe Consortium.
All rights relevant to this document are determined by the applicable laws. Access to this
document does not grant any right or license on the document or its contents. This document
or its contents are not to be used or treated in any manner inconsistent with the rights or
interests of the CyberSec4Europe Consortium and are not to be disclosed externally without
prior written consent from the CyberSec4Europe Partners. Each CyberSec4Europe Partner
may use this document in conformity with the CyberSec4Europe Consortium Grant
Agreement provisions and the Consortium Agreement.
The information in this document is provided as is, and no warranty is given or implied that
the information is fit for any particular purpose. The user thereof uses the information at its
sole risk and liability.
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Executive Summary
The second CyberSec4Europe Concertation Event was held virtually on 9-11 December 2020 (with the
generous support of the Representation of the State of Hessen to the European Institutions). This second
CyberSec4Europe Concertation Event was the first event for the Joint Pilots (CONCORDIA,
CyberSec4Europe, ECHO and SPARTA).
The event was given the title “CONVERGENCE – Making the Cybersecurity Competence Network
a Reality” to represent the four pilots “converging” together being multiple “lanes” on one road. The
objective of this second event was to highlight to the European cybersecurity stakeholder community
the progress that is being made in harnessing European expertise and resources in the broader context
of the proposed legislation relating to a European Cybersecurity Industrial, Technology and Research
Competence Centre and a Network of National Coordination Centres. The program agenda included an
introductory evening session with welcome addresses from the four pilot coordinators followed by a
high-level panel discussion with European Institutions representatives. The next one and a half days
provided each pilot project the opportunity to demonstrate their achievements and results to date,
through videos, presentations, tools, panel discussions et al, and also featured was a series of focus
groups, presentations and panels that showcased the cooperation between the pilots on specific key
cybersecurity topics.
The first chapter of this deliverable D10.2 covers the community engagement activities of the
CyberSec4Europe partners during the period from December 2019 – December 2020. This represents a
significant effort in achieving the cooperation, engagement and integration orientation of the
CyberSec4Europe project within the cybersecurity landscape in Europe. Furthermore, it demonstrates
the direct connection that CyberSec4Europe has in the cybersecurity ecosystem both in Europe and
globally.
The second chapter of this deliverable D10.2 addresses the CONVERGENCE event, summarizing the
key elements from each session. Further detailed proceedings (including presentations, speeches, etc.)
can be found in the Annexes.
Finally, the last chapter of the deliverable summarizes the conclusions and recommendations from
CONVERGENCE, with a focus upon the future. The recommendations are summarized here:
Recommendation 1: Create an ecosystem that fosters the innovation through SMEs and
start-ups: Provide investment capital to support young people, start-ups and SMEs in the
ecosystem of Europe.
Recommendation 2: Protect the European know-how from foreign companies and states:
Create possibilities, incentives for young people in Europe so as to retain European skills and
services.
Recommendation 3: European products and innovations as key to the future: For a lot of
services and devices, no European alternatives that are in line with the European values exist as
yet. The consumer is the king maker, deciding which product will be successful. Build European
databases and train European algorithms with European data instead of financing foreign
products with our data.
Recommendation 4: The role of decentralization: The Competence Centre can only work
with teamwork, cooperation and trust to build a sound European digital ecosystem.
Recommendation 5 Stick to the European Values: Encourage young people to build solutions
and products that are in line with the European values so that the consumer in the and has the
ability to choose.
Recommendation 6: Learn from the Covid pandemic experience: Be prepared so that
Europe in the future can respond adequately and together in an emergency crisis.
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Recommendation 7: Use the knowledge base of the pilots to form a foundation for the
Centre: Look after smaller and more vulnerable actors like citizens and SMEs, as they are key
for a strong Europe as a whole. Make sure that they and the NGOs that represent them, are
represented on the boards that make decisions for the Centre.
A key decision taken by the European Institutions and as announced during the CONVERGENCE event
was that the headquarters of the European Cybersecurity Competence Centre will be in Bucharest,
Romania.
In conclusion and in essence, the underlying goal of what we are trying to achieve in Europe is Digital
Sovereignty with a core of cooperation and collaboration in Europe. CONVERGENCE is a clear
demonstration of the current successful efforts in the European cybersecurity ecosystem and
cybersecurity community in order to achieve this goal.
Table 1 below provides a brief summary of the chapters of this deliverable.
Chapter

Title

Chapter 1

Provides a summary of collaboration activities undertaken by CyberSec4Europe
project partners over the second year of the project

Chapter 2

Describes the four pilot CONCERTATION event “Making the Cybersecurity
Competence Network a Reality”

Chapter 3

Summary of the Conclusions and Recommendations
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1 Partner Activity for the Second Year
The partner collaboration activities span a wide range of interactions within and external to the cybersecurity
ecosystem. These interactions are with European Institutions, Standards Development Organizations
(SDOs), Cybersecurity Communities (such as the European Cyber Security Organisation (ECSO)), and
other organizations, stakeholders entities and institutions. A summary of the many CyberSec4Europe
partner collaboration activities is contained in the tables which follow, covering December 2019 to
December 2020:

1.1 DG CNECT
Date &
Venue

Unit / Department

Title

Partners/
Pilots

Comments / Remarks
/Outcomes

09.01.2020
(Brussels,
Belgium),
(Virtual)

EC DG CNECT H.1 Meeting of EC Unit GUF
CNECT H1, REA 4 Pilots
and JRC with the 4 ECSO
pilot
projects'
coordinators
and
ECSO

Synchronisation with EC Unit
CNECT H1, REA and JRC and
with the fellow pilot projects'
coordinators and ECSO

19.02.2020
(Brussels,
Belgium)

EC DG CNECT H.1 Workshop on "joint GUF
actions"
with 4 Pilots
Member States
ECSO

EC DG CNECT H.1 workshop
on "joint actions" with Member
States

05.03.2020
(Brussels,
Belgium)
(Virtual)

EC DG CNECT H.1 Meeting of EC Unit
CNECT H1, REA
and JRC with the 4
pilot
projects'
coordinators
and
ECSO

GUF /
CONCEPT
4 Pilots
ECSO

Synchronisation with EC Unit
CNECT H1, REA and JRC and
with the fellow pilot projects'
coordinators and ECSO

07.05.2020

EC DG CNECT H.1 Meeting of EC Unit
CNECT H1, REA
and JRC with the 4
pilot
projects'
coordinators
and
ECSO

GUF /
CONCEPT
4 Pilots
ECSO

Synchronisation with EC Unit
CNECT H1, REA and JRC and
with the fellow pilot projects'
coordinators and ECSO

EC DG CNECT H.1 Meeting of EC Unit
CNECT H1, REA
and JRC with the 4
pilot
projects'
coordinators
and
ECSO

GUF /
CONCEPT /
TDL
4 Pilots
ECSO

Synchronisation with EC Unit
CNECT H1, REA and JRC and
with the fellow pilot projects'
coordinators and ECSO

(Brussels,
Belgium)
(Virtual)

02.07.2020
(Brussels,
Belgium)
(Virtual)
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Date &
Venue

Partners/
Pilots

Comments / Remarks
/Outcomes

Unit / Department

Title

DG CNECT H.1

Meeting of EC Unit
CNECT H1, REA
and JRC with the 4
pilot
projects'
coordinators
and
ECSO

GUF
/ Synchronisation with EC Unit
CONCEPT / CNECT H1, REA and JRC and
TDL
with the fellow pilot projects'
coordinators and ECSO
4 Pilots

Meeting of EC
Unit CNECT H1,
REA and JRC with
the 4 pilot projects'
coordinators
and
ECSO

GUF
/ Synchronisation with EC Unit
CONCEPT / CNECT H1, REA and JRC and
TDL
with the fellow pilot projects'
coordinators and ECSO
4 Pilots

03.09.2020
(Brussels,
Belgium)
(Virtual)

05.11.2020
(Brussels,
Belgium)
(Virtual)

DG CNECT H.1

ECSO

ECSO

Table 1: Participation/collaboration with DG CNECT

1.2 ENISA
Date & Venue

22.-23.10.2020
(Virtual)

Title of Event

ENISA - Annual Privacy
Forum (APF) 2020

Partner

GUF, CONCEPT

Comments
/Outcomes

/

Remarks

Maintenance of Policy,
Scientific, and Industry
Community

Table 2: Participation/collaboration with ENISA

1.3 EDPS
Date & Venue

21.10.2020
(Virtual)

Title of Event

Partner

Internet Privacy Engineering GUF
Forum (IPEN)
Table 3: Participation in EDPS event
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Comments / Remarks
/Outcomes
Maintenance of Policy,
Scientific, and Industry
Community
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1.4 ECSO
Date & Venue

Working Group

Title

Partners

Comments / Remarks
/Outcomes

All year

WG1

Standardisation, CYBER,
certification,
CONCEPT,
labelling, supply GUF, UMU
chain
management

Composition document
Contribution on the challenges
of the composite certification
document

04.02.2020

WG1

Standardisation, CYBER,
certification,
CONCEPT,
labelling, supply GUF, UMU
chain
management

Face to Face Meeting.

(Brussels,
Belgium)

Advance on the current work,
mainly
focus
on
the
Composition Approach, discuss
the collaboration activities and
plan the work items. .
Maintenance of Certification
and Standardisation Community

05.05.2020
(Virtual)

WG1

Standardisation, CYBER,
certification,
CONCEPT,
labelling, supply UMU
chain
management

The objective of the meeting
was to advance on the current
work mainly focusing on the
different activities.

11.06.2020
(Virtual)

WG1

Standardisation, CYBER,
certification,
CONCEPT,
labelling, supply UMU
chain
management

Advance on the current work
mainly focusing on the different
activities: ECSO composition
approach, initial drafts of the
WG1 statement letters and
collaborations with JRC.

18.09.2020
(Virtual)

WG1

Standardisation, CYBER,
certification,
CONCEPT,
labelling, supply UMU
chain
management

The objective of the meeting
was to finalise the documents
(composition
and
WG1
statements) and plan the future
activities.

02.11.2020
(Virtual)

WG1

Standardisation, CYBER,
certification,
CONCEPT,
labelling, supply UMU
chain
management

The objective was to progress on
the different activities and
present the current status:
composition approach, activities
on systems and services and
activities on market impact.
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Date & Venue

4

Working Group

Title

Partners

Comments / Remarks
/Outcomes

20.2.2020
(Brussels,
Belgium)

WG2

Market
VTT,
deployment,
CONCEPT
investments and
international
collaboration

Taking part in the WG meeting,
contributing to the documents
and discussion

16.06.2020
(Virtual)

WG2

Market
development

CONCEPT

Update on the market radar
linked to WG4 SME Hub,
investments and innovative
business models, international
cooperation

20.1.2020

WG4

Support to
SMEs,
coordination
with countries
and regions

VTT,
CONCEPT

Taking part in the WG meeting,
contributing to the documents
and discussion
Face to Face 7th meeting (SME
Hub, Made in Europe Label)

20.10.2020
(Virtual)

WG3/WG4

AIOTI Kick-off UMU
IoT
Security
Policy
ToR
Program

Discuss the starting of the new
program: IoT Security Policy.

10.11.2020
(Virtual)

WG3/WG4

WG03/WG04
UMU
AIOTI
IoT
Security Policy

Discuss the details of the new
program: IoT Security Policy.

04.11.2020
(Virtual)

WG5

Education,
CONCEPT
Training
and
EHR for Cyber

Election of WG Chairs, update
on cyber ranges, education
document, update from ENISA,
EHR for Cyber job and
competence platform update

18.02.2020
(Brussels,
Belgium)

WG6

ECSO
WG6 GUF
Meeting on EC
Roadmaps and
Research
Programs

EC Roadmapping and Research
Programs

07.05.2020
(Virtual)

WG6

15th Meeting of CONCEPT,
WG6
CYBER,
FORTH,
UPS-IRIT

Horizon Europe and Digital
Europe Program priorities
discussion
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Date & Venue

Working Group

Title

Partners

Comments / Remarks
/Outcomes

19.05.2020
(Virtual)

WG6

SRIA and Cyber CONCEPT,
Security
CYBER,
Technologies
FORTH,
UPS-IRIT

Horizon Europe and Digital
Europe Program priorities
discussion

02.12.2020
(Virtual)

WG6

SRIA and Cyber CYBER,
Security
CONCEPT,
Technologies
FORTH,
UPS-IRIT

Taking part in the WG meeting,
contributing to documents and
discussion

All year

WG6

SRIA

Participation in the development
of SRIA.

CONCEPT,
CYBER,
FORTH,
UPS-IRIT

Contribution to the Horizon
Europe and DEP Priorities
https://ecsorg.eu/documents/publications/
5fdc4c5deb6f9.pdf
https://ecsorg.eu/documents/publications/
5fdc4ca16dde0.pdf
Lead the “Data and The
Economy” Sub-working group
of WG6

18.02.2020
(Brussels,
Belgium)

ECSO
Partnership
Board Meeting

GUF,
CONCEPT

Maintenance of ECSO and EC
Community,
further
development of ECSO

30.04.2020
(Virtual)

ECSO Board of GUF,
Directors
CONCEPT
Meeting

Maintenance of ECSO and EC
Community,
further
development of ECSO

17.06.2020
(Virtual)

Presentation CyberSec4Europe
Initial Results

03.09.2020
(Virtual)

Maintenance of ECSO and EC
Community,
further
development of ECSO

09.09.2020
(Virtual)

ECSO General GUF,
Assembly
CONCEPT

Maintenance of ECSO and EC
Community,
further
development of ECSO
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Date & Venue

Working Group

09.12.2020

Title

Partners

Comments / Remarks
/Outcomes

ECSO Board of GUF,
Directors
CONCEPT
Table 4: Collaboration/Participation in ECSO WGs

1.5 Standardization Organizations
CEN/CENELEC
Date & Venue
03.02.20
(Brussels,
Belgium)

Conference

Partner

Cybersecurity Standardization GUF, CONCEPT
Conference 2020

Comments
Maintenance of ENISA and
Standardisation Community

(Organizer ENISA,
CEN/CENELEC JTC 13)
Table 5: Participation in CEN/CENELEC Conference

Date & Venue

6

Committee

Title

Partners

Comments / Remarks
/Outcomes

24.-26.03.2020

CEN/CENELEC
JTC 13

Cybersecurity and
Data Protection
and WGs

GUF

Comments and votes on
European
standardisation
projects

30.06.2020 02.07.2020
(Virtual)

CEN/CLC JTC 13

Cybersecurity and
Data Protection
and WGs

GUF

Comments and votes on
European
standardisation
projects

08.09.2020
(Virtual)

CEN/CLC JTC 13

Cybersecurity and
Data Protection
WG 1 "Chairman
advisory group"

GUF

Comments and votes on
organisation of European
standardisation in JTC 13

29.09.2020
(Virtual)

CEN/CLC JTC 13

Cybersecurity and GUF
Data Protection
WG 5 "Data
Protection, Privacy
and Identity
Management"

Comments and votes on
European
standardisation
projects
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Date & Venue

20.10.2020
(Virtual)

Committee

Title

Partners

Comments / Remarks
/Outcomes

CEN/CLC JTC 13

Cybersecurity and
Data Protection
WG 1 "Chairman
advisory group"

GUF

Comments and votes on
organisation of European
standardisation in JTC 13

24.11-.26.11.2020 CEN/CLC JTC 13
(Virtual)

Meetings
Cybersecurity and
Data Protection
and WGs

GUF

Comments and votes on
European
standardisation
projects

Table 6: Participation in CEN/CENELEC WGs

ISO/IEC
Date & Venue

17.-20.3.2020
(Virtual)

Committee

ISO/PC 317 and
ISO/PC 317/WG 1

27.04.2020
(Virtual)

Title

Partners

Comments / Remarks
/Outcomes

Consumer
protection:
privacy by
design for
consumer goods
and services

GUF

Comments and votes on
standardisation project ISO
31700,
Maintenance
of
Standardisation Community

Information
security,
cybersecurity and
privacy
protection

AIT,
ARCH,
GUF,
CYBER

Periodic ISO/IEC JTC 1/SC 27
(“Information
security,
cybersecurity
and
privacy
protection”)
working group
meetings. AIT participated as
liaison
officer
for
CyberSec4Europe to WG 2, and
as editor of multiple standards in
WG 2

Identity
Management and
Privacy
Technologies

AIT,
ARCH,
GUF,
CYBER

Periodic ISO/IEC JTC 1/SC 27
(“Information
security,
cybersecurity
and
privacy
protection”)
working group
meetings.

30.09. - 02.10.20
(Virtual)
20.04-24.04.2020 ISO/IEC JTC 1/SC
(Virtual)
27/WG 2
12.09-16.09.2020
(Virtual)

20.04-24.04.2020 ISO/IEC JTC 1/SC
(Virtual)
27/WG 5
12.09-16.09.2020
(Virtual)
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Date & Venue

Committee

Title

Partners

Comments / Remarks
/Outcomes
CYBER is liaison officer for
CyberSec4Europe, GUF is
chairing the WG.
Comments and votes on
international
standardisation
projects

23.07.2020
(Virtual)

ISO/IEC JTC 1/SC
27/AG 06

Operations

GUF

Comments and votes on
organisation of international
standardisation in SC 27

28.08.2020
(Virtual)

ISO/IEC JTC 1/SC
27/AG 05

Strategy

GUF

Comments and votes on
organisation of international
standardisation in SC 27

17.09.2020
(Virtual)

ISO/IEC JTC 1/SC Conference "The GUF
27
Future
of
Standards
in
Cybersecurity",
especially Stream
III "Hot issues in
cybersecurity"

Discussion on international and
European standardisation
projects and strategy

18.09.2020
(Virtual)

ISO/IEC JTC 1/SC
27

Meeting

GUF

Comments and votes on
international standardisation
projects

11.12.2020
(Virtual)

ISO/IEC JTC 1/SC
27/CAG

Chair’s Advisory GUF
Group

Comments and votes on
organisation of international
standardisation in SC 27

03.08.2020
(Virtual)
18.08.2020
(Virtual)

Table 7: Participation in ISO/IEC WGs
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IETF
Date & Venue
16.11.2020
20.11.2020,
(Virtual)

Title of Event
–

Partner

IETF 109

UMU

Comments / Remarks
/Outcomes
Presentation draft EAPEDHOC

Table 8: Collaboration with IETF

ETSI
Date & Venue

Title of Event

Partner

07.12.2020
Workshop on
Digital Twin

ISG CIM: Industrial Specification Group Cross-cutting
Information Management

UMU

17.12.202018.12.2020

ISG
CIM:
Industrial UMU
Specification Group Crosscutting
Information
Management

Comments / Remarks
/Outcomes
WI-007 DGR/CIM-007SEC (GR CIM 007)
Plenary meeting
Discussion on the WI-007
Security and Privacy

Table 9: Collaboration with ETSI

1.6 National Standardization Bodies
ASI
Date & Venue
14.02.2020

Committee

Partners

AG 001.27 meeting

AIT

Remote participation in 69th ASI AG 001.27
meeting (Austrian mirror committee of ISO/IEC
JTC 1/SC 27)

AG 001.27 meeting

AIT

Remote participation in (virtual) 70th ASI AG
001.27 meeting (Austrian mirror committee of
ISO/IEC JTC 1/SC 27)

AG 001.27 meeting

AIT

Remote participation in (virtual) 71st ASI AG
001.27 meeting (Austrian mirror committee of
ISO/IEC JTC 1/SC 27)

(Vienna,
Austria)
15.05.2020
(Virtual)
04.09.2020
(Virtual)

Comments / Remarks /Outcomes

Table 10: Participation in ASI meetings
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DIN
Date &
Venue

Committee

Title

12.02.2020 – Meetings DIN NIA 27 „IT14.02.2020
AA “ (German Mirror Sicherheitsverfahr
Committee to SC 27) en
(Berlin,
Germany)
and DIN NIA 27 AKs

Partners

Comments / Remarks
/Outcomes

GUF

Comments and votes on
international and European
standardisation projects

GUF

Comments
European
projects

Meetings DIN NIA 27 „ITAA (German Mirror Sicherheitsverfahr
Committee to SC 27) en“
and DIN NIA 27 AKs
(German Mirror Committees to SC 27
WGs)

GUF

Comments and votes on
international and European
standardisation projects

01.09.2020 – Meetings DIN NIA 27 „IT02.09.2020
AA (German Mirror Sicherheitsverfahr
Committee to SC 27) en“
(Virtual)
and DIN NIA 27 AKs
(German Mirror Committees to SC 27
WGs)

GUF

Comments and votes on
international and European
standardisation projects

11.09.2020 – Meetings DIN NIA 27 „IT16.09.2020
AA
„IT- Sicherheitsverfahr
Sicherheitsverfahren“ en“
(Virtual)
Delegation to SC 27

GUF

Comments and votes on
international and European
standardisation projects

(German
Mirror
Committees to SC 27
WGs)
11.03.2020
(Virtual)

DIN BR-07 (German Meeting
Mirror Committee to
CEN/CENELEC JTC
13)

and votes on
standardisation

German
Mirror
Committee
to
CEN/CENELEC JTC
13)
22.06.20 –
24.06.20
(Virtual)
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EVS
Date & Venue

Committee

Title

Partners

Comments / Remarks
/Outcomes

10/01
Estonia

Tallinn, EVS/TK 75

Blockchain and CYBER
distributed
ledger
technologies

Creation of EVS/TK 75,
overview
of
the
CEN/CENELEC committee it
mirrors

30/01
Estonia

Tallinn, EVS/TK 04

Information
Technology

CYBER

Agreement of the 2020 work
plan. Selection of the chairman.

04/03
Estonia

Tallinn, EVS/TK 75

Blockchain and CYBER
distributed
ledger
technologies

Agreement on the 2020 work
plan

Table 11: Participation in EVS meetings

SFS
Date &
Venue

Committee

Partners

28.05.2020
(Helsinki,
Finland)

Finnish mirror committee
of ISO/IEC JTC1/SC27

26.10.2020
(Helsinki,
Finland)

Finnish mirror committee
of ISO/IEC JTC1/SC27

VTT

Comments / Remarks /Outcomes

Chairman of remote meeting of the Finnish
mirror committee of ISO/IEC JTC1/SC27

VTT

Chairman of remote meeting of the Finnish
mirror committee of ISO/IEC JTC1/SC27

Table 12: Participation in SFS meetings

UNE
Date & Venue
16.12.2019
(Madrid, Spain)
21.09.2020
11.12.2020

Committee
CTN320

Title

Partners

Technical
UMA
Committee on
Cybersecurity
and
Personal
Data Protection
(CTN320)

Comments / Remarks
/Outcomes
Plenary meetings of CTN320
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Date & Venue

Committee

Title

Partners

Comments / Remarks
/Outcomes

(Virtual)
16.07.2020

CTN320/SC5

Subcommittee UMA
on
Data
Protection,
Privacy
and
Digital Identity
(SC5)

15.10.2020
(Virtual)

Periodic CTN320/SC5 working
group meetings.

Table 13: Participation in UNE meetings

UNINFO
Date & Venue

Committee

Title

Partners

Comments / Remarks
/Outcomes

11/6/2020
(Virtual)

UNI/CT 510/GL 02 Digital
signature,
electronic
identity,
electronic seal

POLITO

Discussion about adoption of
ISO and ETSI standards

30/10/2020
(Virtual)

UNI/CT 510/GL 02 Digital
signature,
electronic
identity,
electronic seal

POLITO

Discussion about adoption of
ISO and ETSI standards

Table 14: Participation in UNIFO

1.7 Pilot Activities
Date & Venue

Event

Pilots

Comments / Remarks
/Outcomes

09.01.2020
(Frankfurt,
Germany)

Meeting of EC Unit CNECT 4 Pilots
H1, REA and JRC with the 4
GUF
pilot projects' coordinators

T10.1, T10.2,T10.3

16.01.2020
(Brussels,
Belgium)

1st Cyber Security
Project Workshop

T9.2, T9.3, T10.2, T10.3

24.02.20
(Brussels,
Belgium)

Governance and other issues Public
event
of Clarification on CCNC and
regarding the Cybersecurity CyberSec4Europe with its governance
Competence Network
Panel

12
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Date & Venue

Event

Pilots

Comments / Remarks
/Outcomes

09.07.2020
(Virtual)

Preparation
for
CONVERGENCE Event

the 4 Pilots

WP10

02.09.2020
(Virtual)

Preparation
for
CONVERGENCE Event

the 4 Pilots

WP10

05.10.2020
(Virtual)

Preparation
for
CONVERGENCE Event

the 4 Pilots

WP10

05.11.2020

Preparation
for
CONVERGENCE Event

the 4 Pilots

WP10

02.12.2020

Preparation
for
CONVERGENCE Event

the 4 Pilots

WP10

03.12.2020

Preparation
for
CONVERGENCE Event

the 4 Pilots

WP10

09.-11.12.2020
(Virtual)

CONVERGENCE
4 Pilots
CyberSec4Europe
ECSO
concertation event - Making
The European Cybersecurity GUF
Competence
Network A
Reality

Maintenance of Policy,
Industry, and Scientific
Community

Table 15: Summary of collaboration with other pilots

Four Pilots Focus Groups
Communications Focus Group
Date & Venue

Subject

Partner

Comments / Remarks
/Outcomes

29.01.2020

4 Pilots, DG CNECT

TDL

Monthly progress meeting

07.05.2020

4 Pilots, DG CNECT

TDL

Monthly progress meeting;
Communication Strategy

15.06.2020

4 Pilots, DG CNECT

TDL

Monthly progress meeting;
Communication Strategy
finalization
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Date & Venue

Subject

Partner

Comments / Remarks
/Outcomes

16.07.2020

4 Pilots, DG CNECT

TDL

Monthly progress meeting;
CONVERGENCE
planning; event planning

26.08.2020

4 Pilots, DG CNECT

TDL

Monthly progress meeting;
CONVERGENCE
planning;
Cybersecurity
Month planning

24.09.2020

4 Pilots, DG CNECT, ECSO, TDL
JRC

Cybersecurity Atlas

30.09.2020

4 Pilots, DG CNECT

TDL

Monthly progress meeting;
CONVERGENCE
planning; FIC 2021

04.12.2020

4 Pilots, DG CNECT

TDL

Monthly progress meeting;
CONVERGENCE
planning; FIC 2021

19.01.2021

4 Pilots, DG CNECT

TDL

Monthly progress meeting

28.01.2021

4 Pilots, DG CNECT, JRC

TDL

Cybersecurity Atlas

Table 16: Four Pilots Communications Focus Group

Cyber Range Focus Group
Date & Venue

25.06.2020
(Webinar)

Subject

Cyber Sandbox Creator

Pilots

CyberSec4Europe

Table 17: Four Pilots Cyber Range Focus Group
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Comments / Remarks
/Outcomes
The first presentation of a
part of a virtual lab for
open-source
tools
education and research to
members and stakeholders
of CCN Cyber Range
Focus Group
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Governance Focus Group
Date & Venue

Pilots / Other Organization

Partner

16.04.2020
(Virtual)

CyberSec4Europe,
SPARTA

15.06.2020
(Virtual)

CyberSec4Europe,
ECHO, GUF, TUD
SPARTA, Concordia

01.09.2020
(Virtual)

CyberSec4Europe,
ECHO, GUF, CONCEPT, TUD White Paper discussion,
SPARTA, Concordia, ECSO
Preparation
for
the
Convergence event

16.10.2020
(Virtual)

CyberSec4Europe,
ECHO, GUF, CONCEPT, TUD White
Paper
draft
SPARTA, Concordia
discussion with inputs from
ECHO
and
CyberSec4Europe.
Possible sources of input
discussed. Preparation for
the Convergence event

30.10.2020

CyberSec4Europe,
ECHO, TUD
SPARTA, Concordia, ECSO

(Virtual)

ECHO, TUD

Comments / Remarks
/Outcomes
The pilots have briefly
outlined their approaches to
governance. The pilot
collaboration mailing list
was set up and Antonio
(UMU) approached on
sectoral collaboration.
The following decisions
have
been
made:
CyberSec4Europe
to
approach ECSO and JRC
Atlas for cooperation;
Velizar (ECHO) sends the
draft of White Paper to be
discussed;
The
next
meeting will discuss the
(joint) White Paper draft

Discussed:
A template for the different
options/levels
of
community organization
that can be offered to the
different
countries.
The role of ECSO.
The White Paper and the
joint vision for the future.

Table 18: Four Pilots Governance Focus Group
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Roadmapping Focus Group
Date & Venue

Pilots

15.07.2020

CyberSec4Europe
SPARTA

12.11.2020

4 Pilots:

Partners

and FORTH

Comments / Remarks
/Outcomes
First meeting to discuss the
roadmapping process for
the common roadmap

GUF, UPRC

Discuss
roadmap
consolidation efforts of the
4 Pilots

Road mapping Coordination
Group
27.11.2020

4 pilots

FORTH

Planning meeting for the
convergence event.

11.12.2020

4 pilots

FORTH

Roadmapping Focus Group
round
table
https://cybersec4europe.eu
/convergence/roadmapping
-focus-group/

Table 19: Four Pilots Roadmapping Focus Group

Threat Intelligence in the Financial Sector Focus Group
Date & Venue

Pilots

Partners

Comments / Remarks
/Outcomes

19.06.2020

CyberSec4Europe,
CONCORDIA

UMU

First meeting to discuss
collaboration

04.11.2020

CyberSec4Europe,
CONCORDIA

UMU

Discussion on architectural
aspects

11.12.2020

CyberSec4Europe,
CONCORDIA

UMU

Concertation
presentation

Table 20: Four Pilots Threat Intelligence in the Financial Sector Focus Group
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CCN Pilots Cluster Strategic Planning Group
Date & Venue

16.12.2020

Event

Partners

4 Pilots

GUF, CONCEPT

Kick-off the CCN pilots'
cluster strategic planning
group

Comments / Remarks
/Outcomes
Synchronisation with EC
Unit CNECT H1, JRC and
with the fellow pilot
projects'

Table 21: CCN Pilots Cluster Strategic Planning Group

CONVERGENCE
Date &
Venue
09.12.202011.12.2020
(Virtual)

Event

Title

CONVERGENCE

Partners

Making
the ALL
Cybersecurity
PARTNERS
Competence
Network a Reality

Comments / Remarks
/Outcomes
Report in this document

Table 22: Convergence Event of the Four Pilots

CyberSec4Europe
Date &
Venue

Event

Title

09.07.2020
(Virtual)

Public
event
CyberSec4Europe
Panel

09.07.2020
(Virtual)

Presentation
CybersSec4Europe

Partners

Comments / Remarks
/Outcomes

of Realising Europe’s ALL
with Cybersecurity
PARTNERS
Strengths
and
Capacity for the
2020s

Clarification on CCNC and
its governance

of CyberSec4Europe: ALL
Creating food for PARTNERS
thought

Update
on
CyberSec4Europe and its
results

Table 23: Public Events of CyberSec4Europe
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1.8 International Cooperation
Date & Venue

Title of Event

Partners

Comments / Remarks
/Outcomes

20.01.2020
(Trento, Italy)

European Network for Cybersecurity GUF, KAU, Maintenance
(NeCS) PhD School
SIE
Community

27.03.2020
(Virtual)

Meeting CEPIS Legal and Security GUF, UM
Issues (LSI) Network

28.04.2020
SEREN4 Horizon 2020 Online GUF, UM
(Vienna, Austria) Workshop on Cybersecurity
(Virtual)

Maintenance
Industry,
Community

of

Scientific

of
and

Scientific,
Policy

Presentation
on
CyberSec4Europe and Panel
Participation.
Maintenance of EU and EC
Community

07.09.2020
(Vienna)

Digital Humanism – Workshop AIT
Security and Privacy

The City of Vienna has launched
a framework initiative on
Digital Humanism, and has
organized a series of workshops
with relevant stakeholders
(NGOs, Universities, social
partners) on different topics, to
develop a common view and
draft the framework initiative.

20.09-23.09.2020 15th IFIP Summer School on Privacy AIT, GUF, CyberSec4Europe
members
(Virtual)
and Identity Management
KAU,
contributed to the program
BRNO
committee, general chairs, and
steering committee of the
conference
21.09-23.9.20
(Virtual)

35th International Conference on GUF, UM
Information Security and Privacy
Protection IFIP Sec 2020

Maintenance of Scientific,
Industry and Policy Community

21.09.2020
(Virtual)

Presentation at 35th International GUF
Conference on Information Security
and Privacy Protection IFIP Sec 2020

CyberSec4Europe – Aiming to
safeguard
values
through
excellence in cybersecurity Maintenance of Scientific,
Industry and Policy Community

21.09-23.09.20
(Virtual)

IFIP Summer School on Privacy and UM,
Identity Management
GUF
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Date & Venue

Title of Event

Partners

Comments / Remarks
/Outcomes

23.10.2020
(Virtual)

European Federation of Medical GUF, ATOS CyberSec4Europe – Aiming to
Informatics (EFMI) 2nd EU-China
safeguard
values
through
Health Summit MIMTT 2020
excellence in cybersecurity (Presentation)
Maintenance of Scientific,
Industry,
and
Policy
Community

30.10.2020
(Virtual)

Plattform Industrie 4.0 – Security AIT
Workshop

Austria’s national Plattform
Industrie 4.0 (PI4.0) was
founded in 2014 upon the
initiative of the Ministry of
Transport, Innovation and
Technology. It acts as an
observatory,
network
and
strategic advisory body for
industry 4.0 topics.

04.11.2020
(Virtual)

Meeting X-eHealth Advisory Group GUF

Maintenance
Industry,
Community

of
and

Scientific,
Policy

13.11.2020
(Virtual)

Meeting CEPIS Legal and Security GUF, UM
Issues (LSI) Network

Maintenance
Industry,
Community

of
and

Scientific,
Policy

16.11.2020
(Virtual)

Impulse Speech at 3rd German GUF
Japanese Security Forum

Maintenance
Industry,
Community

of
and

Scientific,
Policy

03.12.2020
(Virtual)

Participation at Panel at International GUF, AIT
Digital Security Forum (IDSF)

"Cyber Security - Technology
and Security in the Age of
Pandemic" - Maintenance of
Policy, Industry, and Scientific
Community

18.12.2020
(Virtual)

Introduction to CyberSec4Europe GUF
WP 8 Webinar “Integrating an
ecosystem
perspective
in
cybersecurity standards”

CyberSec4Europe
&
Standardisation: Aiming to
safeguard
values
through
excellence in cybersecurity Maintenance
of
Policy,
Industry,
and
Scientific
Community

Table 24: Participation in International events
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1.9 Other
AIOTI
Date & Venue

Committee

Title

Partners

Comments / Remarks
/Outcomes

20.10.2020

WG3/WG4 AIOTI

IoT
Security UMU
Policy

Kick-off IoT Security Policy
ToR Program

10.11.2020

WG3/WG4 AIOTI

IoT
Security UMU
Policy

Discuss the details of the new
program: IoT Security Policy.

Table 25: Participation in AIOTI

IoT Forum
Date & Venue

Title of Event

20.10-21.10.2020
(Virtual)

Digital Around the World

Partner

UMU

Comments / Remarks
/Outcomes
Virtual 24 hours workshop
around the globe with
presentation on different
topics
on
digital
transformation

Table 26: Participation in IoT Forum event

German States Ministries’ of the Interior WG on Cybersecurity
Date & Venue
07.10.2020
(Virtual)

Meeting
Presentation
at GUF
"Länderarbeitsgruppe
Cybersicherheit
der
Innenministerkonferenz"
German
Federal
States'
Ministries' of the Interior WG
on cybersecurity

Partners

Comments / Remarks
CyberSec4Europe
–
Aiming to safeguard values
through excellence in
cybersecurity
Maintenance of Policy
Community

Table 27: Collaboration with German Federal States' Ministries' of the Interior WG on cybersecurity
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Hessen Ministry of Economy
Date & Venue

04.11.20
(Virtual)

Meeting

Title

Partners

Katja
Kümmel Discussion as GUF
(Hessen Ministry of part of the
Economy)
Mercator
Science-Policy
Fellowship
Program

Comments / Remarks
/Outcomes
Maintenance
Community

of

Policy

Table 28: Collaboration with Hessen Ministry of Economy
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2 Second Annual Concertation Event – entitled CONVERGENCE
2.1 Background
As part of its activities, CyberSec4Europe will organize, animate and manage three annual concertation
events during the course of the project. The first concertation event entitled Cybersecurity for Europe
2019, took place at the Hôtel de Région in Toulouse, from 13-15 November 2019. The event was organized
locally by Université Paul Sabatier and the Institut de Recherche en Informatique de Toulouse (IRIT), and
was hosted by the Occitanie Région at the seat of the regional council of Occitanie.
This second event entitled “CONVERGENCE – Making the Cybersecurity Competence Network a
Reality” represented a unique opportunity to obtain a snapshot of the current state of play in policy, research,
and innovation in European cybersecurity as presented by the four pilots, CyberSec4Europe - CONCORDIA
– ECHO - SPARTA, while at the same time it provided an opportunity to hear and meet high level political
representatives discussing the challenges and opportunities in cybersecurity.
Originally, CONVERGENCE was scheduled to be held in Brussels in December 2020. Due to Covid-19
and travel restrictions, three potential formats were initially considered depending on the development of
the pandemic:





Physical. In this case, there would be no country-enforced travel restrictions; the event would
respect limited social distancing requirements;
Hybrid. In this case, the physical numbers would be limited due to social distancing but live
streaming would be provided to enable full participation;
Virtual only. In this case, the expected situation was that full travel country-wide restrictions would
be enforced and quarantine requirements applied and the event would be virtual only.

A number of monthly meetings and discussions between the four pilots were organized by
CyberSec4Europe between July and December. Furthermore, a survey sent out to stakeholders of the four
pilots, in order to assess the best option for all concerned. With increasing restrictions on travel and varying
degrees of lockdown throughout Europe, it was decided to hold the second Concertation event
“CONVERGENCE” online (virtual) only. This change from an originally planned physical event to a virtual
event required much more collaboration and planning than expected but, with the friendly support of the
Representation of the State of Hessen, which assisted in the registration activities, and using the Europebased conference platform from the Technical University of Delft, and the strong collaboration between all
pilots, the event successfully took place through an exemplary form of collaboration. This deliverable
presents the collaboration efforts of the joint pilots:





CyberSec4Europe
CONCORDIA
ECHO
SPARTA

And their respective Focus Groups:
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Communications Focus Group
Cyber-Threat Intelligence (CTI) in the Financial Sector Focus Group
Education Focus Group
Governance Focus Group
Roadmapping Focus Group
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The event, showcasing the cooperation between the pilots on the afore-mentioned related cybersecurity
topics, highlighted to the European Institutions and the European cybersecurity stakeholder community the
progress that is being made in harnessing European expertise and resources in the broader context of the
proposed legislation relating to a European Cybersecurity Industrial, Technology and Research Competence
Centre and a Network of National Coordination Centres.

2.2 Conference Program
The programme agenda for the CONVERGENCE event was jointly developed around the following five
principles:
1.
2.
3.
4.

The first panel session would be a high-level panel.
Each pilot would have their own session and.
Each focus group would have a session.
A final panel would bring the pilot coordinators together to discuss a vision for the future,
moderated by ECSO,
5. Every session could be done differently and it was up to the session organiser to decide on the
format and content (speech, panel, demonstrations, conclusions/recommendations) with the
fellow panellists.
Thus, the structure of every session was different and thus is reported as such.
In brief, the CONVERGENCE Conference Program Agenda (Annex 1) consisted of the following outline:




On 9 December 2020, an introductory evening session with welcome addresses from the four pilot
coordinators was followed by a high-level panel discussion with representatives from the European
Institutions.
On 10 December 2020 (full day) and 11 December 2020 (half-day), each pilot and each Focus
Group was given an opportunity to demonstrate their achievements and results to date through their
choice of videos, presentations, tools, and panel discussions.
And finally, during the last panel session ECSO and the four pilots had the opportunity to look
toward the future.

The event attracted about 550 participants with a broad and comprehensive representation from the
cybersecurity ecosystem, the stakeholder community, and the European Institutions, including but not
limited to: the public sector (the European Commission, the Occitanie Region, ENISA), the private sector
(large companies and SMEs), the research and academic community (from all over Europe), and civil
society (NGOs, citizens advocacy organizations).
The
YouTube
links
to
the
sessions
of
CONVERGENCE
https://cybersec4europe.eu/events/convergence/convergence_sessions/

are

available

at:

2.3 Event Statistics
The statistics from the web site, social media and the number of participants attending CONVERGENCE
show that there was keen interest in this event.
Web Site and Social Media
The following web statistics of the CyberSec4Europe web site, Twitter account were noted between
November 1 to December 14, 2020.
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Web Analytics of cybersec4europe web
site (https://www.cysec4europe.eu)

Statistics

Number of users

318

Number of new users

281

Number of sessions

788

Top 10 country visitors to the web site

Finland, United Kingdom, Germany, Italy, Spain, Belgium,
Greece, France, Romania, Czech Republic

Twitter Impressions

21.9K
Table 29: Web site and social media statistics for CONVERGENCE

Registration statistics
In total, 549 participants registered for the event from 34 countries. The top 10 countries are provided in
Figure 2 below shows the distribution by Sector. Figure 3 provides an indication of the participation
according to the four pilots.

Top 10 countries registered for participation
Greece
Germany
Belgium
Italy
Spain
France
Netherlands
Bulgaria
Austria
Slovenia
0

20

40

60

80

100

Figure 1: Participants registered for CONVERGENCE according to country
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Participants by sector

16%

24%

Government
Industry
Knowledge Institute

17%

7%

SME
Other

36%

Figure 2: CONVERGENCE participants by sector

Pilot Project Participation
180
160
140
120
100
80
60
40
20
0
CONCORDIA

CyberSec4Europe

ECHO

SPARTA

Figure 3: Participation of Four Pilots

2.4 Opening Addresses
The event opened with a welcome message from Mr. Mark Weinmeister, Secretary of State for European
Affairs of the State of Hessen. The video recording of this welcome message is available at:
https://www.youtube.com/watch?v=sC_euBpiiX0&feature=youtu.be
The four pilots briefly introduced their projects starting with Florent Kirchner (Strategic Director,
SPARTA), Professor Dr. Wim Mees (Project Coordinator, ECHO), Professor Sotiris Ioannidis (Deputy
Coordinator, CONCORDIA), Professor Dr. Kai Rannenberg (Project Coordinator, CyberSec4Europe).
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2.5 Panel Discussion - Making A European Cybersecurity Competence
Network A Reality
The event kicked-off with a high-level Panel discussion consisting of the following members (whose short
biographies are available in Annex 2):






Rasmus Andresen (Member of European Parliament (MEP), Rapporteur Cybersecurity
Competence Network Centre Regulation)
Despina Spanou (Head of Cabinet, Vice-President of the European Commission Margaritis
Schinas)
Andreas Könen (Head of Cyber and Information Security, German Federal Ministry of the Interior,
Building and Community)
Miguel Gonzalez-Sancho (Head of Unit, Cybersecurity Technology and Capacity Building, DG
CONNECT, European Commission)
Wojciech Wiewiórowski (European Data Protection Supervisor)

Moderator:


David Goodman, Trust in Digital Life Association (TDL)

The main focus of this high-level Panel was the theme of the event, i.e., “Making A European Cybersecurity
Competence Network A Reality”. The panellists discussed the possible obstacles for its implementation,
open questions and how existing knowledge can be adopted by the new Cybersecurity Competence Centre
and new developments and orientations in the European cybersecurity landscape.
Each participant held a 10-minute opening speech describing the future Role of the Cybersecurity
Competence Centre. The following summarizes the main points of view.
Rasmus Andresen pointed out that the main goal should be to have a cybersecurity Competence Centre on
the European level that is adding common European value to the field of cyber security. He feared that
unilateral actions taken by individual countries would weaken Europe, due to heavy competition from
countries outside Europe. Much collaboration from different stakeholders was required. Many of the
discussions in the Trilogue were related to this discussion.
From the perspective of the parliament, the involvement of civil society (e.g. NGOs, academia, industry,
SMEs) in the work of the Centre would be important because this is where the expert knowledge lies. There
were agreements under discussion, including open source software, technical assistance and overall there
were positive developments on the content and mandate of the Centre.
However, there were two main areas with complicated issues to resolve in the set-up of the Centre, namely:




Financing
o Who should finance the Centre?
o How should it be financed?
o As such, a structure and funding for the Centre in more general terms was required.
Governance
o Who would decide about the program of the Centre?
o Who would decide about what the resources should be spent on? There were both legal
and political debates.
o Andresen would like to see a deeper European involvement. The final decision-making
power has to lie in the hands of the Commission and is still under discussion.

Andersen expressed his keen view that it was time to now move forward, reaching agreements and solutions
so that the Competence Centre could be set up.
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Ms Despina Spanou recalled the background of the Cybersecurity Competence Centre file and the way it
had evolved over time. She looked at the Competence Centre from a perspective of technical and strategic
importance for stepping up EU’s cybersecurity. Ms Spanou also provided a brief update on EU’s latest
policies initiatives in the cybersecurity domain and explained how this Centre would fit in the EU’s strategy
to step-up cybersecurity across Europe, why it was necessary to get it done as well as the legislative process
to ensure the Centre works in the best possible way.
To start, Ms Spanou mentioned that cybersecurity is a policy priority for this Commission and underlined
that it is one of the main pillars of EU’s Security Union Strategy, which was announced in July 2020. She
continued highlighting that this very day Vice-President Schinas spoke about the need to bring together all
angles of security, thereby breaking the silos between digital and non-digital. Ms Spanou emphasized that
cybersecurity was not just about protecting the digital possibilities and potential in Europe but rather about
protecting the whole of society, the internal market, companies, critical infrastructure and EU’s citizens.
She explained that cybersecurity is about security. In the current European Commission, this principle was
made more visible. In this context, the Competence Centre would become an important part of this pillar in
Europe.
The second point Ms Spanou made was the importance of looking from the perspective of attacks and not
just from the perspective of the means as there were increasingly more sophisticated attacks being
developed. She also gave the examples of cyber-attacks during Covid-19 pandemic on hospitals and also
the European Medicines Agency, to illustrate that the cyber threats are increasing and are becoming more
diverse. A pertinent question she put forward “Do we have in Europe what it takes to be ambitious in
securing our citizens, our internal market, our societies, our economies?” According to Ms Spanou this was
a major objective for Europe and it is where the Cybersecurity Competence Centre could play an important
role.
In particular, Ms. Spanou briefly explained how the Centre could be instrumental for advancing EU’s
cybersecurity capabilities in many ways:






By developing and coordinating an EU cybersecurity network of cybersecurity experts and
ecosystem: There would be no better place than the Competence Centre to provide the platform and
assist in developing a culture of working together, pooling expertise in an efficient way across the
EU without duplicating efforts.
By identifying and developing cybersecurity solutions, i.e., by identifying the big threats,
adequately targeting resources in the programs that would manage threats and then identifying the
solutions, the Centre would play an enormous role.
By creating a European hub of understanding of how emerging technologies can affect
cybersecurity.
By advancing EU’s cybersecurity Know-how: Pooling together private resources, public resources,
and know-how and understanding while at the same time not losing sight of the member states and
their politic decisions, which is a very important part of the European process.

In order to be in a position to be effective, Ms Spanou highlighted the following points:


The necessity not to cut short on cybersecurity resources and programmes:
- Do not make territorial partitions between what is research and not research
- Pool resources because in this field of cybersecurity, resources will never be sufficient.
- Plan ahead for very disruptive attacks which will require additional resources so that there are
sufficient resources to cover enough programs, when necessary.
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Ensure enough programmes as sometimes the solution will require more research and
sometimes the solution may be more operational.
Invest in cybersecurity expertise, knowledge and innovation: skill and expertise shortage are
massive in the cybersecurity domain and the Centre is expected to play an essential role in this
respect as well as in supporting cybersecurity innovation.
A Strategic element to note: Support the communication between the EU and its international
partners (e.g. the USA) about cybersecurity issues.
To conclude, Ms. Spanou informed that mid of December a new cybersecurity strategy was due to
be published along with two proposals, for the review of the NIS Directive and the update of the
Directive on the protection of critical infrastructure

Andreas Könen moved the focus towards the closely related topic of the IoT Council conclusions from
December 2, 2020, and strengthening the security of devices connected to the internet. He pointed out that
the increasing number of invisible devices causes a reasonable threat to the cybersecurity landscape because
most of these devices are not sufficiently secured which is a major concern. He mentioned the Council’s
conclusions underlining the importance of accessing the need for horizontal legislation in the long term, to
address all aspects of ICT security of those connected devices, such as availability, integrity and
confidentiality.
Könen stressed the importance of defining ICT security requirements within the legislation of the European
Union, especially what is already available with the Cybersecurity Act, the new legislative framework and
the regulation on European standardization, that is the future horizontal way to new legislation to avoid
ambiguity and fragmentation in this important area.
It was important to acknowledge the important role of all stakeholders in this area, in particular, of the
manufacturers, or possible future legislation that goes well across all sectors in the digital single market.
The conclusions finally underline the importance of assessing the need for horizontal legislation in
cybersecurity of connected devices and the future requirements written down in the Cybersecurity Act,
respectively in the certification scheme should be combined with the mandatory regulations for the market
or within the new legislative framework forming a bridge between the two worlds.
Switching to the Competence Centre, it is notably important that Horizon Europe and Digital Europe, as
well as private investments, create valuable incentives which are needed to make progress in the
development of security standards for IoT.
On the Cybersecurity Competence Centre, Könen emphasized that it would be important to:
o
o
o
o

Dive into all those already valuable cybersecurity insights that are already available at hand by
connecting institutions and research of member states.
Build on what we have seen, use the work done by the four pilots.
Go towards our partners in the industry: List those cybersecurity ideas, services and products which
will be a result from the first research steps to make them useful as soon as possible.
Bring together all those people from the communities of our countries and in reach of all those
projects so that we can discuss with all those interested and thereby benefit from their insights.

Wojciech Wiewiórowski pointed out the broader perspective of data protection authorities. From his
perspective, we are not protecting data, we are protecting human beings. Therefore, it is important to look
at risks of concern to people and their rights (e.g. individual fundamental human rights, human dignity,
freedom of expression, self-determination of the individual and privacy).
Data protection was intended to protect the individual rights of the person. Wiewiórowski views digital tools
as a basis for almost all social transactions and emphasizes that other society values need to be considered
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as well, such as the rule of law, equality, diversity and non-discrimination as well as fair rules of competition
in the market and also the fair rules for consumers.
Covid-19 accelerated the shift from physical interaction to electronic tools. In future, he emphasized that
we will work differently, we will live differently, we will educate differently and make decisions differently
and therefore there is a need to prepare future strategies to shape the digital environment in line with the
European Union and what its cultural values are based upon. Therefore, the title of the EDPS strategy for
2020-2024 is “Shaping the Safer Digital Future”. Many technologies were being developed around the
processing of personal data.
On the role of the Cybersecurity Competence Centre, efforts should be made in:
o
o
o
o
o
o

Capacity building for the cybersecurity;
Development of skills for individuals;
Development and dissemination of standards;
Safeguard fundamental rights, data protection rights;
Assess economical risk;
Apply best state of art and practice, such as data protection by design and data protection by default.
(GDPR uses this notion).

Wiewiórowski encouraged all the colleagues to put all the elements into focus and not lose sight of the
lesson given by the acceleration of the developments in the Covid crisis.
Miguel Gonzalez-Sancho mentioned that the Commission was busy putting final touches to the new cyber
strategy that would be adopted in the following week and which would play an important part of the digital
priority in the European Union policy, in fact, one of the top priorities. The last cyber strategy was 3 years
ago and much has evolved in the last three years, thus, it was found necessary to renew the strong message
for the need for cyber resilience in Europe and a value change in critical infrastructure and connected
devices. Gonzalez-Sancho expressed support for the need of open strategic autonomy. An important part
of this strategy would be the proposal of the Commission for a revision of the Network and Information
Security directive (NIS), the cornerstone of European policy on cybersecurity. He described it as the
instrument to support the member states’ readiness, capability, and cooperation on cyber security. There
would also be an important message for the need for strategic investment in the area of cyber security for
joint efforts to support innovation on cybersecurity, take-up, industrial capacity to address user’s needs and
skills and so forth. Thus, there is a need to joint efforts and resources around the strategic priorities. He
mentioned that in this regard the European Commission was working on the next funding work programs
to support cybersecurity with an increased financial effort, in particular, Horizon Europe Program for
research and innovation, the Digital Europe Program for Industrial Capacities and Uptake, and also the
Recovery and Resilience Facility which could also support cybersecurity efforts. As part of this investment,
there is the CCN proposal which proposes the governance site and vision of this investment pillar of the
European cyber security strategy.
On the role of the Cybersecurity Competence Centre:






Governance of the investment pillar
European funding under the same roof
Decide about strategic priorities and how to manage them
Network of national centres and structured community
Building on the collaboration experience of several years
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At the end of the day, the objective is to make a stronger cyber security ecosystem in Europe, including
SMEs, the user side and the society at large. An important element of that is collaboration in the
cybersecurity landscape, joining efforts, building on the collaboration experience from several years (in
particular, from ECSO), also many research efforts, researchers funded by European programs, the joint
pilots are instrumental of this joint effort and the collaboration that they undertake. Within the pilots,
because these are very large networks, with ECSO, ENISA, and the Cybersecurity Atlas, we need to step in
the direction of joining efforts. He touched upon the CCN proposal and that work has been quite intense,
especially in the last days. Gonzalez-Sancho expressed his thanks to the Parliament, the German Presidency
for the very constructive discussions. The file is currently being discussed and later this very same evening
a decision on the Competence Centre location would take place. This CCN is a necessary component to
have a joint EU approach to cybersecurity in order to have a stronger digital Union which cannot happen
without cybersecurity.
Questions to the Panel and Answers:
After their presentations, the Moderator put forth a sequence of questions to the panellists, as follows:
Q1 How can we through the Cybersecurity Competence Centre or the new strategy (Protect People not
Data) reach out to the broader community in Europe to transmit some of the important information people
need to be aware of in order to protect themselves and their assets?
Rasmus Andresen sees an opportunity of doing so if the different institutions and experts being
part of the Centre agree on this first. The cyber security Centre together with others could be a
framework where questions like this could be discussed between the European institutions, member
states and civil societies.
Q2 Do you see ways in which we can leverage all the energy that the Commission and the institutions are
putting into the new strategies and the funding that is going to be able to make a difference down to the
community level?
Wojciech Wiewiórowski sees here the people preparing the Centre and the projects to serve the
community, i.e. not serving the technology, nor the economy as such, but defending persons and
their rights and it would mean including this attitude in each activity of the projects at that moment.
The importance lies in keeping a human perspective and keeping this visible. This will reflect the
practical work of the Centre in the future.
Q3 From the beginning of 2021 what can we expect from the new Centre? The relationship between the
European Commission and member states in terms of the working of the Centre is not fully realized yet.
Will this be sorted out before Christmas or will it be an ongoing discussion in the early 2021?
Miguel Gonzalez-Sancho started by describing the overall structure, placing the Centre in the
middle, networks of national coordination centres and then the communities around. All the pieces
need to come together creating a dynamic. He mentioned that there is also a lot of administration
required to enable the Centre to manage EU funding. He expects for the next year that all the system
structure will evolve as a facilitating structure. The national communication centres will have to
play an important part as well with the national, local cybersecurity communities. The generated
discussions at a national level need to be crystalized over the next month.
Rasmus Andresen added that still final things needed to be negotiated, such as the mandates of the
Council. On the forthcoming Friday, one would see whether a finalization and conclusion is
possible. No matter what, more trialogues after January are not expected. Nevertheless, one open
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issue is still the seat of the Centre. Therefore, the feeling was that there would be some more months
required.
Q4 Are these discussions going to hold up some of the implementations and programs that we are looking
forward to in 2021?
Miguel Gonzalez-Sancho answered this question with a clear no because the Commission will in
the meantime ensure the transmission until the Centre can take over.
Q5 (Question from the Audience) Do you think that a European Cybersecurity Czar could make sense
with a reporting line to all of the European Institutions?
Wojciech Wiewiórowski was not in favour of creating another supervisory authority in Europe just
for the sake of having one. If we have the precise idea of what should be the divisions between the
remits of different authorities playing a role in this field. One needed to be careful in all situations
where a supervisory that is responsible for 2 or 3 values at the same time is created, because this
authority comes to the point where it has to choose between values. Therefore, from his point of
view, he would be very cautious.
Andreas Könen supported Wiewiórowski’s point of view. According to him, with the
establishment of the Competence Centre a central institution is already being put in place that is
gathering all the information required and that is very effective in steering digital Europe and
horizontal Europe. This is an example that we are already on track and it is not necessary to have
an additional cyber Czar.
Q6 Today’s counter terrorism agenda will include breaking of encryption to get access on encrypted data.
Does this match your European cyber security goal to give confidence about digital infrastructures?
Andreas Könen recommended reading the Council’s conclusion where no talk of weakening
encryption can be found. He pointed out the questions:




How to save our net at home from criminal cyber-attacks while at the same time use it for
negotiation and trading?
How can we tackle hate speech?
How can we, on the one hand protect people by encryption, but on the other hand give access
to police forces?

To solve these questions, he suggested to bring together researchers, service providers, people from
standardization and people from real cryptography.
Wojciech Wiewiórowski also recommended reading the Council’s conclusions. He drew attention
to the fact that always dual use of products has to be considered. The arguments were discussed but
the discussion is not part of the conclusion.
Q7 Is there anything that is going to impact the work of the four pilots for the remainder of their contracts?
Miguel Gonzalez-Sancho referred to the very frequent meetings with the pilots and they had their
contracts and research agendas to fulfil. The pilots have to enter into the next phase, setting up the
new architectures, new communities, new structures. Moreover, he described the cross-pilot work
as an embryo of concrete activities that then can be taken up by the Competence Centre.
Q8 All panellists were asked to give a short message for the new year.
Rasmus Andresen saw the continuation of the collaboration between all the actors, member states
and EU constitutions to be key in future.
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Wojciech Wiewiórowski pointed to the big process in the previous year while at the same time the
attitude from within, i.e., what we remember as human beings in all these activities is not lost.
Miguel Gonzalez-Sancho wished to see a really successful end of negotiation, not with the perfect
text for everybody but with a good basis to move on.
Andreas Könen would like to see file the finished on Christmas and the Competence Centre
implemented next year.
Finally, all panellists agreed on the wish that at the next possibility to exchange ideas that this could be done
in a physical meeting and in good health.

2.6 CONCORDIA Pilot Session
Web site: https://www.concordia-h2020.eu/
Moderator:


Prof. Elena Ferrari, Full professor of Computer Science at the University of Insubria, Co-leading
CONCORDIA Task Women in Cyber

Speakers:





Prof. Sotiris Ioannidis, Associate Professor at School of Electrical and Computer Engineering of
the Technical University of Crete, CONCORDIA Deputy coordinator
Prof. Aiko Pras, Full professor Internet Security at the University of Twente, Leader CONCORDIA
Work package on Research
Dr. Cristian Hesselman, Director of SIDN Lab and Associate Professor at the University of Twente,
Leading CONCORDIA Task on DDoS Clearing House for Europe
Dr. Frank Schubert, Head of Defence and Strategic Programmes Germany, Airbus CyberSecurity
GmbH, Co-leading CONCORDIA Pilot on Security of Vehicular Communication Systems

Annexes:



Short biographies are available in Annex 2.
Presentations of this session are available in Annex 3.
Summary

The following main areas were presented:
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CONCORDIA is a constantly growing consortium with currently 52 official partners and 6 in the
joining process. Partners have complementary competencies forming a balance between academia
and industry. There is more than 7m€ of additional funding.
There is strong and valuable collaboration between industry and academia, building an ecosystem
with an opportunity to connect research groups and create high quality results. One example is the
UAV communication application (https://www.youtube.com/watch?v=M-ZH2YEING8 ). A large
number of publications (>150) have been issued and a significant number of women have been
engaged in different committees as an outcome of the women in cybersecurity task.
CONCORDIA is building cross-sector cybersecurity solutions and infrastructures, needed in
industry – the two cross-sector pilots of CONCORDIA are: Threat Intelligence and DDoS clearing
house.
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CONCORDIA further builds sharing of threat intelligence information based on Malware
Information Sharing Platform (MISP), lab infrastructures, as well as developing a profile for the
cybersecurity consultant, corresponding training and certification.
In the field of education, there is a collection of courses for cybersecurity professionals as explained
during the Education Focus Group Session.
Women in Cyber is one of the main pillars of CONCORDIA, promoting diversity, role models and
mentoring. Activities include the production of the Manifesto and organization of workshops. A
new event on Women and Entrepreneurship was scheduled for 14.12.2020. Women in Cyber is not
only from women and for women; a joint collaboration with men is needed, as well.
CONCORDIA activities also focus on legal aspects, regulations and support for SMEs.
Developing a roadmap for Europe and its role in the European cybersecurity landscape is another
goal. The Roadmap is one of the critical activities of CONCORDIA as it relates to planning for the
future. The goal is to look at all domains and see where Europe stands in the next years. A number
of European initiatives exist already and CONCORDIA looks forward to striving together to
effectively build digital sovereignty.
Among others, another goal is to encourage the community to grow through different types of
organisations. Engagement with CONCORDIA can take place via the already established three
stakeholder groups (National Cybersecurity Competence Centres and Agencies Stakeholders
Group, Liaisons Stakeholders Group, Observers Stakeholders Group).
There is a synergy and many opportunities to expand and continue collaboration in the future, also
with the other pilots, after the projects end and well beyond 2022.

Additional CONCORDIA Links:





Service Catalog: https://www.concordia-h2020.eu/concordia-service-catalog/
Courses and trainings for professionals: https://www.concordia-h2020.eu/map-courses-cyberprofessionals/
Women in cybersecurity: https://www.concordia-h2020.eu/concordia-service-women-incybersecurity/
Community pact: https://www.concordia-h2020.eu/concordia-service-community-pact/
Conclusion

The Session provided an insight into the CONCORDIA consortium and project pilot activities in
cybersecurity. CONCORDIA presented its added value in connecting people and building an open, resilient
and trusted environment, with a tendency to collaborate even beyond the CONCORDIA project duration.

2.7 CyberSec4Europe Pilot Session
Web site: https://cybersec4europe.eu/
Title of session: CyberSec4Europe - Demonstrating Research and Innovation in Commercial, Public and
Social Domains
Speakers:




Alessandro Sforzin, NEC Laboratories GmbH
Dr. David Goodman, Trust in Digital Life
Médéric Collas, Groupe BPCE
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Erwan Dano, Groupe BPCE
Dr. Ramón Martín de Pozuelo, CaixaBank
Dr. Spyros Papastergiou, University of Piraeus
Vincenzo Savarino, Engineering
Prof. Dr. Antonio Skarmeta, Professor at University of Murcia

Annexes:



Short biographies are available in Annex 2
Presentations of this session are available in Annex 4
Summary

The objective of CyberSec4Europe is to lead the European cybersecurity research and innovation efforts
with technology advancements catering to the complex reality of the digital single market, as well as the
security of European citizens and society as a whole. To this end, WP5 of CyberSec4Europe comprises a
well-balanced combination of industrial participants and research centres that collaboratively identified and
analysed cybersecurity industrial challenges in selected sectors, and are cooperating to develop appropriate
solutions to address those challenges. The demonstration cases have produced a rich set of functional and
non-functional requirements that guided research, technology development and design, and helped define
the long-term research roadmap of the project.
In the 45-minute slot focused on CyberSec4Europe, the project gave a preview of the demonstrator cases
curated by Work Package 5 (WP5). Given the limited amount of time, three demonstrators were selected
that would cover a range of topics broad enough to pique the interest of the audience, namely, ‘Open
Banking’, ‘Maritime Transport’, and ‘Smart Cities’.
These three demonstrators were also selected with a view to provide a good overview of the impact of
CyberSec4Europe on both the European Union industry and citizens:




Open banking helps banks detect fraud and money laundering;
Maritime transport tackles cybersecurity issues of a supply chain which are often neglected –
CyberSec4Europe is the only pilot working in the area of maritime transport supply chain, and
Smart cities design new GDPR-compliant services to be deployed in cities for EU citizens.

The session started with an introduction from WP5 work package leader who provided a brief overview of
the WP goals and areas of interest. Then, each demonstrator had a 13-minute window slot to present their
work, future goals, as well as a live demo or video showcasing the current capabilities of their prototypes.
Open Banking Demonstrator
Presented by:




Dr. David Goodman, Trust in Digital Life (TDL)
Médéric Collas and Erwan Dano, Groupe BPCE
Dr. Ramón Martín de Pozuelo, CaixaBank

The first to present was the Open Banking demonstrator. They presented their Open Banking Sensitive Data
Sharing Network for Europe “OBSIDIAN” use case, the goal of which is to propose a solution that supports
the fight against fraud by sharing information between banks, and is more effective in detecting money
laundering or terrorist financing to protect the European market. The current EU regulation PSD2i helps
only a limited number of cases, specifically those in which a fraudster takes over a legitimate customer’s
account to transfer funds to his own account. Fraud such as real social engineering, technician fraud, supplier
fraud scams, credit fraud, and cheque fraud, are not touched in PSD2.
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This demonstrator proposes to create a trusted network of banks with a channel for sharing and exchanging
critical information on effective fraud, institutional IBANs, money laundering and terrorist financing data
using the latest open online banking APIs. By sharing this information, banks would improve their ability
to detect fraud. Central to this network is the OBSIDIAN server processing requests from banks. During the
session, we considered the example of fraudulent IBANs. Banks keep a list of fraudulent IBANs they have
encountered. This information can be pseudonymized and shared with other banks through the OBSIDIAN
server. An OBSIDIAN client installed at each bank handles the secure communication with the OBSIDIAN
server, and since the data is always pseudonymized, the anonymity of the banks is preserved. A key design
choice is that the OBSIDIAN server does not store any fraud data itself, it just acts as a secure
communication facilitator between the banks.
The OBSIDIAN proposal complies with EU regulations such as GDPR and preserves the ever-important
banking secrecy. Given its simplicity and effectiveness, it can be deployed even in countries with the most
restrictive secrecy laws and could be expanded into a European network.
The Open Banking slot ended with the presentation of a live demo showcasing some of the functionalities
of OBSIDIAN.
Maritime Transport Demonstrator
Presented by:


Dr. Spyros Papastergiou, University of Piraeus

Next up was the Maritime Transport demonstrator an area on which CyberSec4Europe is the only pilot
working in the maritime supply chain. The presentation included a brief overview of all use cases and a live
demo showcasing the MITIGATE tool currently under development.
The maritime transport sector is a convoluted environment comprising various stakeholders with different
security goals and requirements. The complexity of this field cannot be understated. It is a complex network
of domestic and international transportation, communications and information technology, warehouse
management, order and inventory control, materials handling and import/export facilitation, among others.
A further source of complexity is its union of physical (e.g., docking of the ship, stevedoring, loading,
unloading, storage, transportation, inspection, etc.) and cyber (e.g., pre-arrival notifications, customs
clearance documentation management, ISPS declaration, etc.) operations, all of which must be secured.
However, as is common in cybersecurity today, the threat landscape is continuously evolving. There is a
need for an innovative threat and risk management solution that will increase the resilience of the actors in
the maritime against cyber threats. This demonstrator proposes the MITIGATE tool as a possible solution.
It is a web application offering modules capable of a complete risk assessment process. MITIGATE provides
a risk management platform for port authorities that allows port operators to manage their security
effectively and efficiently. Port operators will be able to not only predict potential security risks, but also
mitigate and minimize the consequences of divergent security threats and their cascading effects. Possible
action-relevant knowledge bases are based on information associated with simulation scenarios and data
acquired from respected online sources and repositories (e.g., National Institute of Standards and
Technology (NIST)).
The MITIGATE system incorporates a bundle of automated processes and routines and integrates a wide
range of tools which enable port operators in structuring, organizing, and managing assets and threats, as
well as in executing simulation scenarios and deriving evidence-based knowledge that will be used for the
identification, classification, assessment, simulation, and mitigation of risks. The demo video presented at
CONVERGENCE showcased a number of these functionalities: how the tool models assets and the IT
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infrastructure; the catalogue of cybersecurity threats, vulnerabilities, and attack scenarios; a module to
analyse maritime supply chain services; the risk assessment module of the tool; and a useful mechanism to
generate attack paths and visualize them.
Smart Cities Demonstrator
Presented by



Vincenzo Savarino, Engineering
Prof. Dr. Antonio Skarmeta, University of Murcia

Smart Cities is another vertical of demonstrator cases involved in the CyberSec4Europe project.
Regardless of the application field (e.g., mobility, building and so on), a fundamental point for creation of
smart cities is the generation, analysis and sharing of large quantities of data. Smart city technologies capture
data about people and places in all forms of privacy. Day by day, they dramatically expand the volume,
range and granularity of the data being collected and processed.
However, this “smart city” process puts individual privacy at risk, thus reducing individual trust. Taking
into account this aspect, the smart cities demonstrator cases moves around personal data exchange among
citizens and other city stakeholders, mainly the municipalities, as key players in the delivery of public
services and the data management of citizens.
The Smart Cities demonstrator cases have focused on two main goals:



Setup and put into operation a user centric infrastructure to support sensor and other urban data
platforms and infrastructure for identity and personal data exchange and their reuse in public
services, in compliance with GDPR;
Setup an Open Innovation cycle that will drive city stakeholders from cyber security risks and needs
assessment to the identification of the related solutions (i.e. cyber security services).

The main outcome of the activities of the Smart Cities demonstrator is to enable a novel ecosystem capable
of fostering business models based on personal data exchange and usage in Smart City and Public Services.
This is achieved by properly managing compliance related to cyber security risks and regulations based on
trust in order to increase user confidence concerning personal data exchange and usage, thereby paving the
way for a cyber security competence centre on Smart Cities.
To this end, the Smart Cities demonstrator cases will connect the cyber security challenges of smart cities
through Open & Agile Smart Cities (OASC). OASC is an international city network with the objective to
“create an open smart city market based on the needs of cities and communities”.
In order to address the objectives of security and privacy of smart cities, a set of challenges were identified.
Based on the findings, the demonstrators of Murcia, Porto and Genova will focus on implementing and
putting into operation some of the use cases identified by deploying, testing and validating a set of prototype
solutions (mainly, individually in this first stage) to address the identified challenges, as illustrated in Figure
4.
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Figure 4: CyberSec4Europe - Smart Cities challenges and selected context (Annex 4)

In the second stage, the Smart Cities demonstrator cases will include a dedicated environment by leveraging
the CityXCity Catalogue provided by OASC. The catalogue allows cities and communities to browse
solutions that are already operational in cities. In addition, the catalogue enables the exchange, among
others, of cybersecurity solutions which work. In this way, cities can benefit from ideas and inspiration
which would ease the identification, uptake, collaboration and deployment of cyber security services for
smart cities. (The Catalogue went live in December 2020: http://catalogue.city/).
Conclusions and Next steps
The session on CyberSec4Europe was successful and generated interest in the audience. The three demos
and videos were especially appreciated and served the purpose of showing that the project is carrying out
concrete and relevant work. They also served the equally important goal of translating abstract research
goals and roadmaps into tangible prototypes capable of reshaping the European cybersecurity landscape.
More information on WP5 demonstrators, including those not presented during CONVERGENCE can be
found in two public deliverables [D5.1ii and D5.2iii]. The WP is currently working on finishing the first
round of prototypes for all demonstrators.

2.8 ECHO Pilot Session
Web site: https://echonetwork.eu/
Speakers:






Prof. Dr. Wim Mees (Royal Military Academy), ECHO Project Coordinator
Matteo Merialdo (RHEA Group), ECHO Project Implementation Coordinator
Fabrizio De Vecchis (RHEA Group), ECHO Early Warning System Leader (WP5)
Csaba Virág (Guardtime), ECHO Federated Cyber Range exploitation leader (WP9)
Kaarel Hanson (Guardtime), ECHO Federated Cyber Range implementation leader (WP6)

Annexes:



Short biographies are available in Annex 2
Presentations of this session are available in Annex 5
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Summary
Within this session, ECHO was introduced at 360 degrees, focusing on the results of its first two years of
work and providing a concrete overview and demo of some of the products and services. A snapshot of
ECHO in a nutshell is provided in Figure 5.

Figure 5: ECHO in a nutshell (Annex 5)

The ECHO team is, amongst many of its activities, currently working on the ECHO Early Warning System
(ECHO-EWS) and the ECHO Federated Cyber Range (E-FCR).
The goal of ECHO-EWS is to provide a secure operations tool which will provide a knowledge base on
threat intelligence and enable secure information sharing between organizations as illustrated in Figure 6.

Figure 6: ECHO Early Warning System (Annex 5)
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The goal of the E-FCR is to interconnect cyber range capabilities through a portal and provide a secure
market place to enable content providers to sell cyber range content to a wider market, as illustrated in
Figure 7.

Figure 7: ECHO Federated Cyber Range (Annex 5)

The session continued with a complete summary of the complex demonstration cases currently under
preparation to validate the general approach and the services proposed by the Consortium.

Figure 8: ECHO Demonstration Cases (Annex 5)

In brief, the activity of ECHO in the following sectors was described:
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Energy: There are increasingly more sophisticated cyber threats affecting both Information and
Communications Technologies (ICT) and Operational Technology (OT) and we are creating a
sector-specific cyber range emulating a Command & Control (C&C) Centre to support the
Demonstration Cases.
Healthcare: As ICT is becoming more and more pervasive in the healthcare sector, ECHO is
creating a sector-specific cyber range emulating a C&C Centre to support the Demonstration Cases.
One healthcare cyber range (a blood analysis laboratory) is already ready in place at the RHEA
premises and the other cyber range will leverage several medical devices.
Martime: The maritime sector is already strongly digitized and is of strategic importance. As ICT
and OT networks are highly integrated, there are specific challenges. ECHO is creating two sectorspecific cyber ranges to support the demonstration cases of technologies and prototypes.
Conclusions

ECHO aims to produce a set of very tangible results and the ECHO Consortium is actively developing
product-grade solutions, including:







ECHO Early Warning System (E-EWS),
ECHO Federated Cyber Range (E-FCR),
ECHO Cyber Skills Framework (E-CSF),
ECHO Multisector Assessment Framework (E-MAF),
ECHO Cyber Certification Schema (E-CCS),
ECHO Technology Roadmap.

At the end of the second year of the project (January 2021), all these solutions are transitioning from
advanced prototypes to more hardened products, in preparation for the validation activities.
ECHO targets practical use of outcomes to offer technologies and services having increased cyberresilience by sector and among inter-dependent partners:








Use of E-FCR for experimental simulation of cyber-attack scenarios, pre-production testing,
product evaluations, training;
Combined use of E-FCR and E-Cybersecurity Certification Scheme (E-CCS) for certified
qualification testing of potential technologies required to meet customer specification;
Use of E-CCS as a benchmark of cybersecurity certification to be obtained as a market
differentiator;
Combined use of E-FCR, E-EWS and E-Cyberskills Framework (E-CSF) to support training
delivery;
Use of E-EWS to share early warning of cybersecurity related issues (e.g., vulnerabilities,
malware, etc..), potentially at EU level;
Promotion of improved cyberskills through leveraging diverse education and training options
made available by the E-Cyberskills Framework, particularly as it relates to security-by-design best
practices;
Facilitate the elicitation of cybersecurity technology roadmaps leveraging on the E-Multisector
Assessment Framework.

The ECHO Consortium is expanding, with two new partners added to the team and several others under
evaluation, with the aim of reinforcing its team with 15 new partners by the end of 2023.
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Next Steps
During 2021, complex demonstration cases will validate the technologies and frameworks developed within
the project, aiming at the provision of ECHO services which will benefit the European Cybersecurity
Competence Network. During 2022, the following ECHO services will be active:









E-EWS and E-FCR TRL 6 prototypes to be developed at the beginning 2021;
Governance Models (plus related transition from the current model) for the network will be ready
for mid-2021;
Preliminary models for sustainability of the ECHO network, the E-EWS and the E-FCR, are ready;
13 ECHO cyber ranges are deployed or in deployment to support the demonstration cases;
Goal is to immediately deploy E-EWS (already operational) and E-FCR and start using them within
the ECHO enlarged partners (beneficiaries + stakeholders) – new tenants for the E-EWS and new
cyber ranges for the E-FCR;
Training packages will be ready for mid-2021 and in delivery, leveraging on E-EWS and E-FCR
prototypes;
The Healthcare, Maritime, Energy sectors demonstration cases are under development (including
dependencies with the space sector, likely);
More than ten technology innovations from the Technology Roadmaps are under development and
will be concluded.

2.9 SPARTA Pilot Session
Web site: https://sparta.eu
Title of session: This is SPARTA: Towards European Strategic Autonomy
Speaker:
Augustin Lemesle, Research Engineer at the Software Safety and Security Laboratory at CEA, member of
the SPARTA coordination team
Annexes:



Short biography is available in Annex 2
Presentation of this session is available in Annex 6
Summary

In response to the objectives of the EU, to uphold its interests, and in order to contribute to its strategic
autonomy, the SPARTA Consortium assembled a rich and diverse set of actors at the intersection of
scientific excellence, technological innovation, and societal sciences in cybersecurity.
In this session, SPARTA presented its main achievements, including the SPARTA Roadmap, the SPARTA
Cybersecurity Skills Framework, as well as demonstrations of breakthrough capabilities developed by its
programs. In brief, the following topics were covered:


SPARTA presented its mission-oriented and accountable governance with a focus on
o Ethical, Legal, Societal aspects as first-class citizen

Internal assessment of the CCN pilot:
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o
o

Internal Ethical, Legal, and Societal Aspects (ELSA) audit
Interaction with all four SPARTA Programs

Figure 9: SPARTA Roadmap and Programs (Annex 6)
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SPARTA briefly introduced its Roadmap and four Programs recalling that at the beginning of
2021:
o A new version of the Roadmap would be issued.
o New concrete results and demonstrators would be unveiled for the four Programs especially
for CAPE and HAII-T.
o An AI contest would be held to raise awareness on the cybersecurity of AI.



SPARTA has continued its community building activities even in the current context with
monthly virtual workshops and brokerage events.
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Figure 10: SPARTA Partnership – JCCI (Annex 6)







SPARTA launched a new version of its Joint Competence Centre Infrastructure (JCCI), which
can be found at: https://sparta.eu/JCCI/jcci_home.html.
SPARTA published its Cybersecurity Skills Framework (CSF) and is now working with ENISA
to build a European CSF.
SPARTA has analysed more than 100 bachelor and master degrees and published a goodpractice curricula designer with two interactive tools: an Education map (available at
https://www.sparta.eu/study-programs/) and a Curricula Designer tool.
SPARTA is involved in the outermost regions of Europe to widen its impact and raise awareness
of Cybersecurity with training actions in universities, SMEs and critical infrastructures.
The campaign of SPARTA known as “Women in SPARTA” is ongoing with various activities,
such as webinars and interviews.

Conclusions
SPARTA has been diligently working on many fronts for almost two years of activities, with the goal of
organizing its CCN pilot network and governance, with the aim to establish a European Strategic Autonomy
in cybersecurity. In doing so, SPARTA is producing numerous important assets, such as the SPARTA
Roadmap, CSF, JCCI, with significant advances in different fields of cybersecurity. For any additional
information, visit the SPARTA website (https://sparta.eu).
Next Steps
SPARTA will soon reach a new milestone in its execution with the end of its second year. At this point,
SPARTA will publish numerous results, among which will be a new version of the SPARTA Roadmap,
CAPE and HAII-T Demonstrators, SAFAIR AI Contest, a training evaluation pilot and many others.
Tentative dates for the SAFAIR AI Contest:
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February, 2021. Launch the website with the announcement and contest rules. Start an active
advertisement campaign for the contest.
March 1, – May 15, 2021. The contest will start on March 1, 2021. Participants are working on
their solutions. In the meantime, SPARTA will organize a few intermediate rounds of evaluation.
May 15, 2021. Deadline for the final submission.
May 15 – May 31, 2021. Organizers evaluate submissions.
May 31, 2021. Announce contest results and release evaluation set of images.

2.10 JRC – European Cybersecurity Atlas
Web site: https://cybersecurity-atlas.ec.europa.eu/
Speaker:


Dr. Igor Nai Fovino, Deputy Head of the Cyber and Digital Citizen Security Unit of the European
Commission’s Joint Research Centre.

Annexes:



Short biography is available in Annex 2
Presentation of this session is available in Annex 7
Summary

The scope of this session was to present the European Cybersecurity Atlas and to provide insights about its
launch and operational details. In support of the proposed legislation to establish a European Cybersecurity
Competence Centre and Network (CCCN) to strengthen the European cybersecurity technological and
industrial capacities, the European Cybersecurity Atlas, a digital knowledge management platform, aims to
map, categorize and stimulate collaboration between entities with cybersecurity expertise across Europe.
This initiative will contribute to enhanced networking, visibility of ongoing efforts and expertise on
cybersecurity across Europe, delivery of the EU cybersecurity policy agenda, and ultimately a more secure
Europe. The members of the four cybersecurity network pilots and ECSO will be enabled first to join the
European Cybersecurity Atlas initiative.
Conclusions
The Cybersecurity Atlas is an occasion for Europe to better coordinate policy and research actions at the
continental level. The advantages to the Cybersecurity Atlas are multifold as it will:
●
●
●
●

strengthen collaborations among cybersecurity institutions,
contribute to close the gap between academia, industry and policy making,
contribute to foster a Cybersecure European Digital Society,
provide a network by making tools available through the Atlas, which will open opportunities to
enlarge the research network,

●

enhance visibility as the Cybersecurity Atlas will become the preferred source of information
concerning cybersecurity activities for EU institutions,
give the chance to contribute to EU policies through the participation to EU programmes, events
and consultations,
provide access to relevant information from EU projects starting with deliverables from the pilots.

●
●
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The Atlas will not only be an instrument for institutions, but also for researchers and practitioners. As such,
it will also have benefits at end user level, offering the possibility to enhance the visibility of key-researchers
and practitioners affiliated to enrolled institutions.
Next Steps
The Atlas will be opened to the members of the four pilot networks and of ECSO in early January 2021.

2.11 Communications Focus Group
Speakers:





Dr. David Goodman (CyberSec4Europe)
Elisabete Carrera (SPARTA)
Márton Kis (ECHO)
Martin Horák (CONCORDIA)

Annexes:



Short bio is available in Annex 2
Presentation of this session is available in Annex 8
Background

The challenge for this session was not only about how to present an effective narrative on the joint
communications activities between the four pilot projects, and how this collective message had been honed,
but also how to overcome the online “communications fatigue” felt by all, having spent the best part of 2020
in front of screens rather than face-to-face. With researchers reporting that studies have shown that onscreen meetings are genuinely more exhausting and requiring more concentration than in person meetings
– missing the vital body language so essential to mutual understanding – this Focus Group was faced with
the conundrum of how to make the act of communicating about communication more diverting and
engaging.
For this session, the CCN Communications Group chose to present a number of questions that have taxed
them since coming together as a group of communications professionals in a more animated way,
encouraging greater interaction with an online audience. The session began with an overview of the CCN
Communications Focus Group, presented by David Goodman as current chair of the group. (NB: The group
is chaired by a representative of each pilot on a six-monthly rotational basis.) This introduction explained
who the group is, how the primary tasks are defined, what has been achieved to date and is planned in the
future. The session opened with a poll to ask the online audience which group they identified as the most
important sector for this Focus Group to address individually and collectively, the four options being:





the cybersecurity community
national and local governments
the general public
industry and commerce
Summary

Four questions were presented in a series of short videos, each in a distinct style.
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(1) Who needs to know what it is the pilots are doing and what is the objective of this? This question
produced two different strands of argument. Firstly, that beyond our specialist audiences, we should focus
on the general public in both a private and a work capacity as each individual represents an important
contributor to the digital economy. This was countered by the argument that it comes down to resources.
Reaching the 500 million citizens of Europe and the myriad of SMEs that make up 99% of European
businesses would be impossible for the pilots and therefore the focus should be the cybersecurity
community. It was acknowledged that even for the Commission, it would be extremely difficult to create a
message that would reach everyone; and therefore, the most effective action that the pilots could offer would
be to provide best practice guidelines for communicating the importance of good cybersecurity awareness.
(2) What is the message? How are we delivering it and when?
The question examined the different aspects of the message: namely, that the pilots are trying to build a
more secure Europe through a Competence Centre and Network, by sharing resources though strong
integration and cooperation, as well as by providing a catalogue of services. Unity was felt to be one of the
central themes of this message. Consistency of message between the four pilots was also emphasized. Also,
it was felt that the pilots should sell the specific “benefits” of their work to each target audience.
(3) How to reach people?
This question was approached by looking at the role of storytelling as a communications tool, and how the
Communications Focus Group should frame the narrative for the work of the pilots. It was argued that the
traditional narrative structure of the “quest” was a good model rather than the struggle to overcome the
“monster” (hackers?) which could be too abstract for many audiences.
(4) How to take account of diversity?
The question looked at some of the obstacles faced in trying to reach a hugely disparate audience. It was
acknowledged that so many aspects of cybersecurity awareness could be country or age specific, so there
was agreement that there really was a need to get to know the audiences and gain a very detailed
understanding of the demographics. It was also raised in the discussion of question (3) that storytelling was
a good way to tackle the issue of diversity as some stories can be tailored into highly relatable narratives for
individual audiences.
After the questions had been debated, it was noted that, the CCN Communications Group, had worked
collectively in preparing these short accompanying videos and that the exercise had provided an exemplary
cooperation of the four pilots working together successfully.
Conclusion
The online audience was then invited to respond again by poll to the initial question: namely, which is the
most important audience for the pilots to reach out to. A large majority concluded that the general public
was the most important category. It was acknowledged that, as this had huge resource implications, it would
provide a further lively debate amongst the CCN Communications Group at their next meeting. It was also
noted that the broad category of the general public had changed markedly in the last few years. There was
now a real interest in the issue of cybersecurity amongst a much wider group who were beginning to have
a stronger awareness of the relevance of cybersecurity to their personal and professional lives. The
Communications session highlighted the many challenges that were faced in communicating about their
work – highly diverse audiences, pitching the message at the most appropriate level, translating highly
technical concepts in a clear and concise way and emphasizing the enormous implications of cybersecurity
challenges in order to secure a strong digital future for Europe.
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Next steps
The CCN Communications Group will continue to meet on a monthly basis to address these issues and look
at further ways to cooperate and amplify their individual messages. A communication strategy for the group
had been agreed upon and there were specific associated deliverables which they would continue to roll out
over the lifetime of the projects. There would also be the need, as the COVID-19 crisis has amply
demonstrated, for flexibility and agility in tailoring their collective message to the ever-changing landscape
of cybersecurity.

2.12 Education Focus Group
Panel Session: Four pilots one goal: a strong European Education Ecosystem for Cybersecurity
Moderator: Dr. Fabio di Franco, ENISA
Speakers:





Felicia Cutas, Project Lead at EIT Digital, (CONCORDIA Task Lead T3.4 Establishing a European
Education Ecosystem for Cybersecurity)
Edmundas Piesarskas (SPARTA, WP9 Cybersecurity training and awareness, responsible for
Cybersecurity skills framework development (T9.1 & D9.1))
Argyro Chatzopoulou (CONCORDIA)
Pavel Varbanov (ECHO)

Annexes:



Short biographies are available in Annex 2
Presentations of this session are available in Annex 9
Summary

Almost a year ago, the education experts of the four pilot projects CONCORDIA, CyberSec4Europe,
ECHO, and SPARTA came together and set up the CCN Education Focus Group.
The CCN Education Focus Group is looking into the creation of a European education ecosystem for
cybersecurity to support the work of the future network of cyber competence centres and to contribute to
the EU efforts in closing the cybersecurity skills gap. The CCN Education Focus Group aims to take
advantage of the strengths of each pilot project, combining and consolidating the available resources and
investing them in complimentary activities that converge to a common goal. The collaboration is structured
around specific strands, from mapping existing programmes and courses to a common skills framework,
from the creation of innovative certification schemes to developing the European education ecosystem.
ENISA has been overseeing the cross-pilot cooperation by acting as an independent, competent and trusted
partner.
This session was divided into four topics, as follows:





Mapping strand
Skills Framework strand
Certification strand
Ecosystem strand
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Mapping Strand
This part of the session focused on mapping and was presented by Felicia Cutas (CONCORDIA).
Two snapshots of the pilots were provided to illustrate the objectives of the individual pilots and the types
of courses offered, as given in Figure 11 and Figure 12.

Figure 11: Education ecosystem - Pilots’ Objectives of the individual maps (Annex 9)

Figure 12: Education ecosystem - Course content and status of the pilots (Annex 9)

Felicia Cutas explained:
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The current status is that there are three maps and different primary/secondary objectives when
collecting & displaying the data:
o CONCORDIA displays short courses and trainings for cybersecurity professionals and
middle managers;
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o SPARTA displays BA and MA programs;
o CyberSec4Europe displays MA programs.
There is a need to consolidate the databases and keep them up to date in the long term for the benefit
of end users;
The Higher Education database of ENISA offers the necessary features for the BA, MA and PhD
programs;
For the time being, the short courses and trainings for professionals cannot be incorporated into the
ENISA map but a pointer to the CONCORDIA map is included in the FAQ section.
Skills Framework Strand

This part of the session was presented by Edmundas Piesarskas (SPARTA). First, a snapshot of the pilot
approaches was given (Figure 13):

Figure 13: SPARTA Skills Frameworks - pilots have different paths (Annex 9)

Edmundas Piesarskas continued





There were a few cross-pilot meetings in which the Skills Framework was among the topics.
All the pilots approach the Skills Framework from very different perspectives: some place more
focus on the educational part whereas others use it as an instrument only. SPARTA has developed
its own position regarding the Skills Framework and has shared it with the other pilots.
Different approach perspectives require more time to reach a shared understanding of the subject.
For the moment, cross-pilot discussions are at the point where they are seeking general agreement
on whether one single Skills Framework is necessary and what would be its purpose.
Certification Strand

This part of the session was presented by Argyro Chatzopoulou (CONCORDIA) who spoke about:
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Definitions of certification,
Cybersecurity training process,
Certification, which can be applied in various parts of the Cybersecurity training process, as follows:
o It can be applied to products. A possible example of such a scheme could be the MOOC
certification scheme that is currently under review through the joined efforts of two of the
pilot projects (CONCORDIA and CyberSec4Europe).
o It can be applied to skills. An example of a cybersecurity skills certification scheme is the
one currently being implemented by CONCORDIA for the role of the Cybersecurity
Consultant.
o It can be applied to processes. An example of this could be the training process of
cybersecurity courses.
Connection between certification and the cybersecurity framework.
Ecosystem Strand

This part of the session focused on mapping and was presented by Paul Varbanov (ECHO), who explained
that the four pilot projects possess all the prerequisites needed for the development of an ecosystem. What
are those prerequisites or bricks that build such an ecosystem?





The first one is the presence of the stakeholders – industry, academia, educational and research
organizations, citizens. There is a representation of all those stakeholders across the four pilot
projects.
The second component is a number of value-added products and services. The information
shared in the previous strands provides the confidence that this necessary pool of value-added
products is already represented: educational ones such as innovative approaches in building
skill frameworks that will support the European efforts in this endeavour, curricular guidelines,
certification schemes, promotion of courses and education programs, hands-on tools for
improving the learning experience, solutions for timely detection of malicious activities and so
on.
The third component is the strong economy. Despite the tough COVID situation during 2020,
the European economy still can be called strong as it is united and has all the conditions and
results inherent to a strong economy.

Q&A
Figure 14 provides a summary of the Q&A chat content during the remainder of the session:
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Figure 14: Education Focus Group Session - Chat thread

Conclusions
Mapping Strand
The proposal to have a single map for BA, MA, PhD programs and short courses and trainings has plusses
and minuses (see feedback received in Figure 4). The user experience gained from using the map and the
long-term guidance in building a career in cybersecurity or offering information on the education big picture
should be considered when taking this decision to have one single map.
Skills Framework Strand
One central, EU-wide cybersecurity Skills Framework can be very useful for different stakeholders,
including industry, education and professional training institutions, policy makers, standardization and
certification bodies. But designing such a framework requires wider involvement than just the pilot projects.
The agreed position is that it would be very valuable for further developments on the subject.
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Certification Strand
Certification is an important tool for all interested parties. Certification provides greater transparency and
comparability. There is a clear connection between the cybersecurity framework and certification. The
framework contains the requirements that could be used for the certification of various components related
to cybersecurity training.
Ecosystem Strand
Despite the diversity of the partner organizations in different pilots, in terms of size, financial capacity and
competitiveness, during the last two years the pilots proved that they are ready to collaborate for a secure
and better protected European Digital Market. Collaboration in a competitive world is not always an easy
task, but they felt equipped to have most of the marketing and intellectual tools that facilitate their work
towards a common goal.
Recommendations and Next Steps
Mapping Strand
Adjusting the parameters of the already collected data on BAs and MAs in view of aligning them with
ENISA map is a work in progress. The feasibility of having one single map covering all types of short and
long programs, trainings included, will be reassessed in a year.
Skills Framework Strand
Further alignment among the pilots in a small group dedicated to Skills Framework should continue. After
main relevant deliverables are finalized by all pilot projects, a clearer agreed position can be developed.
Certification Strand
Further certification potential should be researched especially with the support of all the pilots, in order to
achieve a higher value of the resulting scheme and a greater help to the market. The cybersecurity skills
certification scheme for the Cybersecurity Consultant piloted by CONCORDIA is in progress and is
expected to be piloted within 2021. The joined efforts regarding the certification scheme for MOOCs is
expected to produce further results in 2021.
Ecosystem Strand
After the CCN Education Focus Group concluded that the approaches and goals of the four pilot projects
do not overlap, they are in the process of defining a set of common goals and strategy for building the
European Education Ecosystem. This should be done quickly so as to be able to move a level up to reach
an agreement on a plan for implementing this strategy. This process could be supported by the CCN
Governance and Technology Roadmap Focus Groups.

2.13 Cyber Ranges Focus Group
Speakers:
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Dr. Almerindo Graziano, CEO at Silensec
Prof. Georges Ataya, Founder and Academic Director of IT and Information Security Management
Education at Solvay Executive Education
Dr. Fabio di Franco, ENISA
Dr. Ioannis Askoxylakis, Cybersecurity Policy Officer, DG-CONNECT
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Csaba Virág, Guardtime, Co-ordinator of the Cyber Range Focus Group at ECSO

Annex:


Short biographies are available in Annex 2
Summary

Cyber ranges and exercises have been gaining in popularity over the last couple of years as a means to
validate organizational capabilities and capacities. Increased fields of utilization are being explored and
there is a consensus on the benefits of human capacity building along with an assessment of the level of
cyber resilience. The panel discussion focused on the current and future state of the EU cyber range and
exercise market.
The session discussed the current and future usability of cyber ranges and simulation technology in raising
cyber resilience through various domains: education, training, research and certification.
Conclusions
Cyber ranges are usually referred to from a technological perspective, yet the main focus shall be on the
benefits and advantages that the technology can provide. Europe has a well-established cyber range
knowledge and experience, yet the technology is not wide spread. The reason for this is multifold: lack of
access, lack of understanding and lack of incentives. The EU puts a high focus on further supporting the
technological and usability research programs through DEP and HE and there are initiatives to create
financial incentives to promote the benefits and capabilities of cyber ranges.

2.14 Cyber-Threat Intelligence (CTI) in the Financial Sector Focus Group
Speakers:




Dr. Ramón Martín de Pozuelo, Project Manager in Security Information and Transformation at
CaixaBank (CONCORDIA Financial Pilot leader (WP2))
Jose Francisco Ruiz, Senior cybersecurity consultant and technical project manager at Atos
(CONCORDIA Financial Pilot participant (WP2))
Prof. Dr. Antonio Skarmeta, Professor at University of Murcia (CyberSec4Europe WP3 leader)

Annexes:



Short biographies are available in Annex 2
Presentations of this session are available in Annex 10
Summary

Digital transformation and technological development bring with them new cyber threats and risks in the
financial sector. The scale and complexity of these cyber threats require organizations to collaborate in order
to help build resilience and leads to collective action. Collaborating, financial entities will be able to identify
those threats and react faster. That is a fact for several sectors, but financial services sector can benefit from
Cyber Threat Intelligence (CTI) in additional aspects. CTI sharing allows banks and CERTs to react and
properly respond to:



Potential cybersecurity attacks,
Financial fraud and crime information.
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However, there are some challenges to be resolved in CTI for the financial sector. The ones discussed in
the session were:






Trust: The lack of trust on the platforms and the reluctance of the institutions to share data,
especially when it is not their own data but sensitive data from their customers (for fraud prevention
activities).
Heterogeneity: The different tools, data formats, and even the application of regulation of different
member states makes the interoperability between platforms and collaboration more difficult.
Data sensitivity: Financial institution are reluctant to share sensitive data.
Highly regulated sector: The financial services sector is a highly regulated sector, not just because
of the amount of regulations about data management and business continuity, but also because of
the strict and continuous control that the regulators apply to the entities.
Data volume: To store more sensitive data means, on the one hand, more risk and on the other
hand, more work on evaluating this data. Automation in CTI data processing is needed.

On the other hand, there are a great number of opportunities identified in the exploitation of CTI data in the
financial services that will provide a high added-value to the financial institutions. The following is a
summary that was presented during the session:




Build more secure financial institutions: Secure the entity infrastructure and the clients by
building the security controls, mechanisms and procedures based not only on the individually
collected data, but on the data, experience and knowledge of other institutions collaborating within
the sector. More data analysed with a broader perspective allows institutions to identify the attacks
earlier and react faster.
Entities can also have additional revenues in sharing information, building a CTI information
market in which entities can be incentivized to share more information and help others to improve
their security.
CTI Interoperability Issues

CTI can be defined as “any information that can help an organization to identify, assess, monitor and respond
to cyber threats”. Therefore, the type of formation that is shared includes, among others:




Log entries and alerts,
Measurable actions,
Identified vulnerabilities.

Nowadays, the number of CTI sources is increasing on a yearly basis, as well as the number of tools that
consume data from CTI. This includes multiple actors, ranging from public institutions to industry-focused
groups. This shows how different sources and types of information can be shared, and therefore the issues
it may have according to each set of data.
The main goal for CTI is to share openly and automatically information. There are several barriers that make
this goal very difficult to achieve, ranging from technical barriers to legal ones. More specifically, the
following four main barriers were identified that need to be covered before a true and really useful CTI
platform can be created:
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o Different legal frameworks for the organizations sharing data
o Issues with sharing data that include personally identifiable information
o Sharing in different countries (from where the data is generated) also has legal implications
Policies and procedures
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o





Each organization that wants to share data must follow a series of procedures and policies
(e.g., why share, to whom, what, etc.)
o Organizations may consider adopting a cybersecurity sharing framework
Semantic and syntactic
o Standards help to harmonize the sharing of information (e.g. MISP or STIX)
o Each organization adapts, alters or creates the one they want to use
o Some standards (but only some) can easily be transformed to other standards
Technical interoperability
o Solutions for supporting automated exchange of information
o Protection of information and anonymisation
CTI Sharing

The realization of the CTI sharing process in the financial context involves security and privacy concerns
which need to be considered, such as the sensitive information disclosure, unauthorized access to shared
data and manipulation of exchanged information. To address such issues, the CTI sharing proposal
envisages the application of mechanisms designed to enable proper protection of shared CTI data, whilst
the privacy of involved organizations is still preserved. Accordingly, the proposed solution is composed of:
●
●
●
●

●
●

A fully distributed CTI sharing network. Every financial organisation owns a MISP instance to
enable the exchange of CTI. However, it should be pointed out that the CTI sharing network is
agnostic to TIPs, so that other technologies could be further employed.
A permissioned blockchain network, which allows auditing of all CTI transactions among
involved organizations, thus guaranteeing reliability in the CTI sharing process.
A distributed federated identity manager (IdM). Every financial organization owns an IdM
instance to enable authentication of its users.
The TATIS (Trustworthy APIs for Threat Intelligence Sharing) entity, which represents a fully
distributed component presented in every financial entity, is responsible for:
○ Granting access to the use of CTI platforms via prior authentication in the IdM.
○ Protecting and enabling access control to sensitive data by the application of the CiphertextPolicy Attribute-Based Encryption (CP-ABE) encryption scheme, in order to establish what
shared data can be accessed and by whom.
○ Auditing shared CTI data on a permissioned blockchain to ensure the integrity of the data
and to verify its provenance.
The Privacy-Preserving component, which is responsible for supporting Privacy Enhancing
Technologies (PETs) mechanisms, such as k-anonymity, to prevent sensitive information leaks that
could harm involved organizations.
CTI Producer/Consumers components represent the end entities of the scenario. Producers are
in charge of creating CTI events by grouping Indicators of Compromise (IoCs), while Consumers
retrieve those events. Note that both entities have to be authenticated through the IdM.

Furthermore, the main interactions and processes in the proposed solution are the following:
●

A CTI Producer creates a new event including cyber-threat information related to the attack (e.g., a
new phishing campaign has been detected):
○ TATIS enables the Producer to protect access to certain shared data by CP-ABE encryption,
thus ensuring data confidentiality.
○ After a successful authentication process through the IdM, TATIS grants the Producer
access to share CTI through the TIP.
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○

●

TATIS derives the event to the Privacy-Preserving component to obfuscate sensitive
information related to the organization by applying PET mechanisms, so that its privacy is
ensured.
○ TATIS audits the CTI transaction through the permissioned blockchain and also publishes
such CTI information on the TIP (e.g., MISP) for its further dissemination towards the
interested organizations.
A CTI Consumer contacts TATIS to retrieve the event including CTI data from the TIP. This
process requires a prior Consumer authentication in the IdM.
○ The Consumer is able to decrypt protected data if it complies with the CP-ABE access
policy employed during the encryption process
Conclusions

Figure 15: Cyber Threat Intelligence - Cross Pilot Conclusions (Annex 10)

In summary, the proposed system enables a decentralized trustworthy environment intended to foster the
CTI sharing process in the financial sector, with the aim of helping to build resilience and collective actions
against further cyber attacks. Additionally, the proposal integrates privacy-preserving and encryption
approaches that allow the shared CTI to be properly protected, thereby addressing potential security risks
that could damage the reputation of involved organizations. Finally, the objective of this proposal is to
identify technical gaps and challenges for potential improvements, as well as to collaborate with other pilots
to create a cross-pilot approach.

2.15 Roadmapping Focus Group
Moderator: Fabio Martinelli, SPARTA
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Speakers:





Prof. Dr. Claudia Eckert, Scientific Director of SPARTA
Prof. Dr. Evangelos Markatos, FORTH, CyberSec4Europe
Arthur van der Wees, LLM, DPO and Chair Ethics Committee to CONCORDIA
Dr. Theodora Tsikrika, ECHO

Annexes:



Short biographies are available in Annex 2
Presentations of this session are available in Annex 11.
Summary

Fabio Martinelli introduced the speakers and the focus of this session.
SPARTA
To start, Claudia Eckert presented the Strategic Research and Innovation Roadmap developed so far in
SPARTA:





The mission of strengthening European digital sovereignty,
The process of curating research challenges with a focus on technologies, training and education
and certification by breaking the mission down into concrete mission programs
Timeline and summary of short- mid- and long-term challenges that contribute to achieving the
overall mission of, e.g., trustworthy software, threat intelligence, user data governance, quantum
IT, etc.
The next version of the SPARTA roadmap will be released in March 2021.
CyberSec4Europe

Evangelos Markatos presented the CyberSec4Europe Roadmapping process. In essence, to start the
roadmapping process, a lot of questions were asked in order to derive the selected research challenges for
cybersecurity, for example, to pinpoint the “What? Who? How? When?”
The focus of the roadmap in CyberSec4Europe is on seven verticals (application domains) for developing
cybersecurity. These are “Open Banking, Supply Chain, Identity Management, Incident Reporting,
Maritime Transport, Medical Data Exchange, Smart cities”. The research challenges facing each vertical
was explained and are made available in the slides.
CONCORDIA
Arthur van der Wees presented the upcoming CONCORDIA Cybersecurity Roadmap for European Digital
Sovereignty, as follows:




The CONCORDIA vision was presented on how to build, achieve and sustain European digital
sovereignty via four intertwined main domains, namely,
o Collaborative Resilience, Research and Development, Education & Training, Economic
aspects.
A Holistic roadmapping approach that focuses on the following areas, namely,
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o



Research and innovation, Education and skills, Economic Perspectives, Legal and Policy
Perspectives, Certification & Standardisation, Investment Strategies, Community Building,
Other Objectives, Challenges & Scenarios .
The first CONCORDIA Cybersecurity Roadmap release is expected at the beginning of 2021.
ECHO

Theodora Tsikrika presented the achievements towards the ECHO Roadmap:







Roadmapping activities occurred across three main dimensions: technologies, training, and
certification;
Particular focus was given to specific sectors: Health, Maritime Transport, Energy;
Identification of technical and transversal cybersecurity challenges included:
o Technical challenges, such as critical infrastructures protection and resilience, data security
and privacy, disruptive technologies (AI, IoT, quantum technologies), cloud infrastructures,
software and hardware security engineering, digital forensics etc.
o Transversal challenges, such as human and organizational, economic and financial aspects,
legal and regulatory, strategic and societal aspects, ethical issues etc.
Technology roadmaps to develop ECHO assets and prototype tools included the ECHO Early
Warning System and the ECHO Federated Cyber Range, etc.
Overarching priorities towards EU Digital Sovereignty
Q&A

Question from the audience: Who’s going to approve the pilot roadmaps?
Claudia Eckert: There are review cycles with reviewers from the EC, internal review processes
with pilot networks are conducted, and input from communities outside the pilot are collected.
Fabio Martinelli started the panel discussion on how the four pilots can work together on roadmapping
activities given the different approaches that were just presented:
Question: Which are the consolidation goals of interest for the European Union?
Claudia Eckert: Digital sovereignty is at the heart of consolidation. Potential, meta-level views
that harmonize the four roadmaps on different dimensions (e.g., technologies, applications,
education, etc.) with forward references on detailed roadmaps.
Question: What are the most important research challenges to achieve digital sovereignty?
Evangelos Markatos: All four pilot collaborate towards producing a common roadmap, especially
in the area of European Digital Sovereignty. Thus, at the end of this effort we will have a common
roadmap answering exactly this question. If I need to select a few important topics in this area I
would choose secure software development, vulnerability discovery in software, and trustworthy
hardware.
Question: What does it take to build, achieve, and sustain digital sovereignty given the challenges that were
identified?
Arthur van der Wees: If we focus on a specific dimension (e.g. research) then malicious actors
will focus on the other ones; therefore, we need a holistic approach. If we focus on a static 5-year
roadmap, then we will miss out certain aspects. We need to start with quite a few action points
today, in order to achieve long term objectives via teamwork. Investment is important, as we need
to keep and sustain capabilities produced by research.
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Question: How important is cybersecurity awareness and protecting citizens online in strengthening digital
sovereignty in Europe?
Theodora Tsikrika: The human aspect is important. There is a need for increasing cybersecurity
skills and training in the EU for professionals. Keeping citizens well informed and having them
trust digital platforms is important.
Closing thoughts from each panellist on what is the most critical topic that we should address for digital
sovereignty in short- and mid-term:





Claudia Eckert: Think beyond technology, think about methodology and come up with selfhealing systems to be prepared for unseen threats.
Evangelos Markatos: Use open-source platforms hosted in Europe in our daily activities.
Arthur van der Wees: The first step would be to increase the transparency of existing systems,
and the second step would be to rely on pure European products.
Theodora Tsikrika: It is really important to invest in human capital, increase capacity for
innovation, skills and training, invest in cyber ranges and their federation.
Conclusions

Digital sovereignty is an excellent common ground that the four pilots can cooperate on to guide the
European institutions in focusing on the most critical short- mid- and long-term research directions to
achieve and sustain it.

2.16 Governance Focus Group
Title of Session: Seizing and Multiplying the Opportunities: Comparing Governance Perspectives
Speakers:





Dr. Natalia Kadenko, Researcher at the Organisation & Governance section at the Delft University
of Technology in the Netherlands, Leading (ad interim) Work Package on Governance in
CyberSec4Europe
Dr. Velizar Shalamanov, Deputy Director of the Institute of Information and Communications
Technologies, role in ECHO
Arthur van der Wees, Founder and Managing Director of Arthur’s Legal with a role as Legal and
Data Protection Officer (Strategies, Ethics, Policy), at CONCORDIA
Dr. Thibaud Antignac, Computer Scientist and leads the Software Safety and Security Laboratory
at CEA (French Alternative Energies and Atomic Energy Commission), Executive Director of the
SPARTA Cybersecurity Competence Network pilot

Annexes:



Short biographies are available in Annex 2
Presentations of this session are available in ANNEX 12
Summary

The first part of the session was dedicated to the presentation of the governance models and governance
approaches of the four pilots.
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CyberSec4Europe
Natalia Kadenko presented the CyberSec4Europe bottom-up, community-oriented, multi-stakeholder
approach (Figure 16). This approach is realized through the network of Community Hubs of Expertise in
Cybersecurity Knowledge (CHECKs), which will provide an auspicious environment for community-level
research, innovation, and capacity building in cybersecurity. To make the bottom-up approach work with
the Commission Proposal, the Stakeholder Council, as a sub-structure for the Competence Centre, would
ensure the involvement of civil society, as well as facilitate transparency and promote trust. The CHECKS
can enable more efficient consortium-building by being a platform that brings researchers, firms and
governments together at the board level. Natalia also touched upon the joint inter-pilot governance
coordination work group chaired by CyberSec4Europe.

Figure 16: Governance – CyberSec4Europe Approach (Annex 12)

ECHO
Velizar Shalamanov outlined the ongoing process of ECHO (Figure 17) as transformation of the assets of
the different WPs into one ECHO network, a matrix organization consisting of several WGs, similar to
CHECKs and focusing on services, as well as regional chapters (at least one per Member State). The Central
Hub would be interfacing with the European Cybersecurity Competence Centre. ECHO is working on the
design of the key processes and organizational structures for ECHO Group and ECHO Network, as well as
on the transition from ECHO pilot project to a sustainable Collaborative Network Organization (CNO) in
cybersecurity.
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Figure 17: Governance - ECHO Approach (Annex 12)

CONCORDIA
Arthur van der Wees talked about the multi-faceted nature of cybersecurity threats and the diversity of the
stakeholders, which is a strength and weakness at the same time due to conflict between the tremendous
existing potential and the obstacles of fully capitalizing on that potential (Figure 18). He stressed that it is
important to work together and to have a good overview of where the respective strengths and weaknesses
lie.
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Figure 18: Governance - CONCORDIA Approach (Annex 12)

SPARTA
Thibaud Antignac discussed the goals of SPARTA within the “radical innovation with targeted objectives”
(Figure 19). These goals are realized through the following instruments:





Roadmap
Partnership
Technical Programs
Governance

As a part of the governance-related activities, SPARTA conducted an assessment of their governance
structure in the initial stage of the project.

Figure 19: Governance - SPARTA R&D&I Community Liaison (Annex 12)

Q&A
The second part of the session was dedicated to the discussion between panellists, with questions from the
public.
Natalia opened the floor by asking the question aligned with the discussion at the previous panel: “From the
governance perspective, what is the first and/or most important thing that needs to happen on the way to
fulfilling the cybersecurity goals of Europe?”
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Arthur van der Wees outlined the steps towards success of the European digital sovereignty and
capability-building approach. There are two dimensions: stakeholder-plotting and stakeholdermapping; as well as value-based approach with the right governance order. Different countries have
different competences. Which knowledge is there, which is missing? What can we learn from you?
Are we going to help each other?
Velizar Shalamanov: the first step would be to address the authorities on the national level, and it
would be good to do this jointly in order to address the notification of the National Coordination
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Centres, which will ultimately shape the activities of the European Competence Centre. The next
step would be to prepare the White Paper on the governance of the European cyber competence
community to present jointly to the EU Competence Centre and engage in the consultations on the
priorities on the funding through Digital Europe and Horizon Europe. What is important and
possible, where do we have capacity - and MS will have the final word? Last, our governance
arrangements have to be flexible enough to facilitate forming of consortiums that will be successful
in competing for funding from these two programs. At the same time, on the governance level, we
have to find the mechanisms to reach the real market as soon as possible. The partners will compete
on this market, but it is our responsibility through a sound governance structure to use this as an
additional instrument of funding of new developments going to the projects that will strengthen the
sovereignty and competitiveness of the European Union.
Thibaud Antignac: Velizar has outlined the good approach. We can think about how we can move
gently and do the best for the future.

Questions from the public: Is there a way to reconcile the different governance approaches?
Response: The answer is yes. It is the White Paper that we are working on as a part of Inter-Pilot
governance coordination group which has already identified some key points of the possible joint
approach between CyberSec4Europe and ECHO.
Conclusions
During the opening panel of the Convergence event Despina Spanou has asked the question, “Do we have
what it takes?” The lively spirit of cooperation and discussion, as witnessed in the Convergence event, as
well as the diverse and robust character of both intra- and inter-pilot initiatives answers that question with
a resounding “yes”. The governance-related initiatives will be key to realizing the full potential and shaping
the future of the cyber competence community in the EU.

2.17 Recommendation and Next Steps
It is important to continue the inter-pilot cooperation on Governance.
The Governance Focus Group will continue working on the White Paper and on identifying the common
vision on the community-building.

2.18 The Final Panel
Moderator: Dr. Luigi Rebuffi, Secretary General, European Cyber Security Organization (ECSO)
Speakers:





Prof. Dr. Gabi Dreo Rodosek (CONCORDIA Project Coordinator)
Prof. Dr. Wim Mees (ECHO Project Coordinator )
Prof. Dr. Kai Rannenberg (CyberSec4Europe Project Coordinator)
Dr. Thibaud Antignac (Executive Director, SPARTA)
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Summary
This panel looked at the challenges and visions in cybersecurity for Europe in the near and more distant
future. Topics discussed by the project coordinators were the future of the pilots, European sovereignty and
possible solutions to overcome the fragmentation in the European cybersecurity ecosystem.
Future Challenges
Luigi Rebuffi opened up the panel and directed the focus to the future when we will have a Cybersecurity
Competence Centre and the pilots will have formally completed their work. The panellists were asked to
brainstorm openly and give an assessment in their opinion about the next steps, near future and which
aspects were key to moving forward.
Gabi Dreo Rodosek observed the good work performed thus far by the pilots, highlighting how it is possible
to build a digital ecosystem by working together with different institutions, stakeholders, research, and
industry. She contradicted strongly the view sometimes expressed within the industry that Europe is a digital
colony dependent on non-European software and that Europe has lost the race with the big hyperscalers.
She underlined the importance of leadership, innovation, trust and cooperation for the future. Europe has
already shown that it can do a lot because we believe in each other. Success is not just regulations, European
products and innovations are key to success in the future. She emphasized the need to succeed with European
IT products and services, secure data, secure connectivity, strong leadership and have digital sovereignty
seen as a holistic view point. We needed skills, investment, industry which would invest in the development
of IT products and services. In her opinion, the network of national centres and the future Competence
Centre were the backbone, but she once more highlighted the need to work together through teamwork,
cooperation and trust to build the European digital ecosystem. All pilots were here for Europe. If someone
were to say that we cannot compete against big non-European companies such as Apple, Google, Amazon
then, we should rethink this, define where the gaps are and fill them. For example, in some parts we need
control, for other parts we need to develop mechanisms such as zero-trust and for others we need to develop
IT products and services ourselves, especially in security-critical areas. It is necessary to think about “IT
made in Europe”, and develop European IT products, platforms and services. In technologies such as
quantum computing and quantum communication where the future of Europe can be, as Khalil Rouhana
from the EC pointed out, we need to invest. However, the most important factor to avoid that Europe will
become a digital colony is the successful building of European digital ecosystems, including research,
SMEs, public bodies, start-ups and with this to overcome the existing fragmentation.
Wim Mees saw positive results from the pilots building networks, communities as well as systems and
solutions, joined in this effort by ECSO. In his opinion, an important aspect for the future, would be to create
an ecosystem that fosters innovation through SMEs and start-ups. In his opinion, creative and innovative
solutions are not just created by big companies but even more so by young and enthusiastic people that have
wild ideas. They build upon those ideas and implement new concepts and solutions, for instance in the form
of open source software. And often they are very successful. It is that mentality that should be fostered: “fail
early, fail often but always fail forward”, by stimulating an entrepreneurial mindset and providing
investment capital to support young people to develop their ideas, and create the solutions of the future
within a European ecosystem. There is certainly a great challenge here to stimulate that culture, to become
more daring and entrepreneurial, to start companies and develop ideas over and over again, and grow while
staying in Europe. It is only then, in his opinion, that we will see a change taking place. It is only then that
we will see European alternatives for the “Googles, Amazons and Apples” of the future, that have been
created and are being successful in Europe. This should be our ambition.
Kai Rannenberg: The first point to be mentioned is resilience: As we are four pilots, if something would
to happen to one pilot, then we can rely on another one which could step in and fill the gaps. The next point
is the importance of the network: Whilst a location for the centre had been fixed, what one should not lose
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sight of is the network which has been built and that we want to continue to be a network as e.g.
demonstrated by Wim Mees stepping in when Kai Rannenberg’s connection to the event failed. Concerning
future activities, Kai Rannenberg was fully in support of the points mentioned by Gabi Dreo Rodosek. On
top of that there are areas that need to be worked out. One major challenge is to be prepared to identify
where and when monopoly structures are developing and to identify in advance where the market is not
fully successful and competitive. It is imperative to have a long-term view. In the opinion of Rannenberg,
Europe is strong in IoT related topics but it is important to avoid become digital colonies and also digital
“banana republics”. This means avoiding weaknesses of democratic processes, undue influences and so
forth. Rannenberg underlined that these issues could be avoided by defending the citizens’ values in
cybersecurity and by setting up a Cybersecurity Centre and Network which equally defends these values.
There is still a lot of work to be covered for the Centre and Network, including their governance. To
conclude, a strong decentralized approach looking after smaller and more vulnerable actors like citizens and
SMEs is key for a strong Europe as a whole
Thibaud Antignac highlighted three points which remain current and interesting. The first point was the
need to have a shared infrastructure and the joint building of infrastructure, software platforms and systems
that can easily be accessed with clear legal rules and clear IP consequences and so forth. He added that the
challenges are, therefore, clearly not only technical. Second, he highlighted that it is important to
acknowledge that, naturally, we will not build everything we use, rather it is important to strongly develop
the capacity to assess, evaluate and characterize the systems on which we rely but that we do not build
ourselves. Third, fundamental European values are especially important as there is a shift to a digital world
and it is important to be sure that we do not forget this in order to keep our strategic autonomy. At the end
of the day, if, in Europe, we want to remain autonomous we need to decide what we want to do and do it
according to our values.
Luigi Rebuffi started by briefly explaining the work of ECSO which started in July 2016 with the signing
of the PPP Agreement with the European Parliament and the Commission, when ECSO was formed with
the aim to develop cooperation between the Commission and the industry to raise the priorities and
participation of the private sector in Horizon 2020. He said ECSO indeed went well beyond that and actually
started to bring the community together, which is now being developed with the pilots. He recognized that
research and certification were not sufficient without an underlying ecosystem. ECSO has already been
working on activities in many areas, such as, certification, education, cyber ranges, gender issues, support
to SMEs, matchmaking with investors and the recent launch of the “Cybersecurity Made in Europe” label,
the “Fund of Funds” targeting 1 billion euros. Thus, a lot of work had been done and still continues. For the
future, and Luigi Rebuffi read from a letter of the Commission he received that very morning “ECSO like
the pilots will be an integral part of the new ecosystem”. As such, ECSO and the pilots are obliged to work
together in the ecosystem. With the termination of our PPP Agreement at the end of December 2020,
discussions are under way to envisage how to move on. Two years ago, there was a discussion on the
continuation of ECSO as ECSO 2.0, which was supposed to be a body linked to the Competence Centre but
we have moved on and now ECSO 3.0 is here, not only looking at the Competence Centre but also at market
issues. There are concrete initiatives in ECSO which ECSO wants to continue, for example, Women4Cyber,
support and financing SMEs, label creation, work on cyber ranges with other pilots, other activities in
certification. This will be the evolution in 2021. These concrete actions will be part of the “act pillar”. The
“networking pillar” is the federating of the different stakeholders composing the European cybersecurity
community together with the other pilots. Third, the “support pillar” covers activities done within the
working groups to support independently the Commission, Parliament and member states in developing
European legislations, policies and so on. How to move beyond the current structure and integrate what has
already been said, integrate the citizens, the critical infrastructure and civil society aspects. This is our
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common challenge for the future. In the scope of two years, Rebuffi sees the pilots and ECSO also growing
with the Centre that will be constituted and stabilized to run smoothly.
Question: What will happen in 2023 when we will really have to work in a new mode? How can we project
ourselves even further, what will happen in 2030... a simple brainstorming together?
Gabi Dreo Rodosek highlighted that 2030 will depend on the decisions made today. In her opinion, young
people, innovative start-ups, and SMEs can indeed be a force to put Europe together to move forward. The
challenge remained that there should be sufficient European investment.
In an increasingly globalised world, Europe presents itself as a champion of ethical European values.
European values, but this cannot guarantee the digital sovereignty of its citizens or its businesses. Current
challenges also in the area of climate protection and health, especially fighting the COVID-19 pandemic,
can only be solved or supported with trustworthy IT, developed or certified in Europe. There is a need to
find a way to build trustworthy technologies in Europe. Commissioner Breton formulated three pillars of
European digital sovereignty: (i) computing power, (ii) control over data and (iii) secure connectivity.
Europe needs to find its way to build digital ecosystems, and out of this IT champions. There have been
great achievements in Europe concerning regulations, GDPR or certification. But you do not win a game
being just a referee. So, now it is time to start playing the game and building European IT champions.
There was also the question of bringing start-ups and young people together with the right investors. How
can we bring the right people together to make them work together.
Dreo Rodosek highlighted the need for European dataspaces, a secure European public sphere, to be able to
build our own AI and train our own algorithms, based on trustworthy data. European data should stay in the
European data space. She also underlined the importance to invest in European future technologies such as
quantum technologies.
To conclude, Europe has several challenges towards European digital sovereignty. Europe has shown
several times that it is a player (e.g., Airbus, Galileo). So, why not develop own European digital products,
services and platforms for the European digital society with the focus on privacy, security and data
protection. Let us just do it.
Kai Rannenberg – the AI notion is an important element. What Covid-19 has shown us is that it is
extremely difficult to survive without an Internet connection and a device to communicate. He gave the
example that at the beginning of the pandemic in Europe many people thought, that there was no real
European alternative in communication to Zoom (while there were local installations of e.g. open source
systems). As such, for Europe, we need to set up a roadmap for a list of essential things, for example, in a
household, possibly, a hoover, a fridge, a stove; for SMEs, for example, in the practice of a doctor what
would be the normal decentralized way to communicate and how would the data of the patients be properly
protected when three different institutions are processing the data.
Kai Rannenberg was also very interested in seeing how the new Centre would be established. For the nearer
future, he was interested in the question whether there will be a Centre director or Centre preparation group
or a joint pilot group or a Task Force to transfer the good ideas and knowledge of the pilots. When looking
at the experience of ENISA, it is important to be involved at an early phase to shape the new body, which
is an important element, therefore he asked ECSO if there was an indication as to what the next concrete
steps would be, i.e., who would be the next person to talk to, would it be the European Commission or is
there an in-between entity?
Luigi Rebuffi picked up the question of Kai Rannenberg about the next steps for the Centre setup. Luigi
Rebuffi saw the Commission as being in charge to set up the first step and this would also have to happen
in cooperation with the other stakeholders such as the EU member states. Considering cooperation, now and
in the future, it would be very important to keep close relationship with national public administrations. The
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real relationship will be finally with the national public administrations, the interlocutor of the future, as the
market is in the members states and laws to be followed when implementing security, are those of member
states.
Wim Mees: If we want to talk about strategic autonomy and digital sovereignty, there are a number of
things which need to be considered. A topic not yet addressed is protection against threats from outside such
as protecting critical infrastructure, such as elections, against fake news and manipulation from outside:
Also, our logistic chains need to be protected. In his opinion, when it comes to consumer devices, the
consumer who is the king maker, who decides what is successful. But, since we have scientific excellence,
what is important is to encourage young people to build solutions, alternatives and products that are aligned
with European values so that the consumer can choose a European product that respects European values.
But first, these companies need to be there. Another important thing in his opinion are critical European
capacities such as building our own European vulnerability databases rather than rely on external databases.
We need to manage this in Europe. Is this something that might come out as a result of the activities which
are being done in the pilots?
Thibaud Antignac pointed to the academic drama around the contact tracing applications against Covid19 where member states in Europe had to choose between a centralized and decentralized implementation
that had an impact on the whole population, in particular, during the critical time of this pandemic crisis.
Some countries wanted to keep autonomy and not work with Apple and Google to access their API. This is
an illustration of the real world important consequences that academic discussions may have, and thus the
importance the cybersecurity research and innovation policies have in our digitalized society. For the future,
learning from the pandemic, one mission that could be given is to have an infrastructure ready in order to
avoid such scenarios again, especially in times of urgency or crisis situations.
Luigi Rebuffi, reverted to the question of investment indicating that it was important to converge and
determine among the pilots what the strategic services and technologies to purchase in Europe were in order
to achieve this European sovereignty. It was something that needed to be developed since potential
investment was there. There was a growing interest but at the same time the European market was still
immature and this could be that they are not ready. There are very few European companies (SMEs) asking
for investments in cybersecurity above 10 million Euros. From his point of view, one reason could be that
the market is still too fragmented for European companies and that the companies therefore felt they were
not yet ready to develop further and be sustainable. On the one hand, we want to develop a European market
but the companies are not ready because the European market is fragmented. These results also reflect in
much less company consolidations than compared to other external markets. Scaling up is a real challenge
in Europe and we need to work at the investor level, political level, market level. Concerning the three main
EC pillars for sovereignty, in his opinion, they are not sufficient to provide Europe with a good level of
sovereignty. There is much more.
Gabi Dreo Rodosek highlighted the holistic approach of CONCORDIA to European digital sovereignty
with a lot of topics like education, skill, certification and technology where technology was just one part.
She underlined the importance to find a European way to build the European digital ecosystem with all
stakeholders together, including start-ups, industry, researchers and others. She saw the pilots in the role of
bringing the blueprint for this collaboration where building trust and especially cooperation are the key
elements. From her perspective, we need to have the courage, we need to define the vision for a digital
sovereign Europe.
Question: Develop a vision for 2030. Where do we want to be?
Gabi Dreo Rodosek sees Europe to have achieved digital sovereignty, having control over network
data, communications and having its capabilities in building IT products and services. There exists
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“IT made in Europe”. Europe has its own Quantum Internet with quantum computers built in
Europe. European data is stored in the European data space. Europe has AI developed according to
our ethical values, and that respects and protect the privacy and the data of the Europeans. Europe
has explainable and trustworthy AI that is used in for self-healing and self-driving systems that we
can trust. Thus, she underlined that we have to speed up in these topics.
Kai Rannenberg pointed to the aim of the European Commission to its milestone for Europe to be
climate friendly in 2030 which leads directly to transport. For him, this goes hand in hand with
having more eco-friendly transportation and automotive industry, including a lot of boosting
software in this domain. He brought up the idea of having a European Commissioner for
cybersecurity to highlight its importance – this was an idea brought up during the event and,
possibly, there is a need for such a figure. In his opinion, in 2030, smarter movements, smarter
manufacturing, smarter transport and smarter logistic are all key topics to make secure in future;
working in line with our European values and we might achieve our original goals. Civilized
technology and infrastructures, privacy, citizen protecting transport in Europe.
Wim Mees praised the great potential in education, in research and the great pool of skilled young
people. But in his opinion, we needed to look at the whole lifecycle of building industrialized,
trusted European solutions that are by public procurement preferred and available to our industry
and customers. In his opinion, there is a lot of effort still to be done but with limited resources, we
need to make choices to invest those limited resources wisely. This is a role of the pilots, and also
of ECSO, to define where we want to make choices and decide where we want to invest first with
those limited resources.
Thibaud Antignac pointed out that the biggest challenge in future will be to face the fragmentation
in Europe, not only for cybersecurity but also for other sectors. Although efforts are being made in
cybersecurity, do we have an idea of what has worked in other fields to address this weakness? He
suggested to have a look at other industries that have similarities to cybersecurity in order to
overcome this weakness.
Luigi Rebuffi sees that we are still considering cybersecurity as an issue mainly limited to national
security, an issue driven mainly by public administrations linked to national sovereignty and
national laws. This is keeping fragmentation alive in Europe. In his opinion, the cybersecurity
market that is around 80% private should have the possibility to be more dynamic, while respective
of laws, with less constrains from the public sector when applications are more impacting the
economy. This market fragmentation is still there for a while since it comes from the traditional
approach at national level, including the defence sector.
Gabi Dreo Rodosek sees the need to collaborate rather than thinking in silos. In her opinion, IT is
an open fundamental requirement of our digital society detached from the intended purpose. From
her point of view, we need to overcome fragmentation on several layers. We need to rethink how
we are giving possibilities to young people in Europe, whether we need industrial policies regulating
that products for national security can only be provided by European companies. We need to bring
European research, industry, start-ups and investments together.
Luigi Rebuffi agreed completely with the need to break through those silos. He said that the
problem was that too many people are still bound to those silos. There is a need to provide the
education, the awareness to the politicians, the citizen, the students, the professionals. The most
urgent challenge was to create the human support to overcome these silos.
Audience Question: I very much support the cross-sector approach. But do the 4 (or 5) pilots have the
understanding what the defence and space sector really need and where they are heading to? Perhaps
established networks can help here.
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Gabi Dreo Rodosek underlined the need to work, talk and think together, being agile and dynamic.
Question: What is the keyword you would like to say at the very end?
The session concluded with the keywords






Governance: The pilots are an opportunity to test different government models, join our forces and
to build up on the best of all of them.
Ambition: We need to be ambitious
Learning together: For example, in the cyber ranges, in civil scenarios, another trend of learning
Trust, cooperation and ambition
Investing together public and private to optimize the resources
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3 Conclusions
3.1 Summary of the Event
The CONVERGENCE event positively illustrated the collaboration between the four pilots
(CyberSec4Europe, CONCORDIA, ECHO and SPARTA). Several months of preparation place and the
discussions between the Focus Groups resulted in a productive outcome. Furthermore, the large number of
registrations and daily participants actually attending the virtual event was demonstrative of the keen interest
of the public in the work of the pilots.
It was truly the first opportunity for the European Institutions and the European cybersecurity community
and cybersecurity stakeholders to see the breadth and depth and results of the four pilot projects all in one
setting and at the same time to recognise the ongoing successful collaboration and cooperation that is
occurring.
The event also showed some early “glimpses” of the path for the future of cybersecurity in Europe, including
recognising the decision for the Cybersecurity Competence Centre placement in Bucharest and the
commitment of the pilot projects and ECSO to ensure that the cybersecurity community is able to contribute
effectively in addressing the protection and security and self-protection of the European citizen with respect
to cybersecurity.
An underlying and central theme of the event was the importance of Digital Sovereignty and collaboration
and cooperation within the European cybersecurity ecosystem and community which could not be stressed
enough. This was highlighted in the first High-Level Panel, which also emphasized in addition the following
points: the importance of investment in cybersecurity skills, knowledge and innovation, collaborating with
all stakeholders and involving civil society (including NGOs, academia, industry, SMEs), creating
incentives to retain expertise in Europe, build on the collaboration of the last years and investing in the work
of the pilots.
Concerning the pilots, the presentations and demonstrations of the work performed already by the pilots and
foreseen in 2021 already showed tangible results.
The Focus Groups demonstrated the importance of working together, for example:
The Communications Focus Group will continue to regularly meet in order to find ways to cooperate
and amplify their individual messages.
The CCN Education Focus Group which has collaborated around specific strands (Mapping strand,
Skills Framework strand, Certification strand, Ecosystem strand) aims to take advantage of the
strengths of each pilot project, combining and consolidating the available resources and investing
them in complimentary activities that converge to a common goal.
The Cyber Range Focus Group panel discussion highlighted that whilst Europe has a wellestablished cyber range knowledge and experience, the technology is not wide spread due to lack
of access, lack of understanding and lack of incentives. However, with the EU putting a high focus
on further supporting the technological and usability research programs through DEP and HE, there
are initiatives to create financial incentives to promote the benefits and capabilities of cyber ranges
The CTI Focus Group described the many challenges related to threat intelligence, the technical
gaps and challenges for potential improvements and looked forward to collaborating with the other
pilots to create a cross-pilot approach.
The Roadmapping Focus Group underlined the importance of digital sovereignty as an excellent
common ground that the four pilots can cooperate on to guide the European institutions on the focus
of the most critical short-mid-and-long term research directions to achieve and sustain governance.
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The Governance Focus Group related to the “lively spirit of cooperation and discussion, as
witnessed during the CONVERGENCE event” and looked forward to continuing their inter-pilot
cooperation on governance, noting that the “governance-related initiatives will be key to realizing
the full potential and shaping the future of the cyber competence community in the EU.”

3.2 Recommendations
Thus, the recommendations below heavily reflect the discussions and results of the final panel of the four
pilot project coordinators and ECSO, but also combine certain elements which were already highlighted
during the course of the CONVERGENCE event.
Recommendation 1: Create an ecosystem that fosters the innovation through SMEs and startups: Provide investment capital to support young people, start-ups and SMEs in the ecosystem of
Europe.
Recommendation 2: Protect the European know-how from foreign companies and states:
Create possibilities, incentives for young people in Europe so as to retain European skills and
services.
Recommendation 3: European products and innovations as key to the future: For a lot of
services and devices, no European alternatives that are in line with the European values exist as yet.
The consumer is the king maker, deciding which product will be successful. Build European
databases and train European algorithms with European data instead of financing foreign products
with our data.
Recommendation 4: The role of decentralization: The Competence Centre can only work with
teamwork, cooperation and trust to build a sound European digital ecosystem.
Recommendation 5 Stick to the European Values: Encourage young people to build solutions
and products that are in line with the European values so that the consumer in the and has the ability
to choose.
Recommendation 6: Learn from the Covid pandemic experience: Be prepared so that Europe
in the future can respond adequately and together in an emergency crisis.
Recommendation 7: Use the knowledge base of the pilots to form a foundation for the Centre:
Look after smaller and more vulnerable actors like citizens and SMEs, as they are key for a strong
Europe as a whole. Make sure that they and the NGOs that represent them, are represented on the
boards that make decisions for the Centre.

3.3 Next Steps
We look forward as well to the final CyberSec4Europe concertation event, planned toward the end of our
project in order to summarise and demonstrate what all of the pilots have achieved in the grand scheme of
the European cybersecurity ecosystem and in the development of the European Network of Cybersecurity
Competence Centres.
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18:40 Four Pilot Coordinators
Welcome
19:00 Panel Discussion
20:30 Close
9 December 2020
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Welcome Addresses
With the friendly
support of the
Representation of
the State of
Hessen to the EU

Mark Weinmeister
Secretary of State for European Affairs of the State of Hessen

Florent Kirchner
SPARTA
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Sotiris Ioannidis
CONCORDIA

Kai Rannenberg
Wim Mees

CyberSec4Europe

ECHO

The four pilot projects are funded by the European Union under the H2020 Programme Grant Agreement Nos. 830892, 830927, 830929, 830943
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Making A European Cybersecurity
Competence Network A Reality
Panel
Discussion

Moderator
David Goodman
Trust in Digital Life Association

Rasmus Andresen
MEP, Rapporteur Cybersecurity
Competence Network Centre Regulation

Andreas Könen
Head of Cyber and Information Security,
German Federal Ministry of the Interior,
Building and Community

Despina Spanou
Head of Cabinet, Vice-President of the European
Commission Margaritis Schinas

Miguel Gonzalez-Sancho
Head of Unit, Cybersecurity Technology
and Capacity Building, DG CONNECT,
European Commission

Wojciech Wiewiórowski
European Data Protection Supervisor
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D10.2, ANNEX 1, page 5

Thursday,
10 December 2020

Agenda

09:00

Introduction, Kai Rannenberg,
CyberSec4Europe

13:45

Cybersecurity Atlas

14:30

Communications Focus
Group

09:15

CONCORDIA session

10:00

CyberSec4Europe session

15:15

Break

10:45
11:15

Break
ECHO session

15:45
16:30

Education Focus Group
Cyber range Focus Group

12:00

SPARTA session

17:15

12:45

Break

Summary of the day, Sotiris
Ioannidis, CONCORDIA

11 December 2020
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Friday

11 December 2020

Agenda

11 December 2020
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09:00 Introduction, Wim Mees, ECHO
09:15 Threat intelligence in the
Financial Sector Focus Group
10:00 Roadmapping Focus Group
10:45 Break
11:15 Governance Focus Group
12:00 Coordinators’ Panel Discussion,
Moderator: Luigi Rebuffi, ECSO
13:30 Summary of the day, Thibaud
Antignac, SPARTA
13:35 Close, Kai Rannenberg,
CyberSec4Europe
cybercompetencenetwork.eu/convergence
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Annex 2
SHORT BIOGRAPHIES OF SPEAKERS AND PANELLISTS
(CONVERGENCE, 9-11 DECEMBER 2020)
Rasmus Andresen (Member of the European Parliament)
Rasmus Andresen has been serving as a Member of the European Parliament since
2019 for the Greens/European Free Alliance. After the May 2019 elections, he was
appointed Rapporteur for the Cybersecurity Competence Network Centre Regulation
dossier. Rasmus is a member of the German Alliance 90/The Greens party
Thibaud Antignac (SPARTA)
Dr Thibaud Antignac is a computer scientist and leads the Software Safety and Security
Laboratory at CEA (French Alternative Energies and Atomic Energy Commission). He
is experienced in cybersecurity and privacy as well as the formal analysis of
architectures and protocols on which he worked at Inria in France and Chalmers
University of Technology in Sweden in the context of national and European projects.
He joined CEA in 2016 to develop the scientific and technical activity of the Software
Safety and Security Laboratory in the field of privacy. Since 2019 he has also been the
Executive Director of the SPARTA Cybersecurity Competence Network pilot. He
graduated with an M.Sc from ENS Paris-Saclay, an M.Eng from Mines ParisTech, and
a Ph.D from INSA Lyon.
Ioannis G. Askoxylakis (DG CONNECT)
Dr Ioannis G. Askoxylakis has been Cybersecurity Policy Officer at DG CONNECT
since 2018. Before joining the European Commission he was professor at Ecole des
Ponts Business School in Paris (2018), senior Researcher and head of FORTH CERT
(2002-2018), member of the Hellenic Authority for Communication Security and
Privacy Plenary (2016-2018), professor of cybersecurity and IoT at Bournemouth
University (2015-2018) and research fellow in 5G and IoT security at City University
London (2015). In the past he has served as national representative in DG CONNECT’s
Future Internet Forum of Member States and Associated Countries (2009-2013), as a
member of the Permanent Stakeholders Group of ENISA (2009-2012) and as a member
of the technical advisory committee of the Hellenic Ministry of Administrative Reform
and e-governance (2011-2014). His interests lie in the fields of system and
communication security, computer security incident response, IoT security and
emergency response communications. He is the editor of eight cybersecurity books and
the author of more than 50 publications in international journals and conference
proceedings. He has organised and chaired several prestigious international
cybersecurity conferences and workshops and has coordinated and participated in more
than 20 European funded R&D projects. He holds a Diploma in Physics from the
University of Crete, a M.Sc in Communication Engineering from the Technical
University of Munich and a PhD in Secure and Resilient Communications for
Emergency Response from the University of Bristol.
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Georges Ataya (Solvay)
Professor Georges Ataya is the founder and academic director of IT and information
security management education at Solvay Executive Education. He is the founder and
vice-president of the Belgian Cybersecurity Coalition and also managing director of
Ataya & Partners, an advisory firm. In the past he has been international vice president
at the Research Foundation ISACA.org (Illinois), a partner at Ernst & Young and
general manager technology and security risk services as well as deputy international
CIO for ITT World Directories. He gained a Master in Computer Science from the
Faculty of Sciences at ULB, and was a postgraduate in management at Solvay Brussels
School ULB. He is a Certified Information Systems Auditor (CISA), a Certified
Information security Manager (CISM) and a Certified Information Systems Security
Professional (CISSP). He is also Certified in Risk and Control (CRISC) and in
Governance of Enterptise IT (CGEIT).
Paula Brouillard-Molina (DG CONNECT)
Paula Brouillard is Communication and Media Officer in DG CONNECT. Attached
to the Cybersecurity Technology and Capacity Building unit, she works in designing,
drafting and implementing the communication strategy for the cybersecurity file which
is one of the highest priorities of the European Commission. Advising on
communication tasks, using written and verbal sills, she daily creates a wide range of
products and corporate communication material. She previously worked as press
officer for cybersecurity (Cybersecurity Act, LTT Huawei, EU Agency for
Cybersecurity, Cybersecurity in 5G, EU elections, Cyber Competence Center), eID,
digital health, smart mobility and the MEDIA Programme . She also conceptualised,
implemented and coordinated the communication strategies and tools of DG
CONNECT flagship events (Digital4Her, EU Media literacy conference, Digital Day,
ICT conference). Before joining the Commission in 1999, she studied in Brussels and
Bordeaux and succeeded with a Masters in Press and Information (IHECS, Brussels).
Elisabete Carreira (SPARTA)
Elisabete Carreira is technical advisor to the Board of Directors of INOV, for
management and organisational aspects, with over 20 years of proven experience in
management consultancy, business process analysis as well as in internal auditing and
control. She started her higher education in France and, after having moved to Portugal,
finished her degree in Sociology at ISCTE, Technical University of Lisbon. Later she
received an MBA from Universidade Católica (Lisbon) and became a Certified Project
Management Associate (from International Project Management Association). She is
also a board member of INESC Serviços, a Shared Services Center that centralises
back-office operations and R&D project management of INESC (the biggest R&D
institute in Portugal). Her current areas of research are focused on risk and resilience
management, specifically organisational and community resilience to foster and link
societal network structures with organisational structures, with special focus on the
human factors dimension.
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Argyro Chatzopoulou (CONCORDIA)
Ms. Argyro Chatzopoulou is a member of TÜV TRUST IT and is currently the leader
of the certification and standardisation task of CONCORDIA. She is an experienced
consultant, trainer, lead auditor and scheme developer with a demonstrated history of
working in the certification and auditing services industry. Over the last 15 years she
has undertaken leading roles in the areas of information security, IT governance and
innovation. She holds two master’s degrees and a number of professional certifications
(e.g. CISA, CSX-P, Cybersecurity Audit, CCSK etc).
Médéric Collas (CyberSec4Europe)
Médéric COLLAS is Innovation Manager at CESM (Centre d’Expertise en Sécurité
Métier). After receiving his diploma in physics from the French engineering school
SUPELEC, he has spent more than 15 years in computer science, holding various
positions from IT expertise, project manager to enterprise and system architecture in
the finance industry. He is currently the project manager of the OBSIDIAN project and
the executive director of the OcSSImore association.
Felicia Cutas (CONCORDIA)
Felicia Cutas is currently acting as project lead at EIT Digital, in which capacity she is
leading the work on developing a European education ecosystem for cybersecurity as
part of the CONCORDIA project. At present she is coordinating the creation of new
courses addressing cybersecurity professionals, middle-managers, executives, based on
a specific methodology previously developed in the project. Felicia holds an MBA in
Finance and an Executive Master in Communication and European Affairs. In 2016
Felicia was PM² certified, and in 2017 she became PM² Practitioner and Agile
Certified.
Erwan Dano (CyberSec4Europe)
Erwan DANO is a security engineer with both a telecommunication and networks
engineering degree from ENSEEIHT and a MSc in Computing, Security and Forensics
from Dublin City University. He has worked as a security consultant, developer,
penetration tester, project security officer, assistant to the CISO, and security
researcher in the banking sector. After working for large corporations specialised in
security consulting, he started freelancing and is currently the technical leader on the
OBSIDIAN project where he chose the technologies in use, designed the architecture,
performed the security analyses and developed the existing prototypes.
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Claudia Eckert (SPARTA)
Professor Dr. Claudia Eckert is a full professor at Technical University of Munich
where she holds the Chair for IT Security in the Department of Computer Science.
She is also founder and director of the Fraunhofer AISEC (Fraunhofer Institute for
Applied and Integrated Security). The focus of her research and teaching activities is
on the areas of operating systems, middleware, communication networks and
information security. As a member of various national and international industrial
advisory boards and scientific committees, she advises companies, trade associations
and the public authorities in all questions of IT security. In several committees she
contributes to the design of the technical and scientific framework conditions in
Germany as well as to the design of scientific funding programs on the European
scale.
Dr. Ramón Martín de Pozuelo (CONCORDIA)
Dr. Ramón Martín de Pozuelo received B.Sc. and M.Sc. degrees in
Telecommunications Engineering and a Ph.D. in ICT and its Management (all with
honours) at La Salle School of Engineering from Universitat Ramon Llull (URL),
Barcelona in 2007, 2010, and 2017 respectively. As a researcher in La Salle he
participated in several European research and innovation projects related to different
fields, especially in the design of heterogeneous data networks and information
systems for smart grids and smart cities, and the definition of network architectures,
ICT and security solutions. In 2018 he joined as a Project Manager for Technical
Fraud Prevention and Security Innovation and Transformation in which he has been
managing the participation of CXB in several H2020 projects. Ramón is a Certified
Fraud Examiner (CFE, since 2018).
Fabrizio De Vecchis (ECHO)
Fabrizio De Vecchis is technical project manager at RHEA Group, leading work
packages in ECHO and PANACEA H2020 projects and playing the role of project
manager in ESA projects, like EM-SAT, a project intended to propose a cybersecurity
solution for critical infrastructure within the Artes IAP Programme. PMI Project
Management Professional, Scrum.org Scrum Master and Product Owner certified,
Fabrizio has 20 years of experience in system/software engineering.

Having graduated in Informatics Engineering at La Sapienza University (Rome,
Italy), he worked on projects within different sectors, i.e. government, banking,
logistics, space, maritime and healthcare, which widened his technical and
managerial competencies.
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Fabio Di Franco (ENISA)
Fabio Di Franco has a PhD in telecommunication engineering and he is a Certified
Information Systems Security Professional (CISSP). He joined ENISA in 2017 and
currently his role focuses on advising the European Union and the Member States on
research needs in cybersecurity with a view to enabling effective responses to the
current and emerging threats. He is also the project manager supporting the Member
States in cybersecurity skill development, both by identifying current initiatives and
by developing new technical training to support state-of-the-art information network
and security capabilities.
Gabi Dreo Rodosek (CONCORDIA)
Professor Gabi Dreo Rodosek holds the Chair for Communication Systems and
Network Security at the Universität der Bundeswehr München. She is Executive
Director of the research institute CODE (Cyber Defence), member of the Supervisory
and Advisory Board of Giesecke & Devrient GmbH, member of the Advisory Board
of the BWI GmbH, member of the Governing Board of the Deutsches Forschungsnetz
(DFN) and member of the IT expert panel of the German federal financial supervisory
agency (BaFin). Professor Dreo studied computer science at the University of
Maribor and made her PhD at the Ludwig-Maximilians University in Munich. In 2016
she was awarded the European Medal from the Bavarian Minister for European
Affairs and International Relations, Dr. Beate Merk.
Elena Ferrari (CONCORDIA)
Professor Elena Ferrari is a full professor of Computer Science at the University of
Insubria. She received her Ph.D and M.Sc. degree in Computer Science from the
University of Milano. Her research interests are in the broad area of cybersecurity,
privacy, and trust. She has received several awards, including the 2009 IEEE
Technical Achievement Award, the ACM CODASPY Research Award, the ACM
SACMAT 10 Year Test of Time Award, an IBM Faculty Award, and a Google
Research Award. She is an ACM and IEEE Fellow. In 2018, she was named one of
the 50 most influential Italian women in tech.

Miguel Gonzalez-Sancho (Head of Unit, Cybersecurity and Capacity Building)
Since July 2018, Miguel Gonzalez-Sancho has been Head of Unit for “Cybersecurity
Technology and Capacity Building” at the European Commission, where he has
worked for over 20 years, particularly on policy files, as well as research and
innovation programmes, focusing on the social and economic impact of digital
technologies. His previous responsibilities include Head of Unit for eHealth, WellBeing and Ageing; Head of Unit for Administration and Finance; Deputy Head of
Unit for Policy Coordination; Deputy Head of the Unit for Technologies and Social
Inclusion, and member of cabinet of a European Commission Vice-President.
Miguel holds degrees in law, business administration, international relations and
European policies.
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David Goodman (CyberSec4Europe)
David is a consultant working in digital transformation, specifically the areas of
identity management and security, data protection and privacy regulation as well as
emerging technologies. He has worked in senior management positions across a wide
range of companies in Europe and North America from start-ups (Soft-Switch,
Metamerge) to global brands (Lotus Development, IBM, Nokia Siemens Networks
and Ericsson) as well as University College London. David is currently a principal
consulting analyst with TechVision Research, chief evangelist with iGrant.io, a senior
consultant with Trust in Digital Life association and, until recently, executive director
of the Open Identity Exchange (OIX). He is work package leader for dissemination
and communication in the CyberSec4Europe and CSI-COP H2020 projects, and task
leader for Open Banking roadmapping and demonstrators in CyberSec4Europe.He
has a BA from the University of Manchester and a D.Phil. from the Oriental Institute,
University of Oxford.
Almerindo Graziano (Silensec)
Silensec CEO, Dr Almerindo Graziano (aka Al) holds an MSc in Electronic
Engineering and a PhD in mobile computer security, both from the University of
Naples. For five years he also been the founder and course leader for the MSc in
Information Systems Security at Sheffield Hallam University, in collaboration with
the British Standard Institution (BSI). He has personally authored a number of
training courses from ethical hacking to intrusion detection, along with the first ISO
27001 lead implementer certification course offered by BSI worldwide. He has
consulted in information security for private and government organisations across
Europe, Africa and the Middle East. Al is passionate about information security at
360 degrees but his heart beats a little faster when talking about IDS, WAFs, SIEM
and log management technologies incident management and corporate security
defence. When he is not working he can be found riding on two wheels, either on his
mountain bike or motor bike.
Kaarel Hanson (ECHO)
Kaarel Hanson is a technical project manager and product owner, with more than 10
years IT experience. Kaarel has worked in various roles during his career, most
notably as a business manager and project manager for more than six years,
specialised in space and cyber security domains. Within ECHO, Kaarel is product
owner, planning and leading the development of the Federated Cyber Range.
Cristian Hesselman (CONCORDIA)
Cristian Hesselman directs SIDN Labs, the research team of the operator of the
Netherlands’ national top-level domain, .nl. His research focuses on advancing the
Internet and future networks to support the higher degrees of trust and sovereignty
that digital societies need, for instance, through the design and evaluation of
transparent and controllable networks as well as through large-scale infrastructure
measurements. He is a member of SIDN’s leadership team, part-time Associate
Professor at the University of Twente, member of the Security and Stability Advisory
Committee (SSAC) at ICANN, and chair of the board of directors at NLnet Labs. He
6
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received a Ph.D. degree in computer science from the University of Twente (2005).
Contact him at cristian.hesselman@sidn.nl.
Martin Horák (CONCORDIA)
Martin Horák is a member of CSIRT-MU and he leads public relations and
technology marketing at the Center for Education, Research and Innovation in
Information and Communication Technologies at Masaryk University. He focuses in
particular on the interdisciplinary use of knowledge of strategic communication,
service design and cognitive psychology in the domain of cybersecurity. He is the
task leader for dissemination and communication in CONCORDIA. Martin graduated
from the Faculty of Law and the Faculty of Arts of Masaryk University.
Sotiris Ioannidis (CONCORDIA)
Professor Sotiris Ioannidis received a BSc degree in Mathematics and an MSc degree
in Computer Science from the University of Crete in 1994 and 1996 respectively. In
1998 he received an MSc degree in Computer Science from the University of
Rochester and in 2005 he received his Ph.D. from the University of Pennsylvania.
Ioannidis held a Research Scholar position at the Stevens Institute of Technology
until 2007 and a Research Director at the Foundation for Research and Technology –
Hellas (FORTH) until 2020. He is currently an Associate Professor at the School of
Electrical and Computer Engineering of the Technical University of Crete (TUC). He
has been a Member of the ENISA Advisory Group since 2017 and a Member of the
National Infrastructures for Research and Technology (GRNET) Advisory
Committee. He is also Chairman of the of the Committee of Ethics and Deontology
of Research of FORTH and Member of the Advisory Committee for National
Infrastructures for Research and Technology. His research interests are in the area of
systems and network security, security policy, privacy, and high-speed networks.
Ioannidis has authored more than 200 publications in international conferences and
journals, as well as book chapters, and has both chaired and served on numerous
program committees in prestigious conferences, such as ACM CCS and IEEE S&P.
Ioannidis is a Marie-Curie Fellow and has participated in numerous international and
European projects. He has been the PI of 40 European, National and DARPA projects,
attracting in excess of 12 million euros for his organisation, and has been Project
Coordinator in 14 of them. Currently, Dr. Ioannidis is the Deputy Coordinator of
CONCORDIA.
Natalia Kadenko (CyberSec4Europe)
Dr. Natalia Kadenko is a researcher at the Organisation & Governance section at the
Delft University of Technology in the Netherlands. Her past and current research
interests include disinformation, role of discourse in policy-making and conflict
resolution, and “fake news”. She completed her PhD in Political Problems of
International Systems and Global Development at Taras Shevchenko National
University of Kyiv, Ukraine. Natalia contributed her expertise to diverse projects,
including conflict resolution, informing the public about international politics, as well
as building resilience to disinformation.
Currently, she is doing research on cybersecurity governance in the EU for
CyberSec4Europe and coordinating governance cooperation between the four pilots.
7
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Andreas Könen (Director General CI)
Andreas Könen is the Director General CI – Cyber- and Information security in the
German Federal Ministry of the Interior, Building and Community (BMI). Previously
he was the Head of Directorate IT II – IT and cyber security; secure information
technology and ÖS III – Cyber security in the field of law enforcement and domestic
intelligence by the German Federal Ministry of the Interior. Before this, he was Vice
President of the German Federal Office for Information Security (BSI).
Andreas Könen, a graduate mathematician, joined the BSI in 2006, taking the post as
the head of the executive staff of the BSI Director General. In 2009 he became the
head of the Security in Applications and Critical Infrastructures division and
subsequently head of theSecurity Consulting and Coordination department . Prior to
BSI, Mr Könen held various positions in the field of information technology within
the German Federal Administration, including executive functions.
Florent Kirchner (SPARTA)
Florent Kirchner leads the Systems and Software Engineering Division as well as the
Cybersecurity Program at CEA LIST. As a senior expert scientist, he has developed
and applied several approaches to high-confidence software verification, both as part
of academic and industrial projects. He was active in launching and heading
collaborative efforts with a wide variety of international partners, including
collaborations with Airbus, Bureau Veritas, Thales, NASA, and NIST. As a Head of
Division he is responsible for a group of 110 scientists working on the research and
development of next-generation engineering methods and tools, and the associated
dissemination and communication activities. He is an active member of several
working groups on High-Confidence Software and Systems at Systematic, Allistene,
GdR, NIS, and ECSO. Since 2019 he has been the strategic director of SPARTA.
Márton Kis (ECHO)
Márton Kis MBA, MSc, a health innovation expert, was originally a financial
economist and innovation enthusiast. Márton gathered his experience in the field of
banking, telecommunication, IT, media, trade, sport and healthcare, in the
management of different Hungarian and international companies. Since joining
Semmelweis HSMTC in the autumn of 2014, he has been actively contributing to a
number of Hungarian and international projects focusing on digitalisation and reorganisation of the healthcare sector on both a national and an EU level. He is an
active member of the eHealth team of HSMTC, and gives lectures about innovation
and change management.
Augustin Lemesle (SPARTA)
Augustin Lemesle is a research engineer at the Software Safety and Security
Laboratory at CEA. He works at the application of formal methods to artificial
intelligence safety verification both as part of academic or industrial projects. Since
2019 he has been part of the SPARTA coordination team and since 2020 he has acted
as the Technical Manager of the ENSURESEC project.
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Evangelos Markatos (CyberSec4Europe)
Evangelos Markatos is a professor of Computer Science at the University of Crete.
He received his diploma in Computer Engineering from the University of Patras and
the MSc and PhD in Computer Science from the University of Rochester. He is the
founding head of the Distributed Computing Systems Lab at FORTH-ICS where he
conducts research in the broader area of computer systems with a special emphasis in
Network Security and Privacy. He is the coordinator of (i) the PROTASIS Marie
Sklodowska-Curie project dealing with security and Privacy for the IoT; and (ii) the
REACT project that deals with secure software. He has been a member of the
permanent stakeholder group of ENISA and he is now a member of the Academic
Advisory Network of Europol’s EC3 (European Cybercrime Center). He has served
as: (i) the founding coordinator of SysSec: The European Network of Excellence in
Threats and Vulnerabilities for the Future Internet, consisting of eight partners and
more than 70 associated partners funded in part by the European Commission, (ii) the
coordinator of the NoAH project which installed one of the largest academic Network
of honeypots in Europe; and (iii) the founding member of SENTER: The European
Network of the National Centers of Excellence in Cybercrime Research Training and
Education. Professor Markatos has co-authored more than 150 publications in top
conferences and journals including ACM SOSP, IEEE HPCA, ACM/IEEE ToN,
IEEE JSAC, USENIX Security, INFOCOM, etc. According to Google Scholar his
work has received close to 8,000 citations with an h-index of 45.
Fabio Martinelli (SPARTA)
Fabio Martinelli is a research director of the Italian National Research Council (CNR)
where he is referent for cybersecurity activities. His main research interests involve
security, trust and privacy in distributed and mobile systems. He founded and chaired
the WG on security and trust management (STM) of the European Research
Consortium in Informatics and Mathematics (ERCIM) and the WG 11.14 in secure
engineering of the International Federation of Information Processing (IFIP). He
coordinated the EU NESSoS Network of Excellence in Future Internet Security and
the EU Training Network on Cyber Security (NeCS). He chaired the WG3 on
Research and Innovation of the Network and Information Security (NIS) Platform
promoted by the European Commission. He is currently partnership Director
of SPARTA. He acts as first director on the Board of ECSO and co-chairs ECSO
WG6 SRIA. Fabio Martinelli also serves as an expert in the H2020 Protection and
Security Advisory Group (PASAG).
Wim Mees (ECHO)
Wim Mees is Professor in computer science and cyber security at the Royal Military
Academy and is leading the Cyber Defence Lab. He is also teaching in the Belgian
inter-university Master in Cybersecurity, and in the Master in Enterprise Architecture
at the IC Institute.
Wim has participated in and coordinated numerous national and European research
projects as well EDA and NATO projects and task groups. He is currently project
coordinator for ECHO.
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Matteo Merialdo (ECHO)
Matteo Merialdo works as R&D manager in the Security Business division at RHEA
Group and is responsible for the security product portfolio of the company, leading a
large, multinational team of software engineers, architects and security experts.
He has wide experience on cybersecurity product development, including cyber
ranges, dynamic risk assessment and information sharing systems. As project
manager, he led multiple wide research projects for the European Commission and
the European Space Agency. Among other activities, he is currently technically lead
for ECHO.
Igor Nai Fovino (JRC)
Igor Nai Fovino serves as Deputy Head of the Cyber and Digital Citizen Security
Unit of the European Commission’s Joint Research Centre. Through his activities and
research projects he is deeply engaged in supporting the development of EU
cybersecurity policies in all the key sectorial domains.
Igor holds a Ph.D. in computer security. His research fields belong to the area of
cybersecurity of critical infrastructures, intrusion detection techniques, malware,
cryptography, data mining and blockchain technologies. In these fields he is the
author of more than a hundred of scientific papers and science for policy reports.
Spyros Papastergiou (CyberSec4Europe)
Dr Spyros Papastergiou is a Senior Security Researcher at the University of Piraeus
Research Center where he manages and coordinates EU projects. His research focuses
on the protection of Critical Infrastructures (CIs) from malicious intrusions and
security breaches as well as the risk assessment and evaluation for emergency
response operations and he has authored over 40 publications in the above fields. He
has been involved in a set of European and national research projects (etc.
MITIGATE, SAURON, Operando, CyberSec4Europe, Cybersane, Cyrene, and
AI4HealthSec). Also, he actively participates in various Cyber Defence Exercises
organised by the Hellenic National Defense General Staff, NATO and ENISA.
Edmundas Piesarskas (SPARTA)
Edmundas Piesarskas is an expert on different management aspects of cyber security,
including innovation governance and skills management, working in the Lithuanian
Cybercrime Center of Excellence for Training, Research & Education (L3CE), a nonprofit NGO which invests in technology, conducts research, and manages projects
focusing on illegal interference incidents — related to data, systems or operation of
computers — affecting a wide range of foreign countries. L3CE has extensive
experience in running European and national research projects: SENTER, ECOPOL,
Lion DC, PRoTECT, SPARTA, and I-LEAD. These address cybercrime prevention
initiatives or are developing innovative technologies and solutions aimed at
monitoring and detecting criminal content on the Internet. In the security domain
generally, L3CE also addresses information warfare, hybrid threats and full spectrum
awareness of cybersecurity itself.
10
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Aiko Pras (CONCORDIA)
Aiko Pras is full professor of Internet Security at the University of Twente. He is
research coordinator of CONCORDIA and interested in questions like digital
independence and Internet security. His research focus is on DDoS attacks and DNS
security; his approach is based on Internet wide measurements. He has chaired the
IFIP Technical Committee on “Communications Systems” (IFIP-TC6) and the EU
Future Internet cluster. In 2016 he received the IFIP/IEEE “Salah Aidarous Memorial
Award” for providing unremitting service and dedication to the IT and
Telecommunications Network Operations and Management community.
Kai Rannenberg (CyberSec4Europe)
Chair of Mobile Business & Multilateral Security (www.m-chair.de) at Goethe
University Frankfurt since 2002. Visiting Professor National Institute for Informatics
(Tokyo, Japan) since 2012. Chair CEPIS (www.cepis.org) Legal & Security Issues
Special Interest Network since 2003. Since 2015 Vice President IFIP (www.ifip.org).
From 2007 till 2013 Chair of IFIP TC-11 “Security and Privacy Protection in
Information Processing Systems”, after having been its Vice-Chair since 2001. Since
2007 Convenor ISO/IEC JTC 1/SC 27/WG 5 “Identity management & privacy
technologies”. 2004-2013 academic expert in the Management Board of EU Network
and Information Security Agency, ENISA; 2013 till 2020 member ENISA’s Advisory
Group (till 2019 named Permanent Stakeholder Group). 1999-2002 with Microsoft
Research Cambridge focussing on Personal Security Devices & Privacy
Technologies“.
Kai has been coordinating several leading EU research projects, e.g. the Network of
Excellence “Future of Identity in the Information Society (FIDIS)” and the Integrated
Project “Attribute based Credentials for Trust” (ABC4Trust). Currently he is
coordinating CyberSec4Europe.
Kai's research interests include:
Mobile and embedded systems and Multilateral Security in e.g. M-Business,
LBS, transport systems, and industrial applications
Privacy and identity management, especially attribute based authorisation
Communication infrastructures and devices, e.g. personal security assistants
and services;
Security and privacy standardisation, evaluation, and certification.
Jose Francisco Ruiz (CONCORDIA)
Jose Francisco Ruiz is a senior cybersecurity consultant and technical project
manager at Atos. He obtained his bachelor degree and Master thesis degree in
Computer Engineering from the University of Malaga in 2008 and 2012 respectively
and is currently finishing his Ph.D. focused on cybersecurity engineering. He has been
working in European research projects for more than twelve years in different
organisations across Europe. He has led cybersecurity research activities and acted as
technical project manager in many different projects, among others in: FP6 Serenity
(security and dependability for AmI), FP7 SecFutur (security engineering for systems
of systems) and Coco Cloud (security in the cloud). He is involved in several H2020
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projects as technical project coordinator of VisiOn (security and privacy for public
administrations) and project coordinator of FISHY (cybersecurity for supply chain).
Previously he was project coordinator of SMESEC (cybersecurity for SMEs) and led
the research and creation of a cybersecurity agenda for collaboration of Europe and
Japan in EUNITY. His interests include cybersecurity engineering, cybersecurity in
the cloud, data protection, and distributed systems. He also has several publications
in national and international conferences, journals and books and has served on
organisation committees and as a reviewer at different conferences and workshops.
Finally, he is a member of the Atos cybersecurity expert community and
ECSO’s scientific and innovation committee as well as co-chair of the cybersecurity
for verticals sub-working group.
Luigi Rebuffi (ECSO)
Luigi Rebuffi is the Secretary General and founder of ECSO (European Cyber
Security Organisation). After having graduated in Nuclear Engineering at the
Politecnico di Milano (Italy), he worked in Germany on the development of high
power microwave systems for the next thermonuclear fusion reactor (ITER). He
continued his career at Thomson CSF / Thales in France where he took on increasing
responsibilities for European Affairs (R&D) in different sectors: telecom, industrial,
medical, scientific, and became, in 2003, Director for European Affairs for the
civilian activities of the Group. In 2007, He suggested the creation of the European
Organisation for Security (EOS) and coordinated its establishment, being for 10 years
its CEO. In 2016 he contribute to the creation and was the founder of ECSO, signing
with the European Commission the cPPP on cybersecurity. Until 2016 and for 6 years,
he has been an advisor to the European Commission for the EU Security Research
Programme and President of the Steering Board of the French ANR for security
research.
Vincenzo Savarino (CyberSec4Europe)
Vincenzo Savarino is a Senior Researcher in the Open Public Service Innovation
Laboratory at Engineering’s Research and Development Laboratory. A graduate in
Computer Engineering from the University of Palermo, since 2004, he has worked on
the preparation, management and development of Italian and European research and
innovation projects, in particular on topics related to smart and digital cities. He
gained extensive experience on privacy-enhancing technologies, DLT technologies,
business and process modeling, digital fabrication and human computer interaction.
He is responsible for the CyberSec4Europe smart cities pilot.
Frank Schubert (CONCORDIA)
Frank Max Schubert graduated in 2007 in Electrical Engineering and Information
Technology at the Karlsruhe Institute of Technology. From 2007 until 2011 he was
member of the scientific staff at the Institute of Communications and Navigation of
the German Aerospace Center (DLR). He worked partly in the Wave Propagation and
Interaction Section at the European Space Agency (ESA) in Noordwijk. From 2009
until 2012 Frank was an external Ph.D. student in the Navigation and
Communications Section at Aalborg University (AAU). He obtained a Ph.D. degree
from AAU in wireless communications in October 2012. Subsequently he joined
Airbus Defence and Space GmbH as a system engineer for navigation signals
working on GNSS receiver algorithms. In 2018 he joined Airbus CyberSecurity
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GmbH as Cybersecurity Architect Space and leads the Defence and Aerospace
Security team since 2019.
Alessandro Sforzin (CyberSec4Europe)
Alessandro Sforzin received his Master of Science in Computer Science from the
University of Padua in December 2015. He is currently a scientist in the security
group of NEC Laboratories Europe. His research areas include blockchain security
and trusted execution environments.
Velizar Shalamanov (ECHO)
After 19 years in the military, followed by an academic career in the Academy of
Sciences, Dr. Shalamanov has had several tours of public service: Deputy Minister of
Defence (1998-2001), Minister of Defence (2014) and Director Demand
Management in NATO’s IT and Cyber Agency (2009-2017). In 2019 he was elected
as a Chair of the Agency Supervisory Board facilitating consensus among 30 nations.
Since 2018, Velizar has been Deputy Director of the Institute of Information and
Communications Technologies, focusing on consolidation of the academic cyber
capacity in Bulgaria and the EU (under a H2020 project) and study of best practices
for effectiveness, efficiency and cyber resilience of IT organizations, the role of IT in
institutional change management. Dr. Shalamanov’s IT-related research work started
in 1984 as project manager, head of section and sector in defence institute, leading
intelligent planning and assessment systems development, followed by some projects
in space research, institutional change management, integrated command and control
/ emergency management systems, computer assisted exercises. He defended his PhD
thesis in Kyiv (1991) and became Associated Professor in 1998.
Antonio Skarmeta (CyberSec4Europe)
Dr. Antonio Skarmeta received a M.S. degree in Computer Science from the
University of Granada and B.S. (Hons.) and the Ph.D. degrees in Computer Science
from the University of Murcia. Since 2009 he has been Full Professor in the same
University.department. Antonio has worked on different national and international
research projects in the networking, security and IoT areas, like ENABLE,
DAIDALOS, SWIFT, SEMIRAMIS, SMARTIE, SOCIOTAL and IoT6 and is now
involved in CyberSec4Europe and BIECO. He coordinates the H2020 project
IoTCrawler focusing on IoT advanced discovery on IPv6 networks and OLYMPUS
on privacy preserving identity management His main interest is in the integration of
IPv6, security services, identity, IoT and smart cities. He has been head of the
research group ANTS since its creation on 1995. He is also advisor to the vice-rector
of research of the University of Murcia for international projects and head of the
International Research Project Office. Since 2014 until 2010 he has been Spanish
National Representative for the MSCA within H2020. He has published over 200
international papers and is member of several program committees. He has also
participated in several standardisation for the like of IETF, ISO and ETSI and has
been nominated as IPv6 Forum Fellow. Dr. Skarmeta it is owner of several patents
on telemonitoring-based IoT solutions. He is also CTO of the spin-off company Odin
Solution S.L. (OdinS) in the area of IoT and smart infrastructure.
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Despina Spanou (Head of Cabinet for EC VP M. Schinas)
Despina Spanou is the Head of the Cabinet of the Vice-President of the European
Commission overseeing the European Union’s policies on security, migration and
asylum, health, skills, education, culture and sports.
Previously, she was Director for Digital Society, Trust and Cybersecurity at DG
CONNECT. In this capacity, Mrs. Spanou was responsible for the EU’s cybersecurity
policy and law, digital privacy, connected cities and mobility, digital health,
eGovernment and electronic identification. As Director for Digital Society, Trust and
Cybersecurity, she was also responsible for the implementation of the EU legislation
on security of network and information systems (NIS Directive) and for the
negotiations of the EU Cybersecurity Act, which recently entered into force across
the EU. Mrs. Spanou has served as a member of the management board of ENISA,
and of the Steering Board of the Computer Emergency Response Team for the EU
Institutions, bodies and agencies (CERT-EU). She is a founding member of the
Women4Cyber initiative and advocate for the need for more cybersecurity experts in
Europe.
Despina Spanou has also been Director for Consumer Affairs at the DirectorateGeneral for Justice and Consumers (2013-2017) in charge of consumer policy,
consumer and marketing law, redress and enforcement, and product safety. Prior to
this position, she was Principal Adviser in the Directorate-General for Health and
Consumers responsible for communication and strategies on managing chronic
diseases including the EU’s contribution to the UN General Assembly on Health.
She was the Deputy Head of Cabinet for the European Commissioner for Health and
Consumers Mr. Kyprianou (2004-2008) and for the Commissioner for Health Mrs.
Vassiliou (2008-2010). Despina Spanou started her career at the European
Commission at the Directorate General for Competition (in 2003). She had previously
practiced European law with the Brussels branch of a US law firm.
Despina Spanou is a member of the Athens Bar Association and holds a Ph.D. in
European law from the University of Cambridge. She is Greek/Cypriot.
Theodora Tsikrika (ECHO)
Theodora Tsikrika, PhD is a research fellow at the Information Technologies Institute
of the Centre for Research and Technology Hellas (CERTH-ITI). She received the
Degree in Computer Science from the University of Crete, and the MSc and PhD
degrees in Computer Science from Queen Mary, University of London. Prior to
joining CERTH-ITI in 2013, she worked as a postdoctoral researcher at Centrum
Wiskunde & Informatica (CWI) (The Netherlands), the University of Applied
Sciences Western Switzerland, and the Royal School of Library and Information
Science (Denmark). Her research interests are in the areas of data mining with
particular focus on AI technologies for security/cybersecurity applications. She has
participated in several H2020 projects in the areas of security/ cybersecurity (e.g.,
ECHO, FORESIGHT, CONNEXIONs, CREST) and has co-authored more than 60
publications in refereed journals and international conferences.
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Arthur van der Wees (CONCORDIA)
Arthur van der Wees is founder and managing director of Arthur’s Legal, an
international strategic law firm with a global reach. Arthur is an attorney at law, a
standardisation and policy expert, entrepreneur, strategist and frequent speaker
worldwide. He has in-depth experience and is well-connected in the world of digital,
data, human-centric emerging technology, accountability, resilience and global
business. He is founding member of the Alliance for IoT Innovation (AIOTI), where
he is chair of the Policy Working Group, as well as leader of both the taskforces on
Security in IoT and Privacy in IoT. He is (co-)author of various publications about
innovation, digital transformation, data, IoT, computing, security and privacy and
trust, and has contributed to several EU regulations and other policy instruments for
the Digital Age. Furthermore he is an advisory board member and respectively partner
in more than 10 European projects. Arthur’s Legal is part of ETSI’s Special Taskforce
547 on Security and Privacy in IoT, and a CONCORDIA partner (Strategies, Ethics,
Policy, Legal and Data Protection Officer).
Pavel Varbanov (ECHO)
Pavel Varbanov has a long and rich experience in the structuring and application of
competence models and skill frameworks in the domain of ICT (Internet of Things,
data science, cybersecurity, quality assurance). He is project coordinator at ESI CEE
(European Software Institute – Center Eastern Europe) and the leader of education
and training activities on the ECHO project. Since 2010 he has led most of the
educational projects and activities of ESI CEE including licensing the ESI CEE VET
Centre, application of the e-Competence Framework in the IT programs of three
Bulgarian universities, the integration of the e-Competence Framework in the
national system of competences evaluation and many others.
Csaba Virág (ECHO)
Csaba Virág has more than a decade of experience in strategic, technical and
administrative layers of the IT sector, as well as in the security domain as an ethical
hacker, cybersecurity professional and private sector subject matter expert. Up to the
summer of 2015, Csaba was leading several security-sensitive IT developments,
mainly focusing on critical infrastructures like transportation, healthcare, and the
telecommunication sector. Since then, he has been focusing on cybersecurity and
cyber defence related operational and capacity building activities. Csaba is currently
the Head of Capacity Building at Guardtime, Estonia, focusing on developing and
delivering high impact cyber resilience building solutions through applicable cyber
threat intelligence, cyber exercises and competence building, red teaming for both the
civilian and military domains. Csaba is involved in various EU level and international
projects on behalf of Guardtime, acts as an expert for the ITU global cyber drill series,
is a member of the ENISA Advisory Group and the ECSO Board of Directors and is
coordinator of Cyber Range Focus Group.
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Wojciech Wiewiórowski (European Data Protection Supervisor)
Wojciech Wiewiórowski is the European Data Protection Supervisor. He was
appointed by a joint decision of the European Parliament and the Council on 5
December 2019 for a term of five years. Before his appointment, he served as
Assistant European Data Protection Supervisor from 2014 to 2019 and as Inspector
General for the Protection of Personal Data at the Polish Data Protection Authority,
a position which he had held since 2010. He was also Vice Chair of the Working
Party Article 29 Group.
He is an adjunct professor in the Faculty of Law and Administration of the University
of Gdańsk. His areas of scientific activity include first of all Polish and European IT
law, processing and security of information, legal information retrieval systems,
informatisation of public administration, and application of new IT tools (semantic
web, legal ontologies, cloud, blockchain) in legal information processing.
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Prof. Elena Ferrari

Prof. Sotiris Ioannidis

Prof. Aiko Pras

Dr. Cristian Hesselman

Dr. Frank Schubert

Full professor of
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Insubria

Associate Professor
at School of Electrical
and Computer
Engineering of the
Technical University of
Crete

Full professor Internet
Security at
the University of
Twente

Director of SIDN Lab
Associate Professor at
the University of Twente

Head of Defence
and Strategic
Programmes
Germany,
Airbus CyberSecurity
GmbH

Co-leading
CONCORDIA Task
Women in Cyber
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Deputy coordinator
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Work package on
Research
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Task on DDoS Clearing
House for Europe

Co-leading
CONCORDIA Pilot
on Communication
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CONCORDIA

Starting with 42
project partners

In two joining rounds
10 new partners

52 official
partners with
6 in joining
process
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CyberSec4Europe’s
WP5 – Demonstration
Cases
Alessandro Sforzin
NEC Laboratories Europe GmbH
WP5 Leader

Introduction to WP5: Role in
CyberSec4Europe

D10.2, ANNEX 4, page 3

• To identify and analyse cybersecurity industrial challenges in the project’s
selected sectors.
• To translate those challenges into demonstration cases.
• To implement, test, and validate said demonstration cases.
• To collaborate closely with, and provide requirements to, WP3 (Blueprint
Design and Common Research) and WP4 (Research and Development
Roadmap) to define common security and privacy building blocks and
demonstrate how they can improve cybersecurity in a variety of vertical sectors.

7 December 2020

Copyright 2020
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Introduction to WP5: Life Cycle

7 December 2020

Copyright 2020
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WP5 Demonstrators

• Open Banking
• Supply Chain Security Assurance
• Privacy-preserving Identity Management
• Incident Reporting in the Financial Sector
• Maritime Transport
• Medical Data Exchange
• Smart Cities

7 December 2020

Copyright 2020
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Presenting Today

• Open Banking
• David Goodman, Trust in Digital Life
• Supply Chain Security Assurance
• Privacy-preserving Identity Management
• Incident Reporting in the Financial Sector

• Maritime Transport
• Spyros Papastergious, University of Piraeus Research Center
• Medical Data Exchange

• Smart Cities
• Vincenzo Savarino, Engineering Ingegneria Informatica S.p.A.
• Antonio Skarmeta, Universidad de Murcia

7 December 2020
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Open Banking

David Goodman, Trust in Digital Life (TDL)
Médéric Collas, Groupe BPCE
Erwan Dano, Groupe BPCE
Ramón Martín de Pozuelo, CaixaBank
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Open Banking

Demonstrator Use Case

Introduction
Business Case
OBSIDIAN Architecture
Live Demo

10 December 2020

David Goodman, Trust in Digital Life
Mederic Collas, Groupe BPCE
Erwan Dano, Groupe BPCE
Erwan Dano, Groupe BPCE
Ramón Martín de Pozuelo, CaixaBank
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Open Banking

Demonstrator Use Case

Open Banking represents a new wave in the financial community in
terms of banking transactions including payments, closely related to
Payment Services Directive 2 (PSD2) and the GDPR.
One of the demonstrator use cases is OBSIDIAN –
Open Banking Sensitive Data Sharing Network for Europe
• To support the fight against fraud by sharing information between banks
• To be more effective in detecting money laundering or terrorist financing to protect the
European market in an open economy

10 December 2020
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The Challenge

D10.2, ANNEX
page 10
% of4,global

Banking fraud evolution

fraud amount

PSD2
Effort

Usurpation 9%

=

Customer abused 37%

+++

Where
Security
Innovation
is needed

Fraudulent
customer 54%

+++

Fraud Report 2019

• + Digital transformation: Instant Payment, full digital relationship development, ….
10 December 2020
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OBSIDIAN Architecture
Bank B
OBSIDIAN
Pseudonymised
Client
fraud data

Bank A
OBSIDIAN
Pseudonymised
Client
fraud data

OBSIDIAN
Server

data)

Internal
fraud
data

Bank C
Fraud
Expert

OBSIDIAN
Pseudonymised
Client
fraud data

Internal
fraud
data
10 December 2020

v Every bank owns a list of
fraudulent IBANs (internal fraud

Copyright 2020

v Each IBAN is pseudonymised
and committed into a dedicated
OBSIDIAN database
v Each bank uses the OBSIDIAN
client to communicate with the
network through the central
server
5
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OBSIDIAN Architecture
Bank B
OBSIDIAN
Pseudonymised
Client
fraud data

Bank A
OBSIDIAN
Pseudonymised
Client
fraud data

OBSIDIAN
Server

Internal
fraud
data

Response

se
on
sp
Re

Request
Fraud
Expert

st
ue
q
Re

Bank C
OBSIDIAN
Pseudonymised
Client
fraud data

v When Bank A sends a request, the
server broadcasts it to the connected
participants
v Each participants answers the
request to the central server which
relays the answers to Bank A
v The server safeguards the anonymity
of the banks
v The server does not store fraud data

Internal
fraud
data
10 December 2020

v The exchange relies on a Secure
Multiparty Computation Protocol
Copyright 2020
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OBSIDIAN Innovation

ü GDPR
Compliant

Bank B
OBSIDIAN
Pseudonymised
Client
fraud data

Bank A
OBSIDIAN
Client

Pseudonymised
fraud data

OBSIDIAN
Server

Internal
fraud
data

Bank C
OBSIDIAN
Pseudonymised
Client
fraud data

10 December 2020

ü Banking secrecy
protected
International
applicability

Fraud
Expert

Internal
fraud
data

Regulatory
compliance

ü Applicable to the
countries with the
most restrictive
secrecy laws
ü Can easily be
expanded into a
European network
Copyright 2020

Data never
handed over
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ü The OBSIDIAN server
does not store fraud data
ü IBAN always
pseudonymised when
exchanged
ü Banks can take back
their data whenever
necessary (GDPR right to
erasure)

Easy integration
ü No complicated
mathematics : technology
easily understood by IT
experts

ü Simple integration : one
client connected to one
server only
7
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Thank you!
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Maritime Transport

Dr. Spyridon Papastergiou (paps@unipi.gr)
Joint Pilot Event on Cybersecurity 2nd Concertation
Conference
10 December 2020

Maritime Transport Ecosystem
●

●
●
●
●
●

Domestic and international
transportation
Communications and
information technology
Warehouse management
Order and inventory control
Material handling
Import/export facilitation

D10.2, ANNEX 4, page 16

Entities
TerminalCustoms

Customs Agent
Port Facility
Security Officer
(PFSO)

Shipping
Companies

LNG Service
Dry, bulk cargo Service
Tanker Transport
Service
Vehicle Transport
Service

Maritime
Authorities

Port Authority
Port Official

Passenger
Transport

Cruise Service
Passenger
Service

Services
10 December 2020
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Daily headlines on Cyber-Attacks

10 December 2020

Copyright 2020
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4

Threat Landscape of the Ecosystem
●
●
●

●
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Are there appropriate efficient and
effective tools that provide risk
and security management???
How can we effectively estimate
risks???
How can we enhance the security
and resilience of the maritime
critical infrastructures and their
systems???
How can
we secure the
communication channels between
the maritime systems???

10 December 2020
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Use Cases and Research Challenges
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Challenges:
●
●
●
●
●

Early identification and assessment of risks, threats and attack paths for critical maritime systems
Security hardening of maritime infrastructures, including cyber and physical systems
Resilience of critical maritime systems
Maritime system communication security
Securing autonomous ships

10 December 2020
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MTS #1 Threat modeling and risk analysis for
maritime transport services

D10.2, ANNEX 4, page 20

Threat modeling and risk assessment:

• Collaboratively and securely exchange threat and risk related
information
• Define the scope of the assessment
• Model their continuously evolving threat landscape
• Assess their relevant cybersecurity threats, vulnerabilities,
impact and risks
• Take informed decisions related with risk mitigation.

10 December 2020

Copyright 2020

Use case diagram
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MTS #2 Maritime System Software
Hardening

D10.2, ANNEX 4, page 21

Develop the appropriate software hardening mechanisms
• These will make the existing bugs and security weaknesses not
exploitable from hackers and cyber criminals.

Use case diagram of the ‘Maritime System Software Hardening’

10 December 2020

Copyright 2020
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MTS #3 Secure Maritime
Communications
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VDES
frequencies
Time, ship
position, speed,
length, course

Route plans,
mandatory
ship reports

Weather
reports
Passenger /
cargo
manifestos

10 December 2020

Use case diagram of the ‘Secure Maritime
Communications’

Copyright 2020
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MTS #4 – Trust Infrastructure for
Secure Maritime Communication
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Establish a Public Key Infrastructure
(PKI) service to facilitate:
• Enrolment of new actors in the circle of trust
• Issuing of cryptographic credentials allowing
actors secure communication

• Checking the status of the cryptographic

credentials

• Exclusion of misbehaving or "expired" actors

from the circle of trust

10 December 2020

Use Case Diagram of the Trust infrastructure for secure maritime
communication. The diagram shows the issuing of cryptographic credentials
and enrolment of new actors

Copyright 2020
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Maritime Transport Demonstration Video

10 December 2020
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Future Research Goals
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●

MT-UC1:Threat modeling and risk analysis for maritime transport services

●

MT-UC2:Maritime System Software Hardening

○
○
○
○
○
○

Design and implementation of efficient cyber-attack path discovery algorithms
Design evidence-based and scenario-based risk assessment approaches
Visualization of vulnerable attack paths and patterns
Analyze software and identify unsafe components.
Harden programs with no recompilation
Harden programs without modifications

●

MT-UC3:Secure Maritime Communications

●

MT-UC4:Trust Infrastructure for Secure Maritime Communication

○
○
○
○
○
○

10 December 2020

Ensuring the robustness of the maritime ICT infrastructures against cyber-attacks
Ability to quickly adapt to security threats
Develop wireless access control mechanisms through secure channels
Design and develop trust infrastructures that take into consideration the environmental limitations of the
maritime transport sector
Design and implementation of maritime systems that utilize both satellite and radio communication means
Design and demonstrate a trust infrastructure that facilitates preservation of integrity and confidentiality aspects
associated with maritime communication

Copyright 2020
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Thank you
Dr. Spyridon Papastergiou (paps@unipi.gr)

Copyright 2020
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Pilot Session

Smart Cities Pilots
28 October 2020

Copyright 2020
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Smart Cities: needs, goals and outcomes

D10.2, ANNEX 4, page 28

Needs
Smart city technologies capture data about people and places to all forms of privacy. Every day
more data is collected and processed – in volume, range and granularity.
 Smart technologies put individual privacy at risk & citizens loose trust

Goals
1)Create a user centric infrastructure to support sensor, urban data platform and other
digital infrastructures for identity and personal data exchange and reuse in public
services, in compliance with GDPR;
2) Setup an Open Innovation Cycle that will drive city stakeholders from cyber security
risks and needs assessment to the identification of the related solutions.

Outcomes
Enable a novel ecosystem capable to foster business models based on personal data exchange and
usage in Smart City and Public Services while properly managing cyber security risks and regulations
28 October 2020based on trust
Copyright 2019
3
compliance

Demonstrators Setup & Validation

Smart Cities challenges

October 28, 2020
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Demonstrators context

Copyright 2019

4

Genova : Access to online services portal

D10.2, ANNEX 4, page 30

Murcia: MiMurcia Smart City

•

Privacy-preserving scenario: The services offered by MiMurcia
Smart City are protected but users can access without
compromising their privacy
• Users will rely on authorization (capability) tokens to access
services attached to the smart city platform, so the services
are protected but do not learn unnecessary information
• The Smart City authorization platform needs to ensure that
users conform to specific attribute-based policies to access
the services
• ppIdM is used for the necessary interaction, allowing users
to obtain authorization with minimal disclosure, unlinkability,
and informed consent on a service-by-service basis

•

Services considered for the first demonstrator: Murcia’s map
overlayed with different information depending on the service
• Checking public transport information: Any Smart City user
can use it.
• Checking parking status: Only users over 18 can use it.
• Checking water consumption of public parks/installations:
Only users who live in Murcia can use it

07 December 2020
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Use case description
•

“mobile pABC”: As the tool to gain privacy in
authentication/authorization. Issuance and
presentation processes are those of novel PSMS crypto that increase the efficiency.

•

“eIDAS browser”: It is key for performing idproofing of the users against the ppIdM,
achieving strong linkage with physical identity.
In the demonstrator, it is integrated in the
Android app for eIDAS authentication via NFC
using the eID, and also for using digital
certificates based on Cl@ve Spanish system.

•

“Self Sovereign-PPIdM” It is used to perform
the authentication and authorization of users
against the smart-city platform in a privacypreserving way. Client has been extended to
use the Android secure storage for p-ABC
Credential management.
07 December 2020
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Demo
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•

Juan is from Galicia, 24 years old and visiting his sister in Murcia. She told him about a great
application that will help him during his stay with useful information about the city.

•

For his app usage, he will carry out three main processes:
• Enrolment, using his eID to provide certified attributes
• Login, to retrieve a new credential after having registered
• Accessing services:
• He is interested in obtaining parking availability information
• He is also interested in public transport information for travel during his stay
• He Will not be able to use the water consumption checking service, as he is not a Murcia
province citizen

07 December 2020
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Diagram Enrolment
•
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Juan performs the enrolment process using his eID.

08 December 2020
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Diagram Service Access
•
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He wants to find a place to park his car near his destintation and with
vacancies

08 December 2020
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Diagram Service Access Denied
•
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If he tries to access water consumption measurements, he will not be
able to

08 December 2020
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Thank you

Copyright 2020
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CyberSec4Europe’s
WP5 – Demonstration
Cases
Alessandro Sforzin
NEC Laboratories Europe GmbH
WP5 Leader
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Presented Today

• Open Banking
• David Goodman, Trust in Digital Life
• Supply Chain Security Assurance
• Privacy-preserving Identity Management
• Incident Reporting in the Financial Sector

• Maritime Transport
• Spyros Papastergious, University of Piraeus Research Center
• Medical Data Exchange

• Smart Cities
• Vincenzo Savarino, Engineering Ingegneria Informatica S.p.A.
• Antonio Skarmeta, Universidad de Murcia

7 December 2020
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Where Can I Find More?

• D5.1 – Requirements Analysis of Demonstration Case Phase 1
• use cases and functional/non-functional requirements definition
• https://cybersec4europe.eu/wp-content/uploads/2020/06/D5.1Requirements-Analysis-of-Demonstration-Cases-Phase-1-v3.0.pdf

• D5.2 – Specification and Set-up Demonstration Case Phase 1
• use cases specification and demonstrators blueprints
• https://cybersec4europe.eu/wp-content/uploads/2020/05/D5.2-Specificationand-Set-up-of-Demonstration-Case-Phase-1-v1.0_Submitted.pdf

• D5.3 – Validation Demonstration Case Phase 1
• use cases validation
• to be submitted on January 31, 2021

7 December 2020

Copyright 2020
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Thank you!
WP5 contact: Alessandro.Sforzin@neclab.eu
T5.1 contact: david@trustindigitallife.eu
T5.5 contact: pkotzani@unipi.gr
T5.7 contact: vincenzo.savarino@eng.it
Copyright 2020

D10.2, ANNEX 5, page 1

ECHO: Strengthening Cyber Defence in Europe
through efficient multi-sector and multi-domain
collaboration
Wim Mees
Royal Military Academy, Belgium
ECHO Project Coordinator

CONVERGENCE, 9-11 December 2020

The ECHO Project has received funding from the European Union’s
Horizon 2020 Research and Innovation Programme,
under grant agreement №830943
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The EU
Cybersecurity
Challenge:
FROM “FRAGMENTED IN

DIVERSITY”
TO “UNITED IN DIVERSITY”

December 9, 2020

www.echonetwork.eu

Report: European Strategic Autonomy
Operationalising a Buzzword, October 2019

European strategic
autonomy

D10.2, ANNEX 5, page 3
The ECHO Project has received funding from the European Union’s Horizon
2020 Research and Innovation Programme, under grant agreement №830943

Political

Institutional

Capabilities

Industrial

The capacity to act in four dimensions:
www.echonetwork.eu
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The ECHO Project has received funding from the European Union’s
Horizon 2020 Research and Innovation Programme, under grant
agreement №830943

STRATEGIC AUTONOMY MUST BE:
○ Sustainable
• Governance model
• Bottom-up input to decision makers

○ Technology driven
• From recognized European scientific
excellence to a trusted supply chain
of industrialized solutions

○ Capability driven
• Autonomy to assess a situation,
make decisions and freedom of
action to execute them
www.echonetwork.eu

Our strategic
autonomy focus
for cybersecurity
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Cybersecurity Challenges for the EU
ECHO consortium identified gaps in current cybersecurity technologies and
operations in EU:

○ Lack of effective means to assess
multi-sector technology
requirements across security
disciplines
○ Lack of effective means to assess
dependencies between different
industrial sectors

○ Lack of realistic simulation
environments for technology
research and development, or
efficient security test and certification

December 9, 2020

www.echonetwork.eu

○ Lack of an up-to-date cyberskills
framework as a foundation for
cybersecurity education and training

○ Lack of effective means to share
knowledge and situational
awareness in a secure way with
trusted partners

○ These gaps are particularly
relevant for EU

D10.2, ANNEX 5, page 6
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ECHO Main Objectives
The network of cyber research and competence centres, with a central
competence hub has the following goals:

Demonstrate a network of cyber
research and competence centres,
with a central competence hub,
having a mandate for increasing
participation through a new partner
engagements model, including
collaboration with other networks
funded under the same call

December 9, 2020

www.echonetwork.eu

Address all the aforementioned
gaps, developing an adaptive
model for information sharing
and collaboration among the
network of cybersecurity centres,
supported by an early warning
system and a framework for
improved cyberskills
development and technology
roadmap delivery, in a multiplesector context

D10.2, ANNEX 5, page 8

Partners

The ECHO Project has received funding from the European Union’s
Horizon 2020 Research and Innovation Programme, under grant
agreement №830943

Project Coordination:
Royal Military Academy of Belgium (Wim Mees)
Project Management:
RHEA System S.A. (Matteo Merialdo)
•
•
•
•
•
•
•
•
•
•
•

16 Millions budget
4 years (started Feb 2019)
30+2 partners
15 new partner engagements
13 existing competence centres
16 nations
9 industrial sectors
13 security disciplines
5 demonstration cases
6 technology roadmaps
3 multi-sector scenarios

The ECHO Project has received funding from the European Union’s Horizon
2020 Research and Innovation Programme, under grant agreement №830943

www.echonetwork.eu
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Main concepts
ECHO Governance Model: Management of direction and
engagement of partners (current and future)
ECHO Multi-Sector Assessment Framework:
Transverse and inter-sector needs assessment and
technology R&D roadmaps
ECHO Cyberskills Framework and training
curriculum: Cyberskills reference model and associated
curriculum

ECHO Security Certification Scheme: Development of
sector specific security certification needs within EU
Cybersecurity Certification Framework
ECHO Federated Cyber Range: Advanced cyber
simulation environment supporting training, R&D and
certification
ECHO Early Warning System: Secured collaborative
information sharing of cyber-relevant information
December 9, 2020

www.echonetwork.eu
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Defining technology roadmaps
•

ECHO Multi-sector assessment framework
• Mechanism to define and refine technology
roadmaps and demonstration cases
•

•

Risk based method to analyse multi-sector security
needs including
• Inter-sector opportunities (potential solutions)
and dependencies to security challenges further
analysed as demonstration cases
• Comprehensive analysis of potential
contributions to technology roadmaps across
security disciplines as means to improve
security posture
• Analysis of sector specific needs and
transversal opportunities to identify potential
for improvement
•

www.echonetwork.eu

First consolidated prototype is ready!

ECHO is defining 6 technology roadmaps and
is developing 10+ technology innovations on
these roadmaps, including E-FCR and E-EWS

ECHO Technology Roadmaps
ECHO Early Warning System (E-EWS)
•

•
•
•
•
•
•
•
•

Security operations support tool enabling members to coordinate
and share cyber relevant information in near-real-time
• Tickets
• Early Warnings
• Knowledge base/Threat intelligence
Secure information sharing between organizations; across
organizational boundaries and national borders
Coordination of incident management workflows
Retain independent management and control of cybersensitive information
Account for sector specific needs and protection of personal
information protection (GDPR compliant)
Multisource threat intelligence data gathering
Includes sharing of reference library information and incident
management coordination
Target Technology Readiness Level: 9
Potentially, it could serve all the network of centers of
competences!

www.echonetwork.eu
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Sharing Warnings and Threat Information
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ECHO Early Warning System (E-EWS)

•

Governance
•

organization

•

sectorial
•

national

European

www.echonetwork.eu

•

ECHO WP3 & inter-pilot Focus Group

Trust
•

Through the EU Network of Centres of
Competence

•

Is essential and must be managed

Data model
•

Shared data model

•

Open for 3rd party plugins

•

Compatible with most of existing data
formats

Basis for fostering an SME innovation
ecosystem around threat
information/intelligence

ECHO Technology Roadmaps
ECHO Federated Cyber Range (E-FCR)

The goal of the ECHO Federated Cyber
Range (E-FCR) is to:
• Interconnect existing and new cyber
range capabilities through a
convenient portal
• Portal operates as a broker among
cyber ranges
• A marketplace enable content
providers to sell cyber range contents
to a wider market
• Enables access to complex emulations
of sector specific and unique
technologies
• Target Technology Readiness
Level: 8

www.echonetwork.eu
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Interconnection between Cyber Ranges
VPN/
RDP/
VNC
2

FCR
Gateway/
Agent
Cyber-Range
Hypervisor
Manager

○ After analysis, we adopted the usage of VPNVMs
○ VPNVMs (client-server) are deployed when the interconnection
between scenarios is needed
○ Lightweight solution, inexpensive, very agile
○ VPNVMs preconfigured will be provided at E-FCR onboarding

Cyber-Range Provider A
Scenario 1

Cyber-Range
Run Time
Manager

VPN
VM

Cyber-Range Provider A Sector-specific
Capabilities

4

FCR
Gateway/
Agent

Cyber-Range
Hypervisor
Manager
Cyber-Range
Run Time
Manager
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Scenario 1
VPN
VM
VPN/
RDP/
VNC

Cyber-Range Provider B

www.echonetwork.eu
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ECHO Outcomes
○ ECHO targets practical use of outcomes to offer
technologies and services having increased cyberresilience by sector and among inter-dependent
partners
•

Use of E-FCR for experimental simulation of
cyber-attack scenarios, pre-production testing,
product evaluations, training

•

Combined use of E-FCR and E-Cybersecurity
Certification Scheme (E-CCS) for certified
qualification testing of potential technologies
required to meet customer specification

•

Use of E-CCS as benchmark of cybersecurity
certification to be obtained as a market
differentiator

•

Combined use of E-FCR, E-EWS and E-Cyberskills
Framework (E-CSF) to support training delivery

•

Use of E-EWS to share early warning of
cybersecurity related issues (e.g., vulnerabilities,
malware, etc..), potentially at EU level

•

Promotion of improved cyberskills through
leveraging diverse education and training
options made available by the E-Cyberskills
Framework, particularly as it relates to security-bydesign best practices

•

Facilitate the elicitation of cybersecurity technology
roadmaps leveraging on the E-Multisector
Assessment Framework

www.echonetwork.eu
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ECHO
ACTIVE
SERVICES
December 9, 2020

ECHO Daily Bulletin and Newsletter
We implemented an engine to daily collect relevant cyber
security news from thousands of sources worldwide and we
constantly refine the search to improve the news collection
We publish the most relevant news (10/20 per day) on our
ECHO Bulletin web page. The most relevant are spread and
discussed via Social Media
When E-EWS and E-FCR will be active, they will be added to
the list of ECHO Services!

D10.2, ANNEX 5, page 17
The ECHO Project has received funding from the European Union’s
Horizon 2020 Research and Innovation Programme, under grant
agreement №830943

https://echonetwork.eu/join-echo/
ECHO is interested on enlarging the number of partners,
when newcomers can bring an added value to the team.

So far, 2 organizations joined ECHO, 4 are in negotiation
and many others are in pipeline!
Parties (including single individuals) interested in ECHO
will be mapped into the following categories:

Engagement
Opportunities
Whilst we are still early in the Project, we are keen to begin growing our network of
interested parties, stakeholders and potential new partners, and are constantly looking
for new and exciting opportunities to refine and improve the project results.

•
•
•

Receive the Monthly
ECHO Newsletter
Participate in ECHO
Workshops and
Hackathons
Opportunity to
become an ECHO
Partner

•
•
•

Receive the Monthly
ECHO Newsletter
Gain access to ECHO
products and services
Opportunity to
become an ECHO
Partner

•
•
•
•

www.echonetwork.eu

Receive the Monthly
ECHO Newsletter
Gain access to ECHO
products and services
Actively contribute to
the ECHO Early
Warning System
Access to the ECHO
Federation of Cyber
Ranges
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Thank You!
Next :
technical demos
of
E-EWS and E-FCR
Wim Mees
www.echonetwork.eu

December 9, 2020
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ECHO: Towards the Demonstration Cases

Matteo Merialdo
Manager, Security Research and Development (R&D) Projects at RHEA
ECHO Project Implementation Coordinator

RHEA Group
CONVERGENCE, 9-11 December 2020

The ECHO Project has received funding from the European Union’s
Horizon 2020 Research and Innovation Programme,
under grant agreement №830943
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ECHO Assets

○ Each ECHO assets will be properly
validated in articulated
Demonstration Cases
○ Given the advanced status of the
development of ECHO key assets,
validation activities will start soon

December 9, 2020

www.echonetwork.eu
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ECHO Demonstration Cases
ECHO
sector and • Energy
multisector • Healthcare
specific • Maritime
Use Cases

E-EWS
Reference
Library
Exchange

ECHO Early
Warning System

ECHO
sector and • Energy
multisector • Healthcare
• Maritime
Cyber
Ranges

December 9, 2020

ECHO Cyber
Ranges

E-EWS Cyber
incident
coordination
and response

E-FCR for
cyber-skills
education
and training

ECHO Early
Warning System

ECHO
Federated
Cyber Range

ECHO
Cyberskills
framework

ECHO
Cyberskills
framework

ECHO Cyber
Ranges

ECHO Cyber
Ranges

www.echonetwork.eu

E-FCR for
cybersecurity
certification
of new
technologies
ECHO Federated
Cyber Range

ECHO
Certification
Scheme
ECHO
Technology
Roadmaps
Prototypes

ECHO Cyber
Ranges

E-FCR for
R&D
activities of
the
technology
roadmaps
ECHO
Federated
Cyber Range

ECHO
Technology
Roadmaps
Prototypes

ECHO Cyber
Ranges
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ECHO
Demonstration
Cases
○ A overview of the
interconnections..

December 9, 2020
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The energy sector faces increasing and more sophisticated
cyber threats affecting both the IT and OT side
Some use cases to be implemented
• Attacks against the command-and-control systems of the
energy provider
• Attacks to SCADA equipment/devices of the energy
provider
We are creating a sector-specific cyber range emulating a
C&C Centre to support the Demonstration Cases

Demonstration cases
for validation
Energy Sector
www.echonetwork.eu
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ICT is becoming more and more pervasive in the healthcare sector
• Computerized systems for automation of diagnostic and collection of patient
data
• Sensors and medical devices with IP addresses connected to the Internet (IOT)
• Multidisciplinary teams interact with patient and share sensitive data also
through personal devices
Some use cases to be implemented
• Attacks against complex medical systems (blood analysis laboratory)
• Attacks against connected physical medical devices
We are creating two sector-specific cyber range to support the
Demonstration Cases
• One HC Cyber Range (blood analysis laboratory) is already ready in RHEA
premises
• The other Cyber Range will leverage several medical devices

Demonstration cases
for validation
Healthcare Sector
www.echonetwork.eu
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The maritime sector is already strongly digitized and
it is of strategic importance
IT and OT networks are highly integrated, raising
specific challenges
Some use cases to be implemented
• Attacks against ship’s navigation systems
We are creating two sector-specific cyber ranges to
support the demonstration cases of technologies and
prototypes

Demonstration cases
for validation
Maritime Sector
www.echonetwork.eu
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• E-EWS and E-FCR TRL 6 prototypes to be
developed for beginning 2021 - ongoing
• Governance Models (plus related transition from the
current model) for the network will be ready for mid
2021

• Preliminary models for sustainability of the ECHO
network, the E-EWS and the E-FCR, are ready
• 13 ECHO cyber ranges are deployed or in
deployment to support the Demonstration Cases

2019 – 2020 - 2021
ECHO schedule for the first 2 years
was quite tight:

• Goal is to immediately deploy E-EWS (already
operational) and E-FCR and start using them within
the ECHO enlarged partners (beneficiaries +
stakeholders) – new tenants for the E-EWS and
new cyber ranges for the E-FCR
• Training packages will be ready for mid 2021 and in
delivery, leveraging on E-EWS and E-FCR
prototypes
• Healthcare, Maritime, Energy sectors
demonstration cases are in development (including
dependencies with the space sector, likely)
• Other 10+ technology innovations from the
technology roadmaps are in development
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info@echonetwork.eu

www.echonetwork.eu
https://twitter.com/
ECHOcybersec
https://www.facebook.com/
echonetworkeurope/

Get in Touch with Us
and Follow us on
Social Media!

https://www.linkedin.com/in/
echo-cybersecurity

https://www.youtube.com/channel/
UCDQBXrQhoLJ2lnf38x1X6Uw

www.echonetwork.eu

D10.2, ANNEX 5, page 29

Thank
You
Matteo Merialdo
www.echonetwork.eu

December 9, 2020
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THIS IS SPARTA
Towards European Strategic Autonomy

SPARTA Session – Convergence
10th December 2020
Augustin Lemesle, CEA
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THE FUTURE OF
CYBERSECURITY
IN EUROPE

Bring together cybersecurity R&D&I centres in Europe
Scale up existing competences and demonstrated strengths to the
European level
Focus on solving technological, industrial, and societal challenges
Collectively develop and implement a Cybersecurity Roadmap
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WHAT DRIVES US
MISSION STATEMENT
STRATEGIC
SURPRISE

FRAGMENTED
R&I
ECOSYSTEM

•Strong academic
performers
•Insufficient critical
mass

Risky and complex
developments
Concrete and
transformative results

•Diversity and
inclusion
•Open leadership

Shape the cybersecurity technologies required to
establish and maintain a European Strategic
Digital Autonomy
Strategic autonomy is the ability to set one’s own
priorities and make one’s own decisions in
cyberspace, together with the institutional, political
and material wherewithal to carry these through – in
cooperation with third parties, or if need be alone.

NETWORK OF
COMPETENCE
CENTERS

•Intensified
partnerships
•World-leading
capacities

Drive high-risk x high-reward R&I actions toward this
goal
 Involving academia, industry, authorities, grassroots
movements, etc.
 Spanning computer Science, Engineering,
Economics, Law, Ethics, Governance, ...
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WHO WE ARE
SPARTA.EU
• 44

UTARTU

KTU, L3CE,
LKA, MRU

Partners

• ~100 Associates
FTS, FHG, SAP,
TUM, UBO, UKON

CETIC,
UNAM

CEA, ANSSI, IMT,
INRIA, TCS, YWH

LIST, SML,
UNILU

ITTI, NASK,
PPBW

CESNET,
BUT, NIC

JR, TNK

INOV, IST

EUT, INDRA,
TEC, VICOM

CINI, CNT, CNR,
ISCOM, LEO

KMR, NCSR

00
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WHAT DO WE ACTUALLY DO IN
SPARTA?
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SOME LOGOS

FRIENDS
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GOVERNANCE

Strategic
Direction

Associates
Council

Partnership
Committee

Roadmap
Committee

Dissemination
Committee

Security Advisory
Board

Ethics.
Committee

Certification
Taskforce

Awareness and
Training Taskforce

Executive
Board
Program Lead

Program Lead

Program support
staff

Team

Team

Team

Program Lead

Program support
staff

Team

Team

Team

Program support
staff

Team

Team

Team
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ACCOUNTABLE GOVERNANCE
• Ethical, Legal, Societal aspects as first-class citizen
• Internal assessment of our CCN pilot

• Internal ELSA audit
• Interaction with all 4 SPARTA Programs

Common challenges while addressing ELSA:
No processing
of data

In most of
the programs, the
developers do
not intend to
process personal
data at the stage
of development

or only in
Business model
Some
developers foresee the
processing of the
personal data, however
the scope of the data
to be
processed depends on
a business model and is
not known at the
moment

Broader scope
for law to step in
Specific
legal issues
identified
extend a
strict scope
of
the program
s

01
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SPARTA ROADMAP &
PROGRAMS
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THERE AND BACK AGAIN
ROADMAP & PROGRAMS

•
•
•
•

T-SHARK Full-spectrum cybersecurity awareness

CAPE Continuous assessment in polymorphous environments
HAII-T High-assurance intelligent infrastructure toolkit
SAFAIR Secure and fair AI systems
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SPARTA
ROADMAP
Roadmap mission statement

• Shape the cybersecurity technologies required to establish and maintain a European Strategic Digital
Autonomy
Mission projects to accomplish the mission:
• Dimensions: Technology, Education, Certification
• JRC taxonomy mapping: topics, technology, sectors
• Subgoals & dependencies cross dimensions
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SPARTA
ROADMAP
SPARTA Roadmap process
• A Roadmap Governance structured around a Roadmap
Comittee
• Agility:
• 2 versions delivered,
• 1 sprint per year

• Openness:
• Based on existing results: e.g. (inter)national roadmaps,
JRC taxonomy
• Consultation Workshops in all partner countries
• Discussions with other pilots
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SPARTA PROGRAMS
• 4 Programs centered around developments that are identified as key to European
Strategic Autonomy
• Coming from initial challenges
• Feeding the SPARTA Roadmap from their results
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SPARTA PROGRAMS
T-SHARK
• Full-spectrum cybersecurity awareness
• Develop capability to predict complex cyber threats and prevent them before damage appeared
• Handle complex cybersecurity threats
• Dealing with early cyber attacks kill chain phases
• Developing awareness and knowledge based cybersecurity management
• Data Sharing/Collaboration of Threat Intelligence info
• Common CTI data model and sharing process based on MISP

• Actionability w.r.t. GDPR on TI data

• Demo case on election interferences
• Mapped with legal challenges
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SPARTA PROGRAMS
CAPE
• Continuous assessment in polymorphous
environments
• Assessment automation
• Augment toolbox available
• Analysis of certification labels
• Common safety/security requirements
• Co-analysis
• Complex systems of systems
• Agile development / DevOps
• Distributed heterogenous supply chains
(own and 3rd party softwares)

• Focus on 2 verticals

• Connected vehicle, platooning scenario
• E-goverment, issuing identity
credentials

Verification and
certification

Properties
specification

Continuous maintenance
of certification targets,
arguments, and their
corresponding evidence

Service delivery

Implementation
and deployment
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SPARTA PROGRAMS
CAPE
• Sample DevSecOps pipeline for the automotive industry
SAST
Report

DAST
Report

Monitoring

Remediatio
ns

Platoon
SARIF
SARIF

VaCSIne

PP

J3061

ISO26262

Security
Assets

Sandbox
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SPARTA PROGRAMS
CAPE
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SPARTA PROGRAMS
HAII-T
• High-assurance intelligent infrastructure toolkit
• Develop a foundation for secure-by-design Intelligent Infrastructures built on formal
approaches, addressing multiple cybersecurity facets.
• Security along the entire life-cycle
• Secure OS and software for IoT
• Working with RIOT

• Stronger guarantees for II hardware
• Resilience- and Privacy-by-design

DESIGN
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SPARTA PROGRAMS
HAII-T
• Main use case inspired from a real smart building
• Zero-emission building
• Part of the Savona Polygeneration Microgrid (University
of Genova)
• Quasi « digital twin »
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SPARTA PROGRAMS
HAII-T - SECURE IoT Software updates
• Inria co-authoring Secure software update standard: SUIT*
• architecture, metadata & crypto to guarantee authenticity & integrity of IoT
software updates
• work-in-progress at IETF
PHASE 0
Commission device

PHASE 1
Build update

PHASE 2
Publish & sign
update

Maintainer
(P,S)

(OOB: Provision Public Key P)

IoT
Device

(Crypto: ed25519
digital signatures,
SHA256 hash)

[Image]

Device remains
operational!
[Manifest
]

Repo

GET

PHASE 3
Fetch update

PHASE 4
Auth.: check sign.
Integrity: check hash
PHASE 5
Check OK? Install.
(Else: send alert)

IoT Device
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SPARTA PROGRAMS
SAFAIR
• Goals
• Countering Adversarial Attacks
• Explainability
• Fairness

• Achievements
• Analysis of AI systems threats and attacks
• Analysis of AI systems security and defenses mechanisms
• SAFAIR AI Threat model

• Collaboration with Ethics
• GDPR Compliance of AI systems
• Fairness ensuring mechanisms
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SPARTA PROGRAMS
AI PROGRAM CONTEST
• Raise public awareness
• Adversarial attack and defense mechanisms
• February, 2021. Launch the website with the announcement and contest rules. Start an active
advertisement for the contest.
• March 1, – May 15, 2021. The contest will start in the first of March. Participants are working on
their solutions. In the meantime, we organize few intermediate rounds of evaluation.
• May 15, 2021. Deadline for the final submission.
• May 15 – May 31, 2021. Organisers evaluate submissions.
• May 31, 2021. Announce contest results and release evaluation set of images.

02
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SPARTA COMMUNITY
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Friends

• Access to resources
although than
associates/partners
• No commitment

Associates

• Commitment for
certain activities
• Privileged access to
resources

Partners

• Full commitment to
project activities

COMMITTMENT

SPARTA PARTNERSHIP
ASSOCIATES AND FRIENDS
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SPARTA PARTNERSHIP
• SPARTA Monthly Workshops:
• For Associates and Friends
• Comments on the SPARTA Roadmap
• Dissemination of SPARTA Results

• Brokerage Event:
• Pulling the SPARTA Partnership (Partners,
associates, friends) together to build successful
consortiums/partnerships for European, national or
regional initiatives.
• 1st Brokerage was in June 2020
• Next in Feb 2021

• For now all events remain virtual
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SPARTA PARTNERSHIP
Joint Competence Centre Infrastructure (JCCI)
• Common working environment:
• Share and collaborate among partners remotly
• 29 platforms regrouped and addressed by JCCI web page
• 3 connected SPARTA partners through VPN

• Include a Virtual Learning Centre:
• 5 on-line courses
• 10 in person courses
• 5 pratical courses

• https://sparta.eu/JCCI/jcci_home.html
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SPARTA PARTNERSHIP
JCCI
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TRAINING AND AWARENESS
Cybersecurity Skills Framework (CSF)
• NICE framework and JRC taxonomy as main inputs
• EU landscape has been added, including GDPR roles. Member state specific roles can
be readily incorporated into the framework, which was practically tested.
1

2

JRC taxonomy:

NICE Specialty Area

NICE workforce framework:

NICE Specialty Area Definition

Work Role

Work Role Definition

Work Role ID

KSAs

Tasks

Senior official or executive with the authority
to formally assume responsibility for operating
an information system at an acceptable level of
risk to organizational operations (including
mission, functions, image, or reputation),
organizational assets, individuals, other
organizations, and the Nation (CNSSI 4009).

SP-RSK-001

Click to view
KSAs

Click to view
Tasks

Conducts independent comprehensive
assessments of the management, operational,
and technical security controls and control
enhancements employed within or inherited by SP-RSK-002
an information technology (IT) system to
determine the overall effectiveness of the
controls (as defined in NIST SP 800-37).

Click to view
KSAs

Click to view
Tasks

Securely Provision (SP)

Risk Management (RSK)

Oversees, evaluates, and supports the
Authorizing Official/Designating
documentation, validation, assessment, and
Representative
authorization processes necessary to assure
that existing and new information technology
(IT) systems meet the organization's
cybersecurity and risk requirements. Ensures
appropriate treatment of risk, compliance, and
assurance from internal and external
perspectives.
Security Control Assessor
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GOOD-PRACTICE CURRICULA DESIGN
• Education map
• Analysis of 100+ existing programs
• Online tool: https://www.sparta.eu/study-programs/
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GOOD-PRACTICE CURRICULA DESIGN
• Good-practice curricula methodology
• Introduction of SPARTA Topics:
• reflect existing of cybersecurity programs,
• reflect Fundamental and New Trends topics,
• create higher layer over NICE Competencies.

• Gathered recommendations of national bodies, computational associations,
standardization organizations, ENISA, ECSO, CyBOK, etc.

• Methodology allows new program design, and also existing program analysis.
• Methodology supported by software tool: Cybersecurity Curricula Designer
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GOOD-PRACTICE CURRICULA DESIGN
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CYBERSECURITY CURRICULA DESIGNER
Results of the analysis of existing programs using Cybersecurity Curricula Designer
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GOOD-PRACTICE CURRICULA DESIGN
Cybersecurity Curricula Designer
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DISSEMINATION & COMMUNICATION
• Website: http://sparta.eu
• Social media, @sparta_eu

• News, internal newsletter
• …
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GO CYBER WITH SPARTA
• The "Go Cyber with SPARTA" campaign is a coordinated
action to raise awareness about cybersecurity in three of
the outermost regions (ORs) of Europe, building on the
work developed within SPARTA:
• Universidad de Las Palmas de Gran Canaria
• Office de l’eau, La Reunion – Water Critical Infrastructure
• Technopole Martinique
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GO CYBER WITH SPARTA
• Universidad de Las Palmas de Gran Canaria

•

• Define the essentials of computer security
that should be present in all computer science
curricula
• Design new and improve existing curricula
for bachelor and master degrees in computer
security
• The curricula will serve as the best-practice
resource for training on all levels of study
programs intended for students to get
comprehensive cybersecurity skills.

• Implement an awareness campaign to
stimulate students to undertake studies in the
cybersecurity field

•

Office de l’eau, La Reunion – Water
Critical Infrastructure
•

A Best Practices with a set of minimum
controls for users and a set of basic cyber
hygiene rules through advertising campaigns
and mass information

•

Training workshop for non-cybersecurity
professionals/ employees.

Technopole Martinique
•

SME’s adopting cybersecurity measures

•

In progress
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WOMEN IN SPARTA
• Women in SPARTA Campaign (Images and Video).
• SPARTA partners up with Women4Cyber (ECSO)
• SPARTA was present at the ACM - womENcourage2019 event for
gaining knowledge and networking
• Design of new actions for the 2nd year (SPARTA Women Campaign on
social media / SPARTA goes to high school / Mentorship Program)
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UNITED WE STAND, IN DIVERSITY WE PREVAIL
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THANK YOU!
@sparta_eu | sparta.eu | contact@sparta.eu
December 2020

This project has received funding from the European Union's Horizon 2020 research and
innovation programme under grant agreement No 830892
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European Cybersecurity
Atlas
Igor Nai Fovino, Ph.D.
Deputy Head of Unit
Cyber and Digital Citizen security Unit
Joint Research Centre
European Commission
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European Cybersecurity
Atlas

Research

Why a Cyber-Security Atlas
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To support the creation and operation of the Cybersecurity European Research &
Competence centre and Network, with an instrument providing means to:
•

Facilitate the establishment of a community of practice

•

Help at identifying those with whom to collaborate on future projects

•

Map the competencies of Europe in the different cybersecurity domain

•

Knowledge management tool for the future European Competence Centre

•

Raise the visibility of participants within the Community

•

Better coordinate European R&D efforts in cybersecurity

•

Contributing to shape the strategic orientations of EU programmes funding cybersecurity research,
technology and capabilities

•

Provide relevant input to cybersecurity policymaking

Contributors
•

Today: The members of the network pilots and ECSO

•

In the future: the network of European Competence Centres which will grou
around the CCCN

Atlas Foundations
- European Cybersecurity Taxonomy
- Cybersecurity Patent and Research Analysis
- Pan-European Survey 2018

D10.2, ANNEX 7, page 5

Cybersecurity Taxonomy

• Digital signatures
• Asymmetric cryptography
and cryptanalysis
• Symmetric cryptography
and cryptanalysis
• Hash functions
• Key management
• Message authentication
• Random number generation
• Cryptanalysis methodologies,
techniques and tools
• Quantum cryptology
• Post-quantum
cryptology
• Mathematical
foundations of
cryptography
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European Cybersecurity Industrial, Technology & Research Competence Centre
&
Network of National Coordination Centres

More than 700 expertise centres registered
in the mapping of cybersecurity centres of
expertise conducted in 2018

European Cybersecurity Mapping:
Scientific Production
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Cybersecurity Patenting
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Stakeholders/users
• Research institutions

• Market analysts

• Industry

• Policy Analysts

• Startups

• National authorities

• Students

• EU Institutions

• Researchers

• PPP (ECSO)

• Job-seekers

Questions the Atlas will answer to:
Knowledge

Networks
Actors

•
•
•
•
•
•
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Resources and Funding

Who in Europe is working on which domains, subdomains, sectors,
technologies and use cases of the cybersecurity taxonomy?
Who are the key researchers?
What are networks of institutions researchers?
What are the time dynamics? (trends/disappearing fields)
What kind of topic combinations are popular?
Are there local/regional specialties or hotspots?

Questions the Atlas will answer to:
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•

What is the funding allocated for each knowledge domain and
research context?

•

Does it bring results?

•

How does the funding allocated translate to publications and patents?

•

Provide awareness of cybersecurity community and support EC on
managing work programmes and allocation of funds

• Finding information:
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• Who is working on what?
• Who can I join for my project consortium?
• Who to contact for specific research challenges?
• Where can reliable publications/conferences/information be found?

Use and disclosure level of the
data gathered
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• Strict compliancy with GDPR
• Opt-out: the subscribing institution will always have the right to opt-out and “leave”
the Atlas
• Implements the “circles of trust” approach, by which participants can decide which
information can be share with the community and which information should
remain accessible only to a limited number of entities (EC, EU institutions,
members of Consortiums etc.)
• A minimum amount of info will be shared among the participant to the Atlas – Only
aggregated statistics available for those not participating into the community
• Content responsibility: the only responsible for the information provided is the
institution

Effort to be sustained
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• Most of the information is already pre-filled (from the survey conducted
in 2018)
• For institutions already in the atlas, the foreseen effort is estimated
around 2 hours, to verify and update the data
• For new-comers the initial effort is estimated around 1 working day

Benefits (1)
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• Networking: the Atlas will provide tools providing opportunities to
enlarge the research network
• Visibility: the Atlas will become the preferred source of information
concerning cybersecurity activities for EU institutions
• Contribution to EU policies, programmes and events (e.g. “when
the Commission plans something on AI cybersecurity, it will
consulted entities flagged AI in the Atlas”)
• Link with ENISA sectorial activities
• Access to relevant information from EU projects, starting with
deliverables from the pilots

Benefits (2)
• Get students for your course
• Get applicants for your job listing
• Better market studies / insights
• Key Researchers Visibility
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Entities and relationships
Expertise and
research context

Cybersecurity
Taxonomy

Expertise

Contribution
with expertise
Member of
consortium

Institution

Project
participation

Project
coordinator
Offers

Researcher

Project
Courses and
training

Key researchers

Input by institution representative
Project
databases

Input by researcher

Bibliographic
databases

General information
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Cybersecurity knowledge/expertise
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Research context – sectors
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Researchers

10 December 2020
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Copyright 2020
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Fundings & Projects

10 December 2020

Copyright 2020
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Courses and training
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Functionalities and visualizations
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• Competence map with location of institutions
• Institution detailed view, only public information
• List of institutions and statistics with filters per country, expertise, or
research context
• Taxonomy details with definitions and structure
• Online community with feedback on taxonomy and functionalities
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Look and Feel

10 December 2020
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Competence map
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Country statistics
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Knowledge domain statistics
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Institution type statistics
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Governance
Commission
Phase 1
Piloting Phase

Pilots Coordinators

ECSO

Pilots’ Community + ECSO Members

Feedback – Revision
Phase 2
Expansion & Preparation

Opening to the whole European Community of Competence
Centres

Transition Phase
European Cybersecurity Industrial, Technology and Research
Competence Centre

Governance
Phase 3
Full operations

European Cybersecurity Community

Moderation of data provided
•

All information declared is not published until approved by a
moderator

•

Pilots and ECSO nominated a number of moderators

•

Tasks of the moderators:
•

Review information and approve/request correction on the basis of their
expert knowledge about the community

•

Validates existence of the institution and inconsistencies of data input

•

Anomalies (e.g. number of FTEs)

•

Consistent use of the taxonomy in the declared knowledge (e.g., “other”)
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Roadmap
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• Atlas is already online: https://cybersecurity-atlas.ec.europa.eu/
• Testing phase with the moderators and selected volunteers: completed two weeks ago
• Today: Institutions Contact points will receive an invitation letter with instruction on how to register to the Atlas
• Launch of the piloting phase (Atlas open only to pilots members and ECSO members): January 2021
• Participants should fill in the required information in the coming weeks
• Feedback + suggestions: February
• March 2021: opening to all stakeholders

Resuming…
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• The Cybersecurity Atlas is an occasion for Europe to better
coordinate policy and research actions at continental level
• It will strengthen collaborations among cybersecurity institutions
• It will contribute to close the gap between academia, industry and
policy making
• It will contribute to foster a Cybersecure European Digital Society
• … and you have the change to be part of the project…

Thank you - keep in touch
EU Science Hub: ec.europa.eu/jrc
@EU_ScienceHub
EU Science Hub – Joint Research Centre
EU Science, Research and Innovation
Eu Science Hub
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Communications
Focus Group
14:30-15:15, 10 December 2020
Online
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Agenda
Welcome introduction
CCN Communications
• Who we are and what we do

The Four Questions and Discussion

Moderator:
• Paula Brouillard-Molina, DG CONNECT

Panelists:
• Elisabete Carreira, SPARTA

• Who is the audience?

• David Goodman, CyberSec4Europe

• What is the message?

• Martin Horák, CONCORDIA

• How to reach our target audience?

• Márton Kis, ECHO

• How to take account of diversity?

Closing Remarks
2
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We want your opinion!
Which group is our most important audience?
A
B
C
D

the cybersecurity community
national and local governments
the general public
industry and commerce

VOTE NOW! (on the bottom right of screen)
3

01
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Cyber Competence Network
Communications
- Who we are and what we do

4
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Watch as our individual brand identities fade away and the
collective one appears
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Cyber Competence Network is the joint brand of all four
pilots when we want to transmit a collective message –
it is our common voice
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The Cyber Competence Network Communications
Group consists of representatives of each of the
four pilots who are tasked with communicating and
disseminating their own sets of messages

7
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The four pilots have many shared objectives and
shared audiences.
In addition to our own individual communications
activities, it makes sense to amplify our message
by joining forces wherever and whenever possible.
The potential of this collaboration is great.
One message – four voices united!
8

02
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What’s our story?

9
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The Communications Group was formed in
February 2019 to announce the launch of all four
pilots
Resulting in a highly orchestrated, well
synchronised set of press releases and social
media outputs from the European Commission, the
four pilots and their individual partners

10
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There followed a face-to-face meeting of the four
pilots with DG CONNECT in Brussels in March
2019
And synchronised sets of announcements about
the meeting of the pilot coordinators with
Commissioner Mariya Gabriel at the launch of the
legislation in the Strasbourg Parliament

11
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In May/June, we created our common brand
identity and launched the common website with the
help of Despina Spanou, then Director for Digital
Society, Trust and Cybersecurity (and a big red
(blue) button).
And we produced an infographic and a joint video,
featuring each pilot

12
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From June to December, representatives of the four
pilots appeared on panels at conferences,
workshops and meetings, the length and breadth of
Europe
Generally the presentation of each pilot’s objectives
lasted about 10-15 minutes … often resulting in
more questions than answers.

15
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The initial conundrum:
• Ideal: Four different sets of messages that
would sound better as one
• Reality: Four different flavours of the same or
complementary set of objectives with well
defined contractual commitments

16
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Resolution:
• Year 1: Each project got to know itself, its
strengths and points of differentiation; and we
got to know each other
• Year 2: It became easier to really collaborate
and discover synergies

17

03
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What do we do?

18
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We meet online monthly and will meet again faceto-face twice a year, virus-permitting
The chair of the group is held by one of the pilots,
rotating every six months
We collaborate with DG CONNECT on activities
such as the European Cybersecurity Month and the
monthly newsletter – Paula attends our meetings!
19
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We work closely with the
four pilot co-ordinators
through their regular
meetings with
DG CONNECT to highlight
and promote their ongoing
joint activities and areas of
intersection

• Taxonomy and the
Cybersecurity Atlas
• Threat intelligence in
the financial sector
• Roadmapping
• Cyber ranges
• Education
• Governance
20

04
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What next?

21
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• Regularly update the website and social media on the
progress of the cybersecurity network and centre
• Publicise the work of each focus group featured at
CONVERGENCE through blog posts and interviews
• Create a common ‘four pilots’ presentation that can be
presented by any CCN representative
• Prepare regular press releases (general, specialised,
technical and policy) about the vision and objectives of
the network and centre as well as the latest achievements
of the pilots.
22
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Video production:
• To promote the collective achievements of the four pilots.
• To target European citizens, explaining CCN’s mission, vision
and importance to the European community and its safety.
Podcasts:
• To generate a series as an effective, portable, convenient and
intimate way to deliver CCN’s main messages relating to its
mission, vision and emerging challenges.
Infographics:
• To create infographics to communicate in a simple way
23
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Four questions to consider:
Q1
Q2
Q3
Q4

Who is the audience?
What is the message?
How to reach people?
How to account of diversity?
24
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Four questions to consider:
Q1
Q2
Q3
Q4

Who is the audience?
What is the message?
How to reach people?
How to account of diversity?
25
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Q1 Audience
Who needs to know what we’re doing
• Industry, academia and standards bodies
• Citizens and SMEs as well?
Why do they need to know:
• To show what the EU is doing?
• To create cybersecurity awareness?
• To motivate changes in online behaviour?
26
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Four questions to consider:
Q1
Q2
Q3
Q4

Who is the audience?
What is the message?
How to reach people?
How to account of diversity?
27
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Q2 Message
What are the messages we’re communicating?
• To build a more secure Europe
• To establish the network and centre
• To develop a common cybersecurity research
and innovation roadmap
Through strong integration and cooperation,
we’re working towards common goals, offering
a catalogue of services
28
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Four questions to consider:
Q1
Q2
Q3
Q4

Who is the audience?
What is the message?
How to reach people?
How to account of diversity?
29
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Q3 Outreach
How do we best reach people?
Storytelling is well established and successful
The story of European cybersecurity through
• Conflict
• Struggles
• Crisis
• Climax
• Resolution
30
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Four questions to consider:
Q1
Q2
Q3
Q4

Who is the audience?
What is the message?
How to reach people?
How to account of diversity?
31
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Q4 Diversity
People react differently to the same message
• How do we take into account people’s fears,
desires and life experiences?
• How can we fine tune our messages to take
into account our diversity in social,
economic and cultural factors?
• Is it related to the images we use, the
channels we opt for or the stories we tell?
32
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Now you have heard the debate!
Which group is our most important audience?
A
B
C
D

the cybersecurity community
national and local governments
the general public
industry and commerce

VOTE NOW! (on the bottom right of screen)
33
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Closing Remarks
Paula Brouillard-Molina
Elisabete Carreira
David Goodman
Martin Horák
Márton Kis

DG CONNECT
SPARTA
CyberSec4Europe
CONCORDIA
ECHO

34
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Mapping the
Education University
Programs
and Professional Courses
Felicia Cutas, EIT Digital

01
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STATUS:
3 maps, different objectives
10 December 2020

Copyright 2020
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Objectives of the individual maps
Objective type

CONCORDIA
•

Dissemination of
•
courses/trainings for
cybersecurity professionals

Definition of a content wise
good-practice Curricula for
University level

•

Creation of the European
Education Ecosystem for •
cybersecurity

Dissemination

Primary

Secondary

SPARTA
•

•

CS4EU
Identification and
prioritization of the cyber
skills needed to be included
in University curricula
Investigation of existing
cybersecurity curricula
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Content type and Status

- Courses for
professionals;

- Bachelor and
Master programs

- 70+ courses
available

- 100+ programs
available

- 13 European
countries

- 16 European &
5 non-European
Countries

- Master Programs
- 127 programs
available
- 25 European
Countries

02
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IN PROGRESS:
Converging the findings
10 December 2020

Copyright 2020
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The 3 pilots’ maps
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ENISA Cybersecurity Higher Education Database

10 December 2020

Copyright 2020
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?
ONE SINGLE MAP
for BA, MA, PhD programs
and short courses & trainings
?
10 December 2020

Copyright 2020
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Thank you
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Skills Framework

Edmundas Piesarskas
SPARTA
(L3CE)

01
Current
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Pilots have different paths
• CyberSec4Europe

• CONCORDIA

• European MOOC review and quality
assurance process

• Focus on certification scheme and course

• Review of European MSc programmes in
cybersecurity

• Framework is used as an instrument

• Design of Educational and Professional
Frame-work

• ECHO

• SPARTA

• Overarching cybersecurity skills framework

• Focus on SPARTA Cyber Security Skills
Framework

• Alignment with vertical sectors, technology
and attack types
• Selection of programs according to the
needs of the vertical sectors and capacity of
education providers

• Utilization of the Framework in curricula
design
• Wider application of the Framework

02
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The way forward
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Is the unified central Skill
Framework needed?

Is the unified central Skill
Framework possible?

If the answer is “yes”
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EU wide IMPLEMENTATION

Agreement to be reached:

Key success factors:

1

•

Purpose of the Framework
(why?)

•

Architecture of the Framework
(what?)

•

Scope of the Framework
(what?)

•

Change management within the
Framework (how?)

2

Governance to Maintain
- Ownership
- Governing structure
- Maintenance process

Recognize to Root
- Aligned and accepted as the
framework among major
stakeholders (EU Commission,
ENISA, JRS, ECSO, etc.)
- Preconfigure cooperation and
defined roles

3

Disseminate to Involve
- Involve leading academia &
professional training providers
from all MS in governance and
ensure use of the Framework
- Produce EU wide benchmarking,
gap analysis and roadmapping
based on the Framework.
- Involve industry in usage and
maintenance.
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Thank you
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Certification in education

Chatzopoulou Argyro, CONCORDIA
10 December 2020

Certification
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Certification is the third-party statement (based on a decision following
review) that fulfilment of specified requirements has been demonstrated,
related to products, processes, systems or persons.
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Certification
in Cybersecurity Education

Certification as mentioned before can be related to products, processes,
systems or persons.
Trainers

Role Profiles

Book of
Knowledge

Framework

Training material

Trainees
Best practices

Training method

Training platform

Skills
Knowledge
Abilities
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Building a European
Cybersecurity Education
Ecosystem
Pavel Varbanov, ECHO
10 December 2020
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Preconditions for building an effective
ecosystem
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Promotion

Exploitation
Synergy
Cooperation
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Thank you

D10.2, ANNEX 10, page 1

Antonio Skarmeta
skarmeta@um.es
Universidad de Murcia – Spain

Ramon Martín de Pozuelo
rmartindepozuelo@caixabank.com
CaixaBank - Spain

Jose Francisco Ruiz
josefrancisco.ruiz@atos.net
ATOS - Spain
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Threat Intelligence Challenges and
Opportunities in Financial Sector
The digital transformation and technological development bring with them new
cyber-threats and risks in the financial sector but…

Are you seeing the whole
elephant?
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Threat Intelligence Information
Sharing in Financial Sector
• The scale and complexity of these cyber-threats require organizations to
collaborate to helps build resilience and leads to collective action.

What makes Cyber-Threat Intelligence
in Financial Services special?
•

Cyber-Threat Intelligence (CTI) sharing allows
banks and CERTs react and properly respond to:
•

Potential cybersecurity attacks.

•

Financial fraud & crime information.
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Threat Intelligence Challenges and
Opportunities in Financial Sector
Is it a potential phishing?
Is it part of a ransomware?

Is this customer trustworthy?
Is this transaction fraudulent?
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Threat Intelligence Challenges and
Opportunities in Financial Sector
From Data to Intelligence
High volume of data needs to be stored, processed,
analysed and used to react.

We need to automate it
Heterogeneous data, formats and sources, even
regulation.
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Threat Intelligence Challenges and
Opportunities in Financial Sector
Do you trust me?
Financial institutions save very sensitive information and
are especially reluctant to share data.

How can we built something that those
stakeholders trust and engage with?
Even if we trust you…

Should we trust your data?
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Threat Intelligence Challenges and
Opportunities in Financial Sector
Threat Information Platforms (TIPs) are proposed to
enable CTI sharing among involved financial entities.

Who will manage it?
•
•
•
•

Centralised or distributed control?
Role-based control at entity level?
Federated authentication?
Specific and granular sharing groups?
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Threat Intelligence Challenges and
Opportunities in Financial Sector

•

Build more secure financial institutions:
•
•
•

•

Secure our infrastructure.
Secure our clients.
Build on collaborative experience and knowledge:
• More data → more secure.
• Identify earlier and react faster.

Be a player in the threat intelligence market.
•

Potential additional revenues.

•
•
•
•
•

Trust
Heterogeneity
Data sensitivity
Highly regulated sector
Data volume
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Cyber Threat Information
Interoperability
• CTI can be defined as “any information that can help an organization
to identify, assess, monitor and respond to cyber threats”
• The type of information that is shared includes, among others:
• Log entries and alerts
• Measurable actions
• Identified vulnerabilities

• Number of CTI sources is increasingly yearly as do the number of
tools that can consume the data
• Information sharing uses multiple actors, ranging from public
institutions to industry-focused groups
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Cyber Threat Information
Interoperability
• What is the final goal?
• To share and process information automatically

• Why can’t we share easily and open between us all?
• What information is shared, how it is shared and legal issues (globalization)

• From the technical point of view there is not a single approach for
sharing data due to multiple technical standards, policies, etc.
Legal

Policy and
procedures

Semantic
and syntactic

Barriers

Technical
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Cyber Threat Information
Interoperability
• Legal
• Different legal frameworks for the organizations sharing data
• Issues with sharing data that includes personally identifiable information
• Sharing in different countries (from where the data is generated) also has legal
implications

• Policies and procedures
• Each organization that wants to share data must follow a series of procedures
and policies (why to share, whom to, what, etc.)
• Organizations may consider adopting a cybersecurity sharing framework
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Cyber Threat Information
Interoperability
• Semantic and syntactic
• Standards help to harmonize the sharing of information (e.g. MISP or STIX)
• Each organization adapts, alters or create the one they want to use
• Some standards can easily be transformed to others (but some)

• Technical interoperability
• Solutions for supporting automated exchange of information
• Protection of information and anonymisation
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Cyber Threat Information
Interoperability
• One objective, several ways to achieve it
• We are moving from static and independent approaches to a
distributed European one
• EC aims to have an European network for information sharing
• Benefits public and private organizations
• Protects against known and unknown attacks
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Potential Security and Privacy
Challenges in CTI Sharing
• CTI sharing process between different organisations in the financial
sector also leads to certain security and privacy issues
• The disclosure of sensitive information (e.g. Personal Identifiable
Information (PII) IBANs, BINs, Telephone numbers, Mail
addresses, bank-account information, entity TI infrastructure), so
that confidentiality of stakeholders and involved organisations
could be broken
• The access to shared data by unauthorised entities
• The manipulation of shared data during the CTI sharing process

• The need arises to apply mechanisms intended to enable a
properly CTI protection, while privacy of stakeholders
and financial institutions is still preserved
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Cross Pilot Proposal
• Financial Sector represents an strategic area and cybersecurity it is a
key point
• Data sharing between Banks on incident and alerts it is limited by
national regulation in some cases and in other by trust models
• We want to validate different approach to accomplish the need of threat
data sharing
• Case a: situation where banks cannot use CTI to share data becasue of privacy
issues → Obsidian network
• Case b: possible exchanges using CTI with privacy policies and data
minimization techniques
• Case c: mixed scenarios
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Sharing Anonymously
Bank B
OBSIDIAN Pseudonymised
fraud data
client

❖ By centralising
information
exchange
flows, the
OBSIDIAN
server makes
it possible for
banks to
exchange
information
anonymously

Bank A
Pseudonymised OBSIDIA
fraud data
N client

OBSIDIAN
server

Bank C
Fraud expert

OBSIDIAN Pseudonymise
client
d
fraud data

❖ Additional technologies to improve anonymity (of data and banks),
for example by fragmenting TCP packets on the network and
making them transit through several intermediate servers
10 December 2020
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Mixed Scenario

Bank B
OBSIDIAN Pseudonymised
fraud data
client

Bank A
Pseudonymised OBSIDIA
fraud data
N client

Internal
fraud
datbase

OBSIDIAN
server

Bank C

CERTFIN
Fraud expert

BPCE

MISP
Network

UMU-KUL CS4E

OBSIDIAN Pseudonymise
client
d
fraud data

Internal
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e
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Proposed Security Solutions for CTI
Sharing
• Access control solutions based on CP-ABE cryptographic scheme

oTo empower financial organisations to keep control over what they
want to share and who with
• Privacy-preserving
Technologies (PETs)

solutions

based

on

Privacy-Enhancing

oTo enable the obfuscation of sensitive information related both to
stakeholders and organisations in the CTI sharing process, thus
protecting their confidentiality and reputation, as well as being
compliant with regulatory principles (GDPR)
• Auditing solutions based on Blockchain

oTo ensure the integrity and immutability of shared information during
their whole life-cycle
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Privacy-Preserving and Confidential
CTI Sharing: Big picture
Financial Entity
A

CTI
Event
Attribute 1

Privacy-Preserving
Service

(SHARED ALL)

Attribute 2
(PRIVATELY SHARED)

Attribute 3

• Extending TATIS (KUL):

TATIS
CPABE

o Fully distributed approach, federated
authentication.
o ABAC. CP-ABE. IdM.
o Distributed ledger technology (DLT)

TIP
MISP

(ANONYMIZED)

CTI
Sharing

TIP

CTI
transactions
auditing

CTI
transactions
auditing

CTI
transactions
auditing

Application of CPABE schema to enable
access control of certain attributes

•

Privacy-preserving module is reponsible
to support PETs mechanisms, such as kanonymity.

•

Permissioned blockchain to audit CTIrelated transactions between
organizations

•

CTI sharing network is
agnostic to TIPs by using standards format
(ie STIX+TAXII or MISP format)

Financial Entity
B

Financial Entity C

TIP

•

Permissioned blockchain
Davy Preuveneers, Wouter Joosen, Jorge Bernal-Bernabe, Antonio Skarmeta “Distributed Security
Framework for Reliable Threat Intelligence Sharing”, in Security and Communication Networks, 2020.
JCR Impact Factor 1.37 DOI
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Privacy-Preserving and Confidential CTI Sharing
1. Access Control based on CP-ABE
Financial Entity A
CTI
Producer

1.1. Secure CTI Event
Publication

CTI Event

CP
AB
E

Attribute 1

IdM

TATIS

CPABE

1.2. Check CTI producer
credentials

TIP
MISP

Privacy-Preserving
Service

Blockchai
n
Module

Attribute 2
(CP-ABE PROTECTED)

Attribute 3

•

TATIS component enables organisations to properly protect access to their data and how they are
shared with other through the application of CP-ABE encryption in events' IoCs
o This ensures data confidentiality, as it can only be decrypted by the entities that comply with the
access policies.

•

To publish CTI events, CTI Producers must previously authenticate through an IdM component (eg,
Keyrock, Keycloak,…)
o TATIS acts as a proxy to verify CTI producers are authenticated and legitimised to publish
and retrieve events on TIPs
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Privacy-Preserving and Confidential CTI Sharing
2. Privacy-Preserving based on PETs
Financial Entity A
IdM
1.1. Secure CTI Event Publication

CPABE

TATIS

CTI
Producer

2.1. Secure CTI Event
Anonymization

CP
AB
E

TIP
MISP

Privacy-Preserving
PE
Service
T

Blockchai
n
Module

CTI
Event
Attribute 1
Attribute 2
(CP-ABE PROTECTED)

Attribute 3
(ANONYMIZED)

•

Based on privacy policies, TATIS component could forward CTI events to the PrivacyPreserving Service to guarantee privacy of involved organizations during the
CTI sharing process
o It supports PETs mechanisms, such as k-anonymity, in order to obfuscate a part of
information included in CTI events before being shared through TIPs (MISP)
o No sensitive information that could damage the image and reputation of financial
entities is shared
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Privacy-Preserving and Confidential CTI Sharing
3. CTI Event Auditing based on Blockchain

Organisation A

CPABE

TATIS

CTI
Producer

CP
AB
E

•

UMU-KUL CS4E

2.1. Secure CTI Event
Anonymization

Privacy-Preserving
PE
Service
T

3.1. CTI Event Auditing

Blockchai
n
Module

3.1. CTI Event Auditing

TIP
MISP

CTI events are stored on a Distributed Ledger Technologies (DLT), specifically,
a blockchain network
o It is aimed to audit CTI event transactions as well as to ensure provenance and
integrity of such events at any time

Permissioned blockchain

IdM
1.1. Secure CTI Event Publication
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Privacy-Preserving and Confidential CTI Sharing
4. CTI Event Sharing through TIPs
5 CTI Auditing

Organisation C

Organisation A
IdM
1.1. Secure CTI Event Publication

CPABE

TATIS

CTI
Producer

UMU-KUL CS4E
Privacy-Preserving
PE
Service

2.1. Secure CTI Event
Anonymization

TI
P

T

3.1. CTI Event Auditing

Blockchai
n
Module

CP
AB
E

4.1. CTI Event Sharing

Organisation
B
TIP
MISP

4.1. CTI Event
Sharing

TIP

Permissioned blockchain

•

CTI events are shared among the involved organisations through the TIPs decentralized
infrastructure in a privacy-preserving and reliable manner
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Privacy-Preserving and Confidential CTI Sharing
A phising example in Financial Context
CTI Event

CTI Event
Meta attributes

Meta attributes

Phising

Phising object

URL: “www.phishing.com”
object
Target: “Bank”
Internal Reference: “AFAeoraAShou…””

URL: “www.phishing.com”
Target: “Bank”
Internal Reference: “467489”

Organisation object

Organisation object
Name: “Bank A”

Name: “QeashqWEASh…””

Address: “Main St, code: 12352, City A, Country ”

Address: “Country”

Role: “Attacker Entity”
Type: “Bank”
“Email”: “*.bank”

Role: “Culprit”
Type: “Bank”
“Email”: “bank@a.bank”

Organisation object
Name: “Bank B”
Address: “High St, code: 48976, City B, Country ”

Organisation object
IoC
Anonymized IoC

Role: “Victim”
Type: “Bank”
“Email”: “bank@b.bank”

…

Encrypted IoC

Name: “QmFuayBCCgo…””
Address: “Country”

Role: “Victim”
Type: “Bank”
“Email”: “*.bank”

…
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Privacy-Preserving and Confidential CTI Sharing
A malware example in Financial Context
CTI Event

CTI Event
Meta attributes

Meta attributes

Malware-config object

Malware-config object

config:
“Q09ERSBPRiBUSEUgQ09ORH...”
Format: “JSON”

config: “CODE OF THE CONFIG”
Format: “JSON”

Bank-account object

Bank-account object

IBAN: “AL*”

IBAN: “AL35202111090000000001234567”
BIN : “6549 8425”

Institution-name : “QmFuayBBCg…”

Age: “29”

Age: “X<=50”
Balance: “15000<X<20000”
Telephone: “78****7”

Balance: “18553”
Telephone: “785487654987”

Bank-account object

Bank-account object

IBAN: “ES*”

IBAN: “ES7921000813610123456789”
BIN : “1685 6548”

IoC

Institution-name : “QmFuayBCCgo…”

Anonymized IoC

Age: “X>50”
Balance: “X<5000”
Telephone : “86****8”

Age: “52”
Balance: “1158”

Telephone : “86798465498”

…

Encrypted IoC

…
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Conclusion
• The digital transformation and technological development bring with them new
cyber-threats and risks in the financial sector
• The scale and complexity of these cyber-threats require financial organizations
to collaborate to helps build resilience and leads to collective action
• Threat Information Platforms (TIPs) are proposed to enable CTI sharing
among involved financial entities
• Objetive to test and validate different approaches: identify gaps and
possible improvement
• Open cross-pilot approach: we invite other pilots to collaborate
• Initial technical approach: still suggestion and contributions welcome
• Focus could extended: to other areas like federated learning
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Thank you
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Threat Intelligence Challenges and
Opportunities in Financial Sector
The digital transformation and technological development bring with them new
cyber-threats and risks in the financial sector but…

Are you seeing the whole
elephant?
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Threat Intelligence Information
Sharing in Financial Sector

• The scale and complexity of these cyber-threats require organizations to
collaborate to helps build resilience and leads to collective action.

What makes Cyber-Threat Intelligence
in Financial Services special?
•

Cyber-Threat Intelligence (CTI) sharing allows
banks and CERTs react and properly respond to:
•

Potential cybersecurity attacks.

•

Financial fraud & crime information.
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Threat Intelligence Challenges and
Opportunities in Financial Sector
Is it a potential phishing?
Is it part of a ransomware?

Is this customer trustworthy?
Is this transaction fraudulent?
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Threat Intelligence Challenges and
Opportunities in Financial Sector
From Data to Intelligence
High volume of data needs to be stored, processed,
analysed and used to react.

We need to automate it
Heterogeneous data, formats and sources, even
regulation.
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Threat Intelligence Challenges and
Opportunities in Financial Sector
Do you trust me?
Financial institutions save very sensitive information and
are especially reluctant to share data.

How can we built something that those
stakeholders trust and engage with?
Even if we trust you…

Should we trust your data?
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Threat Intelligence Challenges and
Opportunities in Financial Sector
Threat Information Platforms (TIPs) are proposed to
enable CTI sharing among involved financial entities.

Who will manage it?
•
•
•
•

Centralised or distributed control?
Role-based control at entity level?
Federated authentication?
Specific and granular sharing groups?
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Threat Intelligence Challenges and
Opportunities in Financial Sector

•

Build more secure financial institutions:
•
•
•

•

Secure our infrastructure.
Secure our clients.
Build on collaborative experience and knowledge:
• More data → more secure.
• Identify earlier and react faster.

Be a player in the threat intelligence market.
•

Potential additional revenues.

•
•
•
•
•

Trust
Heterogeneity
Data sensitivity
Highly regulated sector
Data volume
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Cyber Threat Information
Interoperability

• CTI can be defined as “any information that can help an organization
to identify, assess, monitor and respond to cyber threats”
• The type of information that is shared includes, among others:
• Log entries and alerts
• Measurable actions
• Identified vulnerabilities

• Number of CTI sources is increasingly yearly as do the number of
tools that can consume the data
• Information sharing uses multiple actors, ranging from public
institutions to industry-focused groups
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Cyber Threat Information
Interoperability
• What is the final goal?

• To share and process information automatically

• Why can’t we share easily and open between us all?
• What information is shared, how it is shared and legal issues (globalization)

• From the technical point of view there is not a single approach for
sharing data due to multiple technical standards, policies, etc.
Legal

Policy and
procedures

Semantic
and syntactic

Barriers

Technical
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Cyber Threat Information
Interoperability
• Legal

• Different legal frameworks for the organizations sharing data
• Issues with sharing data that includes personally identifiable information
• Sharing in different countries (from where the data is generated) also has legal
implications

• Policies and procedures
• Each organization that wants to share data must follow a series of procedures
and policies (why to share, whom to, what, etc.)
• Organizations may consider adopting a cybersecurity sharing framework

D10.2, ANNEX 11, page 12

Cyber Threat Information
Interoperability
• Semantic and syntactic

• Standards help to harmonize the sharing of information (e.g. MISP or STIX)
• Each organization adapts, alters or create the one they want to use
• Some standards can easily be transformed to others (but some)

• Technical interoperability
• Solutions for supporting automated exchange of information
• Protection of information and anonymisation
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Cyber Threat Information
Interoperability

• One objective, several ways to achieve it
• We are moving from static and independent approaches to a
distributed European one
• EC aims to have an European network for information sharing
• Benefits public and private organizations
• Protects against known and unknown attacks
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Potential Security and Privacy
Challenges in CTI Sharing
• CTI sharing process between different organisations in the financial
sector also leads to certain security and privacy issues
• The disclosure of sensitive information (e.g. Personal Identifiable
Information (PII) IBANs, BINs, Telephone numbers, Mail
addresses, bank-account information, entity TI infrastructure), so
that confidentiality of stakeholders and involved organisations
could be broken
• The access to shared data by unauthorised entities
• The manipulation of shared data during the CTI sharing process

• The need arises to apply mechanisms intended to enable a
properly CTI protection, while privacy of stakeholders
and financial institutions is still preserved

Cross Pilot Proposal
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• Financial Sector represents an strategic area and cybersecurity it is a
key point
• Data sharing between Banks on incident and alerts it is limited by
national regulation in some cases and in other by trust models
• We want to validate different approach to accomplish the need of threat
data sharing
• Case a: situation where banks cannot use CTI to share data becasue of privacy
issues → Obsidian network
• Case b: possible exchanges using CTI with privacy policies and data
minimization techniques
• Case c: mixed scenarios
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Sharing Anonymously

Bank B
OBSIDIAN Pseudonymised
fraud data
client

❖ By centralising
information
exchange
flows, the
OBSIDIAN
server makes
it possible for
banks to
exchange
information
anonymously

Bank A
Pseudonymised OBSIDIA
fraud data
N client

OBSIDIAN
server

Bank C
Fraud expert

OBSIDIAN Pseudonymise
client
d
fraud data

❖ Additional technologies to improve anonymity (of data and banks),
for example by fragmenting TCP packets on the network and
making them transit through several intermediate servers
10 December 2020
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Mixed Scenario

Bank B
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Proposed Security Solutions for CTI
Sharing
• Access control solutions based on CP-ABE cryptographic scheme

oTo empower financial organisations to keep control over what they
want to share and who with
• Privacy-preserving
Technologies (PETs)

solutions

based

on

Privacy-Enhancing

oTo enable the obfuscation of sensitive information related both to
stakeholders and organisations in the CTI sharing process, thus
protecting their confidentiality and reputation, as well as being
compliant with regulatory principles (GDPR)
• Auditing solutions based on Blockchain

oTo ensure the integrity and immutability of shared information during
their whole life-cycle
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Privacy-Preserving and D10.2,
Confidential
CTI Sharing: Big picture
Financial Entity
A

CTI
Event
Attribute 1

Privacy-Preserving
Service

(SHARED ALL)

Attribute 2
(PRIVATELY SHARED)

Attribute 3

• Extending TATIS (KUL):

TATIS
CPABE

o Fully distributed approach, federated
authentication.
o ABAC. CP-ABE. IdM.
o Distributed ledger technology (DLT)

TIP
MISP

(ANONYMIZED)

CTI
Sharing

TIP

CTI
transactions
auditing

CTI
transactions
auditing

CTI
transactions
auditing

Application of CPABE schema to enable
access control of certain attributes

•

Privacy-preserving module is reponsible
to support PETs mechanisms, such as kanonymity.

•

Permissioned blockchain to audit CTIrelated transactions between
organizations

•

CTI sharing network is
agnostic to TIPs by using standards format
(ie STIX+TAXII or MISP format)

Financial Entity
B

Financial Entity C

TIP

•

Permissioned blockchain
Davy Preuveneers, Wouter Joosen, Jorge Bernal-Bernabe, Antonio Skarmeta “Distributed Security
Framework for Reliable Threat Intelligence Sharing”, in Security and Communication Networks, 2020.
JCR Impact Factor 1.37 DOI
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Privacy-Preserving and Confidential
CTI Sharing
1. Access Control based on CP-ABE

Financial Entity A
CTI
Producer

1.1. Secure CTI Event
Publication

CTI Event

CP
AB
E

Attribute 1

IdM

TATIS

CPABE

1.2. Check CTI producer
credentials

TIP
MISP

Privacy-Preserving
Service

Blockchai
n
Module

Attribute 2
(CP-ABE PROTECTED)

Attribute 3

•

TATIS component enables organisations to properly protect access to their data and how they are
shared with other through the application of CP-ABE encryption in events' IoCs
o This ensures data confidentiality, as it can only be decrypted by the entities that comply with the
access policies.

•

To publish CTI events, CTI Producers must previously authenticate through an IdM component (eg,
Keyrock, Keycloak,…)
o TATIS acts as a proxy to verify CTI producers are authenticated and legitimised to publish
and retrieve events on TIPs
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Privacy-Preserving and Confidential CTI Sharing
2. Privacy-Preserving based on PETs
Financial Entity A
IdM
1.1. Secure CTI Event Publication

CPABE

TATIS

CTI
Producer

2.1. Secure CTI Event
Anonymization

CP
AB
E

TIP
MISP

Privacy-Preserving
PE
Service
T

Blockchai
n
Module

CTI
Event
Attribute 1
Attribute 2
(CP-ABE PROTECTED)

Attribute 3
(ANONYMIZED)

•

Based on privacy policies, TATIS component could forward CTI events to the PrivacyPreserving Service to guarantee privacy of involved organizations during the
CTI sharing process
o It supports PETs mechanisms, such as k-anonymity, in order to obfuscate a part of
information included in CTI events before being shared through TIPs (MISP)
o No sensitive information that could damage the image and reputation of financial
entities is shared
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Privacy-Preserving and Confidential CTI Sharing
3. CTI Event Auditing based on Blockchain

Organisation A

CPABE

TATIS

CTI
Producer

CP
AB
E

•

UMU-KUL CS4E

2.1. Secure CTI Event
Anonymization

Privacy-Preserving
PE
Service
T

3.1. CTI Event Auditing

Blockchai
n
Module

3.1. CTI Event Auditing

TIP
MISP

CTI events are stored on a Distributed Ledger Technologies (DLT), specifically,
a blockchain network
o It is aimed to audit CTI event transactions as well as to ensure provenance and
integrity of such events at any time

Permissioned blockchain

IdM
1.1. Secure CTI Event Publication
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Privacy-Preserving and Confidential CTI Sharing
4. CTI Event Sharing through TIPs
5 CTI Auditing

Organisation C

Organisation A
IdM
1.1. Secure CTI Event Publication

CPABE

TATIS

CTI
Producer

UMU-KUL CS4E
Privacy-Preserving
PE
Service

2.1. Secure CTI Event
Anonymization

TI
P

T

3.1. CTI Event Auditing

Blockchai
n
Module

CP
AB
E

4.1. CTI Event Sharing

Organisation
B
TIP
MISP

4.1. CTI Event
Sharing

TIP

Permissioned blockchain

•

CTI events are shared among the involved organisations through the TIPs decentralized
infrastructure in a privacy-preserving and reliable manner
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Privacy-Preserving and Confidential
CTI Sharing
A phising example in Financial Context

CTI Event

CTI Event
Meta attributes

Meta attributes

Phising

Phising object

URL: “www.phishing.com”
object
Target: “Bank”
Internal Reference: “AFAeoraAShou…””

URL: “www.phishing.com”
Target: “Bank”
Internal Reference: “467489”

Organisation object

Organisation object
Name: “Bank A”

Name: “QeashqWEASh…””

Address: “Main St, code: 12352, City A, Country ”

Address: “Country”

Role: “Attacker Entity”
Type: “Bank”
“Email”: “*.bank”

Role: “Culprit”
Type: “Bank”
“Email”: “bank@a.bank”

Organisation object
Name: “Bank B”
Address: “High St, code: 48976, City B, Country ”

Organisation object
IoC
Anonymized IoC

Role: “Victim”
Type: “Bank”
“Email”: “bank@b.bank”

…

Encrypted IoC

Name: “QmFuayBCCgo…””
Address: “Country”

Role: “Victim”
Type: “Bank”
“Email”: “*.bank”

…
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Privacy-Preserving and Confidential CTI Sharing
A malware example in Financial Context
CTI Event

CTI Event
Meta attributes

Meta attributes

Malware-config object

Malware-config object

config:
“Q09ERSBPRiBUSEUgQ09ORH...”
Format: “JSON”

config: “CODE OF THE CONFIG”
Format: “JSON”

Bank-account object

Bank-account object

IBAN: “AL*”

IBAN: “AL35202111090000000001234567”
BIN : “6549 8425”

Institution-name : “QmFuayBBCg…”

Age: “29”

Age: “X<=50”
Balance: “15000<X<20000”
Telephone: “78****7”

Balance: “18553”
Telephone: “785487654987”

Bank-account object

Bank-account object

IBAN: “ES*”

IBAN: “ES7921000813610123456789”
BIN : “1685 6548”

IoC

Institution-name : “QmFuayBCCgo…”

Anonymized IoC

Age: “X>50”
Balance: “X<5000”
Telephone : “86****8”

Age: “52”
Balance: “1158”

Telephone : “86798465498”

…

Encrypted IoC

…
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Thank you
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Governance Focus Group
Seizing and Multiplying the Opportunities:
Comparing Governance Perspectives
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CyberSec4Europe:
CHECKs and balances
Dr. Natalia Kadenko N.I.Kadenko@tudelft.nl
Dr.-Ing. Tobias Fiebig T.Fiebig@tudelft.nl
Prof. Dr. Michel Van Eeten M.J.G.vanEeten@tudelft.nl

CyberSec4Europe is funded by the European Commission under the H2020 Programme
Grant Agreement No. 830929
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The
Competence
Centre
European
Commission
assessment

The Network
National Coordination
Centre

10 December 2020

accredits (as a national contact point)

Copyright 2020

The Competence
Community
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What do stakeholders want?

• Widespread support for cybersovereignty, independence, and control at the EU
level
• Broad focus: stimulating R&D + include capability-building and policy
interventions
• The insufficient collaboration between academia and industry in the EU + the
lack of focused investment is a concern
• Bottom-up approach: a combination of a hierarchical and a network model +
governance structure that is open to a diverse set of actors, initiatives and
collaborations
• The synergy between formal and informal, top-down and bottom-up structures
can be achieved by integrating informal structures, thus leading to a more
efficient stakeholder engagement throughout all societal levels
• Transparency is another key element for facilitating trust
10 December 2020
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Funding?
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competence: Steering
vs supporting

The
Too many tasks, Competence
Too few substructures
Centre
Financial contributions

Too much power

European
Commission

Form: EU Agency?
Cooperation with
the other EU
agencies?

The Competence
Community

The Network
National Coordination
Centre

accredits (as a national contact point)

Which entities? What kind of cooperation? (MS)
10 December 2020
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Selection procedure?
Cooperation with Network
and Centre? between the
members?
7
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Stakeholder Council

Other
substructures

Vibrant EU
Cybersecurity
Community

The Competence
Centre
Governing Board:
strategic decisions
-

More balanced
voting rights
distribution
EP inclusion

-

complementing/ substituting Advisory
Board
1/3 Community, 1/3 CHECKS, 1/3 SE
representatives
fixed seats for the certain groups
(e.g., civil society, data protection)

Executive Board:
lower-level decisions

Stakeholder Environment
-partners
-areas of
competence

National
Coordination
Centres

The Network

10 December 2020

Community Hubs of Expertise in
Cybersecurity Knowledge (CHECKs)
-

Linking and integrating stakeholders
Bringing funds to the research projects
Copyrightscientific
2020
Promoting and facilitating
activities

The
Competence
Community

8

D10.2, ANNEX 12, page 9

What do we suggest?
• A network of Community Hubs of Expertise in Cybersecurity Knowledge
(CHECKs), which will provide an auspicious environment for community-level
research, innovation, and capacity building in cybersecurity.
• To make the bottom-up approach work with the Commission Proposal, we put
forward the introduction of a Stakeholder Council, as a sub-structure for the
Competence Centre
• Involvement of civil society through the Stakeholder Council to build and
strengthen its cybersecurity capabilities, as well as facilitate transparency and
promote trust.
• The CHECKS can enable more efficient consortium-building by being a platform
that brings researchers, firms and governments together at the board level
10 December 2020

Copyright 2020
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What we do together:

10 December 2020
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ECHO Governance Model
Where to be after 31 January 2023?
Where to arrive in 2027?
V e l i z a r S h a l a m a n o v
I I C T , B A S ,
s h a l a m a n o v @ a c a d . b g

1 1

C O N V E R G E N C E
D e c e m b e r 2 0 2 0
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AGENDA
1. Our WP3 (Governance model)
Mission – Transformation
2. Governance Target Operating
Model
3. ECSCON – European
Cybersecurity COmpetence /
COlaboration Network
4. Options and Vision for the ECHO
Network … and ECSCON
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GOVERNANCE
TOPIC IN ECHO
ECC

Slide / 3

NCC1

ECSCON
RC1

NCCn

ECSCON
RCn

ECSCON
Hub

FSG1
FSG1
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CYBER SECURITY TRANSFORMATION
F O U R

Q U A D R A N T S

|

T W O

S P I R A L S

Acquisition

Education
Research

Planning

Policy /
Resources
Government

Implementation

Governance

Transformation
Operators

Requirements
Operation

Academia

Management

Industry

Development
Production
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W P 3

r o l e

w i t h i n

E C H O

GOVERNANCE TARGET OPERATION MODEL
WP3 is providing
optimal design of the
key processes and
organizational
structures for ECHO
Group and ECHO
Network with
respective RACI Matrix
as well as transition
from ECHO project to
a sustainable
Collaborative Network
Organization (CNO) in
cyber security.
We build E-GCS
team in ECHO

ECHO Chapters in
MSs liaising with the
NCCs

E-GCS team
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WP3 AND ECHO
DEMONSTRATION
CASES
For the Demonstration Cases,
WP3 is working with WP 2, 4, 5,
6, 7, 8 to identify decision points
/ types of decisions to be taken
in the designed processes /
organizations.
For every decision involved
roles (including customers and
partners, external governance
stakeholders – MS governments,
EC) will be identified and
decision methods documented.
Slide / 6

www.echonetwork.eu
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ECHO ROLE IN IP FG GOVERNANCE:

ECSCON DESIGN

Slide / 7

SPARTA
CONCORDIA


CYBER
ATLAS

CS4E
European Cyber security Competence
Community to be transformed in ECSCON
with our proposed Governance model

MARKET
CUSTOMERS

ECHO Network

ENISA, EDA, Europol

In addition to development of the
project deliverables our focus in T3.5.
is engaging new partners (individuals
or organizations) to grow the network
and to cooperate with other pilots,
ECSO and stakeholders as ENISA/JRC
for the design of ECSCON.

NATO Cyber Organization

Under T3.4. implementation and
audit of Governance model in the
process of demo cases testing is
providing support to transition of ECHO
to be part of CCC.

EC, ECC, NCCs, EU MS
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2023 AND BEYOND

OPTIONS FOR ECHO NETWORK AFTER ECHO PROJECT

1

Do nothing – no joint activities between partners after closing ECHO project

2

Register joint ventures around assets to be exploited – E-EWS, E-FCR, E-MAF, ECCS, E-CSF, E-GCS, …

3

Merge with ECSO and other pilot projects in one organization to exploit the
results of ECHO project by partners in forming ECSCON along the Governance
White paper agreed by the Commission (under HE/DE funding)

4

Develop and establish the ECHO Network as an NGO with Chapters and Central
Hub to be the ECHO CCC after the end of the project, supporting evolving
ECHO service groups around the assets to be exploited

Slide / 8
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C o u l d

w e

d e v e l o p

j o i n t l y

t h e

E C S C O N

V i s i o n

2 0 2 3 ?

Vision for the future ECHO Network (1)
Key decisions for the ECHO network activation (along ECHO project and
beyond) and transition planning:
1. ECHO Network with a Bylaws as NGO to regulate components and
relations among them;
2. ECHO Group as an executive body, central hub for ECHO Network;
3. ECHO Chapters on national level, separate legal entities under the
Bylaws;
4. ECHO Service Groups – based on agreement between partners around
ECHO assets;
Slide / 9

www.echonetwork.eu
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C o u l d

w e

d e v e l o p

j o i n t l y

t h e

E C S C O N

V i s i o n

2 0 2 3 ?

Vision for the future ECHO Network (2)
… Key decisions for the ECHO network activation (along ECHO project and
beyond) and transition planning:
5.
6.
7.
8.
9.

Slide / 10

Relations with EC, ECC and NCC, ENISA, EUROPOL, EDA, EUMS;
Relations with NATO;
Relations with the Market – European and Global;
Relations with other pilots and ECSO, JRC (Cyber-Atlas);
Relations with other stakeholders in Cyber world.

www.echonetwork.eu
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OUR
TEAM

TEAM NAME

WP3 Leader: Velizar Shalamanov, IICT
Task 3.1: Todor Tagarev, IICT
Task 3.2 : Jyri Rajamäki, LAU
Task 3.3: Leader: Georgi Penchev, IICT
Task 3.4: Consuelo Colabuono, RHEA
Task 3.5 : Nina Dorsimont, RHEA

Slide / 11

www.echonetwork.eu
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ANY
QUESTIONS?

THANK YOU

Slide / 12

www.echonetwork.eu
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CONCORDIA

From Communities to Hybrid
Interconnected Ecosystem of Ecosystems
Arthur van der Wees, LLM
Consortium Partner, DPO and Chair Ethics Committee to CONCORDIA
Managing Director Arthur’s Legal, Strategies & Systems
Expert Advisor to Public & Private Sector (Digital Ecosystems, Data, Dynamic Attributes, IoT, Computing, Spectrum,
AI, Robotics, Cybersecurity, Safety, Privacy, Dynamic Assurance & Accountability)
Project Leader to various EU Projects on IoT, Trust, Cybersecurity, Safety, Privacy, Ethics, Accountability in the Digital Age
Specialist Task Force ETSI Leader for Security in IoT & Privacy in IoT (STF 547)
Founding Member Alliance for IoT Innovation (AIOTI) & Chair Policy WG
This project has received funding from the European Union‘s
Security in IoT & Privacy in IoT Taskforce Leader AIOTI Standardization WG
Horizon 2020 research and innovation programme under
grant agreement No. 830927.
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CONCORDIA

As stated in the Commission Staff Working Document Impact Assessment related to the Proposal for
Regulation establishing the European Cybersecurity Industrial, Technology and Research Competence
Centre and the Network of National Coordination Centres, as well as reconfirmed in June 2020 by the
Council:

Cybersecurity is an issue local, national and cross-border issue of common interest
of the European Union, and it needs to make sure that it has the capacities to secure
its economy, democracy and society. For Europe to be prepared it needs to have a
thriving cybersecurity ecosystem, including industrial and research communities.

However, do we truly know the ecosystem and its communities, and
do we and they know, understand and appreciate each others
capabilities, experience, offerings, challenges and needs to build,
achieve and sustain future-proof digital sovereignty?
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CONCORDIA

Know (Your Enemy and Know) Yourself
Cybersecurity is a vast and constantly evolving
and expanding horizontal, dynamic and
multifaceted dimension, nowadays relevant
almost in every location, sector, vertical,
separate and converging markets and basically
part of society, economy and daily life.

‘If you know the enemy and know yourself, you need not fear the result of a hundred battles.’
Quote allotted to Sun Tzu from his publication the Art of War.

CONCORDIA
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Sovereignty
&
Collaborative
Resilience

Economic
Development
&
Competition

Building &
Sustaining
European
Digital
Sovereignty
Education,
Skills & Jobs

Research &
Innovation

How to Organise the European
Cybersecurity Industrial,
Technology and Research
Competence Centre, and the
Network of National
Coordination Centres?

Contextual, Impact-based,
Symbiosis of Four
Intertwined Main Domains
(as mentioned in the proposed Regulation)
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CONCORDIA

Human-Centric Digital Ecosystems &
Multi-Angled Omni-Stakeholders & Influencers
1.
2.
3.
4.
5.
6.
7.
8.
9.
10.

The User (Convenience-Focused, Cheap, Curious, Creative, Opportunistic)
Customers Who Are Willing To Pay (B2x, x2x)
Suppliers & Value Ecosystem (Secure In, Secure Inside, Secure Out, Secure After)
Physical, Cyber-Physical & Cyber Ecosystems and Society (including Non-Users)
Malicious Actors (They Are Patient. And They Collaborate! We Do Not!)
Act First Seek Forgiveness Later Technology & Data Titans
Investors & Financers (they invest, and want a return on investment)
Policy Makers, Standardisation Development Organisations & Markets
Authorities (Who is responsible for what, and are they capable?)
Data Access: Law Enforcement, Intelligence Services & Defence
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CONCORDIA

This is a Challenging Problem Set
There is No One Solution
There is No One Technical Fixture
There is No One Centralised Fixture
This is about Working Together, as Teams
To Achieve Outcomes.
This is a Team Sport
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Arthur van der Wees

Arthur’s Legal, Strategies & Systems
vanderwees@arthurslegal.com
contact@concordia-h2020.eu

Follow us

www.concordia-h2020.eu

www.twitter.com/concordiah2020

www.facebook.com/concordia.eu

www.linkedin.com/in/concordia-h2020

www.youtube.com/concordiah2020

CONCORDIA
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GOVERNANCE
PERSPECTIVES
Governance perspectives for strengthening the
European cybersecurity capacities
Thibaud Antignac
CONVERGENCE
@sparta_eu
sparta.eu
December 2020
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Radical innovation

Targeted objectives

Incremental improvements

State-led disruptors

Directed upgraders

[DARPA, ITRI]

[A*Star, CORFO]

Design new domain-specific
technologies up to the level of
early stage products with key
industries

Steer technological
development, attract
investments in key sectors

Transformation enablers

Productivity facilitators

[OCS, Sitra]

[GTS Institutes, IRAP]

Develop clusters of innovative,
high-productivity, researchintensive enterprises

Create local networks and
organize R&D communities

@sparta_eu | sparta.eu

INNOVATION AGENCIES
TYPOLOGY

Wide-ranging objectives

Dan Breznitz, Darius Ornston, Steven Samford, Mission critical: the ends, means, and design of innovation agencies,
Industrial and Corporate Change, Volume 27, Issue 5, October 2018, Pages 883–896, https://doi.org/10.1093/icc/dty027
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INNOVATION AGENCIES
TYPOLOGY

Wide-ranging objectives
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SPARTA INSTRUMENTS
HIGH LEVEL
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R&D&I
COMMUNITY LIAISON

challenges
@sparta_eu | sparta.eu

strategy

SOTA
concrete practices

results

contribution
results
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Philosophy
of risk

Principles
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SPARTA OBJECTIVES
FIRST PRINCIPLES
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Philosophy
of risk

Diversity
as an
asset

Principles
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Open
leadership
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Diversity
as an
asset

Principles

Horizontal
leverage
points
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Diversity
as an
asset

Digital
platforms

Principles

Horizontal
leverage
points
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Bootstrapping

Assessing

@sparta_eu | sparta.eu

FOR MORE DETAILS
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THANK YOU FOR
WATCHING!
@sparta_eu | sparta.eu
December 2020

This project has received funding from the European Union's Horizon 2020
research and innovation programme under grant agreement No 830892

