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Abstract: This dow me n 't present s i daddatiorv Remenstrhtiert aADes . BhThis e 10 .
deliverable describes in detail the validation strategy for each usbase on eithetechnical test cases

or atechnology based anaylsis. The test cases cover the description, workflow and achieved results. The
technology based analysis cover #adidation of the requirements and functionalities from the technology

and implementation architecturéhe wse cases were introduced in deliverdiiel Requirements Analysis

of Demonstration case Phaséll. In deliverableD5.2 Specification and satp Demonstration case Phase

lan overview of tupwas glovidedilors tvitha specificaifon comdining a rigourous
analysis of its compomés As part of the validation strategy, the validation summary and lessons learned
for future work are also covered. The information is complemesithddiagrams giving a formal, graphic
presentation of all use cases core functionalities.

This document is issued within the CyberSec4Europe project. This project has re
funding from the European Union's Horizon 2020 Programme under grant agreem
830929 This document and its content are the property of the CyberSec4Europe Qams
All rights relevant to this document are determined by the applicable laws. Access
document does not grant any right or license on the document or its contents. This dc
or its contents are not to be used or treated in any manner ineahsigth the rights ol
interests of the CyberSec4Europe Consortium and are not to be disclosed externally
prior written consent from the CyberSec4Europe Partigxsh CyberSec4Europe Partr
may use this document in conformity with the CyberSecdf®i Consortium Gran
Agreement provisions and the Consortium Agreement.

The information in this document is provided as is, and no warranty is given or implie
the information is fit for any particular purpose. The user thereof usésféhmation at its
sole risk and liability.
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Executive Summary

CyberSec4Europe is a resealdsed consortium with 44 participants covering 21 EU Member States and
Associated Countries€Cy b e r S e ¢ 4nBinabjectivesdaospilot theconsolidation and future projection

of the cybersecurity capabilities required to secure and maintain European democracy and the integrity of
the Digital Single MarketThe project focuses on seven selected sectors: open banking, supply chain,
privacy-pre®rving identity management, incident reporting, maritime transport, medical data exchange, and
smart cities.

The seven demonstration casese for each of the seven selected seétars e Cy ber Sec4Eur ope
to the aforementioned challenges. Theg art he embodi ment of the ©projec
cybersecurity research and innovation with technology advancements catering to the complex reality of the
single market, as well as the security of European citizens and society as a whole. A déonaasdr

prototype of a cybersecurity solution, product, or service secure by design. In addition to being developed

with an eye on security and privacy, the demonstrators will also be compliant with important EU regulations,

such as PSD2 and GDPR.

WorkPackage 5 (WP5) oversees t he dleeusercasesridertifedferd de s
CyberSec4Europe provide the common research, development and innovation concepts to be developed by
design and research activity (WP3), ensuring their integrat to the demonstration cases in each of the

project phasesSince the inception of theroject 18 months agawo deliverables D5.1 and D5.Zhave

been release@®5.1 focused on identifying their requirements and describing their importance in tegtcon

of the selected sectors, D5.2 focuses on formalisi
the shape of the demonstrators.

This document presents deliverable D5.3 with the formaMiliidation Demonstration case Phase-br

each demonstrator use case a validation strategy is outlined along the eapecttivaes and goal3o start

with the use case is describ@ldng with the aspects of the use case that will be validated. This is followed
by a detailed description dfi¢ test case, the workflow and the resls part of the validation approach,

the quality indicators and requirements coverage is also described. The quality indicators cover the
effectiveness and efficacy of the solutigntechnology based analysis psesented which includes the
validation of requirements and functionalities that can be inferred from the implementation architecture. For
each use case a validation summary then follows inclutimgalidation outcome of the test cadeach

use case emdwith a description of thiessons learned and outlines future work.

WPS5 identifies the requirements and provittesblueprints of the demonstrator caJéwey also helWP3

and WP4 define their research roadmaps. WRinately leverages the assets WP3 to design the
demonstrators' functionalitieShe use cases identified for CyberSec4Europe provide the common research,
development and innovation concepts to be developed by design and research activity (WP3), ensuring their
integration in to the dematration cases in each of the project phases.
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1 Introduction

This DeliverableD5.3titled Validation of Demonstration Case Phases the result of the combined work

from research centers, industry members and partners in WP5. A total of seven demonstration cases have
been identified based on an initial set of requirements. These requirements played a key role in identifying
the tecimological and research roadmaps of the project.

The demonstration cases form the core of the project emerging from the collaborative efforts between
multiple Work Packages (3, 4, and 5). One aof the
their lifecycle the technological components created by WP3. The road to reach these goals is structured as
a double cycle of research and development. The first cycle gives an initial definition of the research
challenges and roadmaps that will drive #econd iteration of the project. The second cycle will further
refine the research goals of the project to exhaustively address cybersecurity challenges, and make them
relevant beyond the scope of the praject

This document is a follow upf the Deliverbles D5.1 and B.2 and here we focus on the validation
objective, strategy and summarize the results. For each demonstrator use case we follow a structure where
the validation approach is outlined includingescription of what aspects will be validatetwldow they

will be validaton. The validation approach can be done either via a test case approach or using a technology
based analysis or in some use case both approaches seem relevant as is illustrated in the use cases in this
document. The test case apgch follows a scientific and software engineering methodology including a
description, workflow and documenting the test results. The technology based validation approach follows

an analytical approach inferred from the technology implementation.

D5.3 isthe next logical step in CyberSec4Europe’s roadiD&gB also marks the end of the first cycle and
in the lessons learned section of each use case we take this opportunity to highlight the aspects that could
not be included in this cycle and will be adsied in the next cycle.

1.1 Structure of the Document

The de@ument is structured into 9 sections with the sections 2 to 7 presenting the demonstrator cases
followed by the conclusion in the last seatio

7 Section 2 presents thalidation of theDpen Bankinglemonstratocase in CyberSec4Europe WP5

¥  Section 3presents the validation of tigupply Chain Security Assurandemonstrator case
CyberSec4Europe WP5

¥  Section 4 presents the validation of Brevacy-preserving ldentity Mnagementiemonstrator case
case in CyberSec4Europe WP5

¥  Section 5 presents the validation of theident Reporting in the Financial Sectdemonstrator
casecase in CyberSec4Europe WP5

7  Section 6 presents the validation of iharitime Transportlemonstratocase in CyberSec4Europe
WP5

7 Section 7 presents the validation of tivedical Data Exchangedemonstratorcase in
CyberSec4Europe WP5

7 Section 8 presents the validation demonstrationthef Smart Citiesdemonstratorcase in
CyberSec4Europe WP5

7 Section 9 provides the conclusion
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2 Open Banking
This first phase demonstrator is focused on scenarios in the two use cases:

1 OB-UC2 OBSIDIAN (Open Banking Sensitive Data Sharing Network for Europe)
1 OB-UC4 OBACHT (Open Banking API Architecture)

It had been hoped to include the use case 0B Sharing of Identity Verification and Fraudulent Activity,
which was initially outlined in D5.1 and then considerably modified in D5.2 featuring scenarios that include,
inter alia, the infrastructure developed for @E2 OBSIDIAN. It is now anticipated that further
development of OBJC1, stymied in part as a rdsof COVID-19 restrictions that inhibited-depth partner
collaboration during the latter half of 2020, will take place during the second phase of T5.1.

2.1 Use CaseOB-UC21 OBSIDIAN

The primary objective of this use case is to demonstrate how-fedatgd information can be shared
between participating banks and/or other financial institiutions, while remaining in conformity with the
GDPR and banking secrecy regulations. To that end, the task has developed an implementation of a trust
network aimed at prading financial institutions with a channel to share and exchange critical information
about effective frauds, in near real time and in a pri@egerving manner, leveraging the latest online

open banking services.

The goal of this trust network is, loyaking such sharing possible, banks are able to improve their ability to
detect and react in real time to cases of fraud. For example, when a bank detects a transfer fraud, it is then
able to share the information about the IBAN implied in the transfér etiter banks, which can take this
information into account at the time to prevent the fraudster from using this IBAN to carry out other
fraudulent transactions.

In order to validate the use case, we will be looking at the architecture and supportirajotgebn
compliance to the GDPR as well as the usability of the system in operation

2.1.1 Actors
This use case has been carried out and validated out by the participants in the demonstrator i.e.,

Participant Country  Role(s) Validation

i-BP (Groupe BPCE) @ France Developer / Technology owner Technical evaluation
ABI Lab Italy User/stakeholder/expert

Trust in Digital Life Belgium User Questionnaire
CaixaBank Spain User/stakeholder/expert

Poste Italiane Italy User/stakeholder

Tablel: OBSIDIAN participants

The validation of the quality indicators was performed by the technology owBEr, i
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2.1.2 Test Case

2.1.2.1 Description

The objective of this use case is to address the increhsaking fraudand digital banking cybersecurity
challenge$by creating a European network for sharing fraud information between open banking players.
The role of the proposed network is to enable national and-bovdsr cooperation between banks to
prevent fraud by immediately sharing fraud information (like, for example, an IBAN implied in a transfer
fraud) within a secure, trusted network once a fraudulent attack occurs whilst protecting the data in transit.
The role of the network is to share frantbrmation within the network and establish user experience trust
levels; and, in so doing, provide network access to data and money laundering information and share terrorist
financing information in the network.

The core requirements of the demonstraie:
A Bank anonymity
A Regulatory compliance
A Sharing information without transferring underlying data ownership
A Reatime sharing
A Privacy by design

2.1.2.2 Testcaseworkflow
There are four key stages to this use case:

(1) Each bank owns a list of frauduldBiANSs associated with frauds and fraud attempts, stored in a
local database. In France, at least, each major bank has already built such a list.

(2) Each IBAN is pseudonymised (through hashing and encryption techniques) before being
commited into a dedicatedB3IDIAN database

(3) The OBSIDIAN server broadcasts IBAN check requests and federatesrespohsesd o e s n 6t st
any business data

(4) The OBSIDIAN client is responsible for guaranteeing the local pseudonymised IBAN database is
connected to the network

See alsdrigure 1 for the use case initial set up

L An increase of 36% in payment fraud (in terms of amount) in 2018 in Fran@xdblerated development of online
scams, the lack of effective means to fight against fraud operating modes where the customer is manipulated or the
customer is the fraudster

2 For example: instant payments, the rise in the opening of online accounisaritet supremacy of neBuropean

ICT companies in delivering transaction scoring services which are fully cloudified
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Figurel: OBSIDIAN architecture

By centralising information exchange flows, the OBSIDIAN server makes it possible for banks to exchange
information pseudonymously seeFigure 2. Additionatechnologies have been studied to improve the

anonymity of the data and the banks; for example, by fragmenting TCP packets on the network and making
them transit through several intermediate servers
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Figure2: Sharing datanonymously
When a fraud manager (or a system) of a participating bank detects a suspicious transaction and wants to

check the beneficiaryds | BAN, she wildl use the OB
and encryption) and then send a d¢hezquest to the OBSIDIAN netwoikseeFigure 3
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Figure3: Sharing protocol sending a demand

The OBSI DI AN server broadcasts Bank Ad6s requests
without storing any of data itdelexcept for some statistics measuring network KP¢geFigure 4. The
receivingbank§ BandCidond6t know the origin of the request
guaranteed through network governance principles, strong authenticatioramseth used in the

OBSIDIAN clients (for requests originated by humans) and API authorisation mechanisms (for requests
originated by bank systems)
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Figure4 Sharing protocol contacting several partners with a single request

The check demand recipients (i.e., Banks B and C) apply a second layer of encryption, selecting their own
pseudonymised data which is protected in the same way Bank A pseudonymised the request (with different
secret keys). Once done the banks send backetiwest with another encryption layer and their own
pseudonymised data to the OBSIDIAN server which then relays these responses to Bank A. Throughout the
transaction process, the data is never decrypted and in fact it cannot be as the keys remain sechet. As
Bank A is unable to identify which banks answered its check deinaeeFigure 5
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Figure5: Sharing protocol establishing a network response
Bank A adds a second | ayer adceivedrandrisynpw in @ positioroto t h e

compare the respondersd data to the initial reque
algorithm. If a strict equality is found, Bank A knows that another bank has identified its suspicious IBAN
as faudulent and can then confidently take the right decision to protect its ¢lisesFigure 6.

It should be noted that the role of the OBSIDIAN network is only to support the data exchange, without

interfering into aedsionmdcessehe banksd internal

Each piece of information
is encrypted twice

i
lm Bank A
OBSIDIAN

Pseudonymised Client; . . @ .
fraud data 1 m ﬂ ﬂ

Dangerous
[l IBAN !
i
Fraud

Figure6: OBSIDIAN decision processing
2.1.23 Testresults

The objectives of the test were validated through the following criteria:

1 Protection of banking secrecy

o0 Bank B and Bank C did not know the fratgdjuest came from Bank A
0 Bank A could not identify the origin of the request responses
o Bank B and Bank C did not know the result or outcome of the request
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o Inthe exchange, no one knew who exchanged information with whom
1 GDPR compliance
0 The OBSIDIAN servedid not store any fraud data
0 IBANs were always pseudonymised when exchanged
0 Banks could take back their data whenever necessary (GDPR right to erasure compliant)
1 Usability
o No complicated mathematics: technology easily understood by IT experts
o0 Simple integation: one client connected to one server only
1 EU-wide availability
0 Applicable to the countries with the most restrictive secrecy laws
0 Can easily be expanded into a European network

2.1.3 Technology Based Analysis

2.1.3.1 Architecture

The underlying principle of theust network is that it is based on secure rpatity computation (MPC)
and consists of:

1 centralised architecture for exchange flows
9 decentralised data storage
1 data protection based on hash and encryption mechanism

This is achieved through a central netlwserver that communicates securely to numerous network clients
deployed at each node in the netwbrtke participating financial institutions. Key to the trustworthiness
of the network is that no sensitive data is stored on the central networkisalvieaudrelated data is

stored locally at each network node, independent of the network server and all the other nodes in the
networki seeFigure 7.

Fraud datd in this use case, IBANsis encrypted with Elliptic Curve Diffie Hellman (ECDH) used to
generate a shared key each time data is transferred between the network clients and the server. The
implementation deployed uses Elliptic Curve Cryptography (ECC) implemented in JavaScript to offer a
very simple OBSIDIAN client consisting of a web app usdbl any fraud manager/banking expert
without requiring her to install any software on her workstation
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Figure7 OBSIDIAN network architecture overview

2.1.3.2 Network Client

Cryptographic keys used to
encrypt information before
sharing with the network

Certification tools to
authenticate communications to
the network

Keystore

Internal applications R 15 sent
needing to qualify equests sen
data by a call to the Output to the network

network —y Request Request —e

S
= API
Declarations ‘(G
of new fraud R
data c— ; | nput
g Request [
Requests
° API ;
Manual reporting 2 e memorkfor
of new fraud data (7] rocessin:
a pi g

Only pseudonymised data (hashed + encrypted) is
stored and shared with members of the network. At
no time is any decryption involved in the processing
of exchanges

Figure8 OBSIDIAN client functional architecture

The functional architecture of the network client is describdtigare 8, and consists of:
1 A local database, containing fraud data, hashed and encrypted through the pseudonymisation
module using cryptographic kelespt in the local keystore
1 A suite of input and output APIs to manage:
0 incoming and outgoing requests to and from the network
0 requests and declarations from the organisation itself
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2.1.3.3 Network Server

The network server has three key functions
The walidationof incoming requests
The orchestration of incoming and outgoing calls
The monitoring and management of the overall operation of the network

It consists of
A Alocal database, containing a routitagple with the URLs of the network participants and
logging information
An orchestration O6cockpitd to manage t he
fraud requests from network participants
A Modules to dispatch fraud requests across the nktwor

See alsdrigure 9.

e Network trust

Certification
Authority

Organisation
Requests

Input
Request
API

Request to
OUtPUt the network
Request
. API
Cockplt Organisation
profile
configuration

Organisation

Onboarding Enrolliment
API

=

Input request validation, output request Depending on technicalimplementation and security
orchestration, monitoring considerations, the database can contain additional data

Figure9: OBSIDIAN server functional architecture

2.1.3.4 Network Operation

Bank Bank network client

Detects IBAN implied in a fraud :
IBAN
IBAN_Declaration.txt Encryption D
Storage in
intemal fraud DB

Bank Bank network client

Figure10IBAN declaration
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Below is an example of an IBAN declaration text; in this first phase, we are only using IBANs which are
submitted with a timestamp and an operational mode indidasers are provided with an informational
pop-up box (figure 11) to guide them through diaaut which can either be filbased or manual.

File formats X

Spreadsheet files (xls, csv, xIsx) are accepted. The data needs to be formatted as seen below:

timestamp iban opmode
2019-3 IT37B6275383566610705115170 usurpation

2019-1 DE58578639645846954754 cheque

Three type of data are accepted: timestamp, IBAN and operating mode. The header must be specified in the
spreadsheet exactly as shown above

You can also give a 'txt" file containing only one IBAN per line

Figurell: File format descriptor

The process of preparing the fraud data is described in figure 10.

timestamp;iban;opmode
20193;FR2086731326479752779667932;cheque
20198;GB06MVBV76966243972507;cheque
20195;S147506064452931647;usurpation
20195;ES1489931407043356870584;usurpation
20197;DE20337609957863189931;cheque
20192;ES3984188871230420737607;manipulation
20199;E5747733292821434852583;usurpation
20195;ES5343685390702122851572;manipulation
20198;GB100I1ZA10220492691499;manipulation
20195;1T32G5914176675MMWHZIPDHSZY ;usurpation
20198;GR0501072341269518441633288;manipulation

20195;HR7925000092925423384;usurpation
Table 2: Sample fraud data

10
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Bank X network client

Bank X network client

‘ Server

Bank Y network client Bank Z network client

]

IBAN_Request.txt

‘ Server Bank Y network client

Bank Z network client

Figure12 IBAN request

To meet performance requirements, several optimisations were studied:

Instead of being able to encrypt a network response with her own key, the requester can only

decrypt her request data (IBAN hash), this way avoidiagcryption operationis x being the
number of potential matched IBANs transmited in the network response.

Using asymetric encryption to protect privacy, it would be possible for the requester to directly

encrypt her own request data by using the public keys of the other patsdipéme network. This
operation could be realised in parallel with the network request to save necessary encryption time.
However, in this circumstance, the encryption key would become public, with a data security

impact.

2.1.3.5 Usability

Initial trials of theOBSIDIAN network took place with the actors listed above and a live demonstration of
the network took place to an online audience of about 100 participants as part of the CyberSec4Europe
session during the CONVERGENCE event on the morning of 10 DecemBér 2000 IBANs were
introduced by one of the participants and a number of checks were made against them to demonstrate IBANs

recognised as being suspicious or dangerous as well as not being recognised (i.e., hot known to be dangerous

etc). For the purposeof the experimentation, both at the event and privately, the IBANs used were false.
The demonstration is launched from the dedicated use case Wélifgite//experiment.obsidigoroject.eu/

Twhich provides a
Experi mentationo

number
for a

of demonstrati
ut henticated

on

users whio

show the welcome screen and the process of importing a fidatfollowed by the validation and

pseudonymisation processes.
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OBSIDIAN EXPERIMENTATION
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Expert mode =

Server connection

Welcome !
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0
Enter an IBAN to check® E SHARED IBAN
Check

Click “check” to start

CONNECTED PARTICIPANTS

Figure13 The OBSIDIAN dashboard

OBSIDIAN EXPERIMENTATION

Data import a
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Queued pseudonymisations

(network)
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REQUESTS (NETWORK)

Figure14: The OBSIDIAN dashboard: data import (1)
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Figurel5: The OBSIDIAN dashboard: data import (2)
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Figure16: The OBSIDIAN dashboard: IBAN validation
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Figurel7: The OBSIDIAN dashboard: IBAN pseudonymisation
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OBSIDIAN EXPERIMENTATION

Welcome !

O (et
% @
EII [

[
Enter an IBAN to check@® HARED IBAN

OBSIDIAN EXPERIMENTATION 1@ BER deAddBAN O

Enter an IBAN 10 check®

Figure19: Result of another IBAN check

In figure 19, afterLissndBank presented an | BAN to be checked, t
| BAN!' 8 On the right, the OBSIDIAN event |l og show
incoming response and request (from Identitas Banking Group) and the outgpimgseeback to (Lissner

Bank).

2.1.4 Quality Indicators

2.1.4.1 Effectiveness and efficiency of the solution
This category comprises the following scditegories:

i integration and interoperability
I documentation

f usability

f source code management

1 testing

1 deployment

Although we have been focused on the demonstrator use case, we are also looking beyond to running
OBSIDIAN and later developments in a production environment as a commercial deployment. Hence, the

14
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guality indicators and supporting questions were partildligned to provide the project with a consistent
methodology in order to validate the solution in a-watld production environment; for example, the KPIs

on fraud fight efficiency. Not surprisingly, as we still are in a prototyping phase, it is cabeplito answer

some of the questions validating some aspects of performance aspects and the efficiency in fighting fraud
until we have realvorld feedbackesulting from a production deployment.

To succeed in deploying such a sharing practice in our piodugnvironments. the next steps are to work
on plausible use case scenarios, involving:

1 European actors to provide legal /regulatory solutions and lobbying efforts particularly in the
context of regulatory compliance; and

1 European banking partners toild the value of the network value

We have made good progress in both these respects but there is more work to do in the second phase of this
task.

2.1.4.2 Questions

Identified are five sets of key performance indicators.

(1) Requirements
Taking part in the OBSIDIAN network, the number of;

9 Stakeholdes should be equal to or greater than three

1 Fraud experts should be equal to or greater than three

1 Countries should be equal to or greater than two

1 IBANSs shared by each stakeholder should be greater than two thousand

(2) Threatresilience

We anticipate the ftdwing threat scenarios:
1 lllegal enrolment to the network
lllegal access to the APIs requesting access to the network
Unauthorised modification
Unauthorised escalation of privilege

Data leak

= =a =2

1 Sharing of compromised or fake data
In addressing these threaesarios:
1 What is the percentage of threat scenarios covered?

1 What is the number of threat scenarios covered?

15
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(3) Quality of service (Qo0S)
1 Whatis the average API call response time?
1 Whatis the average API availability?
1 What is the rate aduccessful API calls?
1 What is the number of failed or rejected API calls due to a technical incident?
(4) Efficiency in fighting fraud
1 What is the number of requests producing a risk alert?
What is the rate of requests producing a risk alert?
What is the ratef OBSIDIAN alerts producing a false positive?

How many potential frauds were prevented due to OBSIDIAN alerts?

= =/ =4 =2

What is the maximum and average financial loss from fraud prevented by OBSIDIAN alerts?
1 Whatis the total value of the financial loss from frauelvented by OBSIDIAN alerts?
(5) User adoption / usability
1 How many teams are there for each stakeholder using OBSIDIAN?
What is the total number of people for each stakeholder using OBSIDIAN?
What is the average and maximum number of requests per dagtosekeholder?
What is the total number of requests for each stakeholder?
What is the average and maximum number of queries processed by each stakeholder?
What is the average and maximum number of queries processed per day by each stakeholder?

How many BAN updates were shared by each stakeholder?

= =/ A4 a4 A A -

How many user incidents were posted by each stakeholder?

2.1.4.2.1 Feedback
(1) Requirements

9 Stakeholders should be equal to or greater than thoee.(Groupe BPCE, Caixa Bank,
Poste Italiane, ABI Lab)

9 Fraud experts should be equal to or greater than thineee (Groupe BPCE, Caixa Bank,
ABI Lab)

Countries represented should be equal to or greater thamtwee (France, Spain, Italy)

IBANSs shared by each stakeholder should be greater than two tholrstotdl we shared
5,000 (fake) IBANs amongst the stakeholders

16
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(2) Threat resilience

1 Whatis the percentage of threat scenarios cover®d?

1 What is the number of threat scenarios covered@r (out of six)
(3) Quality of Service

1 What is the average API ca#sponse timeRess than a second

1 Whatis the average API availabilith®hough we do not have a more holistic answer for the
moment as we still are prototyping the target
was always available when we tested. it

1 Whatis the rate of successful API call$¥0%
1 What is thenumber of failed or rejected API calls due to a technical incidést®
(4) Efficiency in fighting fraud

We cannot answer these aspects of the quality indicators accurately at present asstille are
prototyping the targeted solution with fake data.

(5) User adoption / usability
1 How many teams are there for each stakeholder using OBSIDOx¢%eam (Fraud CERT)
1 What is the total number of people for each stakeholder using OBSIDB&EN®Peen one and
five

For the remainder of the quality indicators in this section, as with fraud fight efficiency, we cannot
answer realistically answer the rest of the indicatorsestamt, as we still are prototyping the targeted
solution with fake data/activity.

2.1.5 Requirements Coverage
The following table lists the requirements this use case implements and whether they were validated or not.

ID Validated Strategy Result Mandatory ’
OB-SP01 Yes Technology analysis Success Yes
OB-SPQ® Yes Technology analysis Success Yes
OB-SP® Yes Technology analysis Success Yes
OB-SPG! Yes Technology analysis Success Yes
OB-SPG® Yes Technology analysis Success Yes
OB-SP® Yes Technology analysis Success Yes
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ID Validated Strategy Result Mandatory ’
OB-SP( Yes Technology analysis Success Yes
OB-SP® Yes Technology analysis Success Yes
OB-SP® Partially  Network governance analysis Success No
OB-SP10 | Partially | Network governance analysis Success No
OB-SPL1 Yes Technology analysis Success Yes
OB-SP12 Yes Technology analysis Success Yes
OB-SP13 Yes Technology analysis Success Yes
OB-SP14 Yes Technology analysis Success Yes
OB-SP15 Yes Technology analysis Success Yes
OB-SP16 Yes Technology analysis Success Yes
OB-SPL7 Yes Technology analysis Success Yes
OB-SP18 Yes Technology analysis Success Yes
OB-SP18 Yes Technology analysis Success Yes
OB-SP19 Yes Technology analysis Success Yes
OB-SP20 Yes Technology analysis Success Yes
OB-SP21 Yes Technology analysis Success Yes
OB-SRP22 Yes Technology analysis Success Yes
OB-SRP23 Yes Technology analysis Success Yes
OB-SP24 Yes Technology analysis Success Yes
OB-SP25 Yes Technology analysis Success Yes

Table2: OB-UC02validation requirements' coverage

2.2 Use CaséDB-UC4 Open Banking API Architecture Platform (OBACHT)

During the course of thereparation foinvestigatnginto the proposed use cases outlined in D5.2, it became
increasingy clear that thereould besomedifficultiesin finding a suitable platform on which to carry out
the tests. This was primarily due tbe unwillingness of many financial institutions to open their

18



Cyber
Security
CyberSec4Europe D5i3Validation of Demonstration Case Phase 1 §, for Europe

>
\0’ -_

infrastructure as a testbed environment, due to the itsdhtand commercial sensitivities associated with
providing access for the cybersecurity tests.

Again as part of the investigation, it transpired
Italiane was willing and prepared to participatelie use case demonstration, the bank had taken a very
different approach to the design and implementation of its Open Banking infrastructure architecture from

the one designed by ABI Lab. As a consequence, it could not be meaningfully used to dembestrate t
proposed test cases in the manner originally intended, and, as such, a decision was taken to perform a
comparison of the model architecture and the Poste implementation.

2.2.1 Open Banking Architecture

The mainobjectiveof thefollowing analysisis to investigate the main aspects in whilse GpenBanking
Architecture Gereinafter OBA) developed in the CyberSec4Europe project and a real i@kemented
by a selected stakeholder difféfo this end,Poste Italianavas selected as a stakeholder fotoping

activities.To achieve oupbjective, we willmake a high level comparison of bddigical architecturs.

Among the difference found we will see thatdespite Poste Itene implemating one of the most
importantset oftechnicalreferencestandads (Berlin Group, Open Bankingplementation Entityetc),

the architectural model adopted is rstandard It essentially provides for an additional stakeholder who
plays the role oftiroker" of services and thereforerfns a'front end" to the users afie PSD2 Open API.

The marked differencefeund"in the field" will certainlyprovidegood feedback for the project, becguse

in addition to highlighting a considerable gap between the two approaches, it coiidnpts
CyberSec4Europe projéct®BA solution as a model for integrating existing solutions, proposing itself as

a layer of measures that apply regardless of the technological context in a complementary and advantageous
way.

In addition, we depicted the Auth2 flow in the usecess case, as OAuth 2.0 is the foremost security
standard for delegating authorisation and is supposed to be implemented in most Open Banking Architecture
deployments as well as at Poste Italiane.

2.2.1.1 Poste ltaliane

Alongside its historical business as a Imand logistics service provider, underpinned by the most
widespread distribution network in Italy, Poste Italiane has also become a major national player in the
financial services and insurance market. Dhdiver 2020 strategic plaradditionally identifed a new
business area for the group, dedicated to mobile and digital payments, based on the growing convergence
of these sectors.
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e-commerce
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= 10% B2B market share
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* §.2% acquiring transactions (€) market share

Figure20: Poste Italiane breakdown of revenues (2020)

The unified and integrated management efdhoup means Poste Italiane is able to develop synergies and
ensure a uniform, coordinated approach to the market, building on the strength of its brand and of its multi
channel distribution platform. All four business areas revolve around the centusl fiaced on the
customer and on building loftgrm relationships of trust with households, enterprises and the public sector,
offering them a wide range of simple, transparent services.

Payments, Mobile and Digital
This new business division is the outo® of the Deliver 2022 strategic plan, which groups together:

A The emoney and electronic payments sector;
A 6Poste Mobiled mobile telephone operations:;
A all new initiatives tied to the digital world.

The new division is also tasked as an internal competsamtye for driving digital transformation.

2.2.1.1.1 Financial Services

Poste Italiane provides traditional and online digital financial services through the separate operations of
BancoPosta, one of the biggest players today in the ltalian financial services market

In particular, offered services include:

A current accounts (digital and mobile operations);
A promotion and distribution to the public of loans provided by banks and financial intermediaries;
A collection of postal savings.

Poste is still expanding its cotitve asset management operations.

2.2.1.1.2 Financial Targets

Forecast 2022 consolidated revenues: 011.2 bil
Forecast 2022 operating profit: a1.8 billion,
Forecast 20 2 2bilionewith pCAGR of 13%; Ul . 3 4

2022 Return On Equity (ROE): 13% (+3.4 p.p.);

To To T To
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A Customerés Total Financial Assets: (G581 billi
A 20182022 capital investments: 02.8 billion of «c:

reorganisatio of the service model,

2.2.1.1.3 Key Consolidated Financial Targets (in euro unless stated otherwise)

2017 2018 2019 2020 2022 CAGR 17-22

EBIT 1.50 1.77 1.8 1.8
EBIT Margin % 14% 16% 17%  16%

Net Profit 0.7 1.40 1.3#4 13 1.2 + 13%

Di vi dend ( Oy 0.44 +0.463% +5%

+ 10%

Table31 Poste Italiane: kegonsolidatedinancial targets (2017 2022)

3.2.1 Actors

The following case describes the OAuth 2.0 authentication and authorisation process in which the
following parties are involved

- TPP: Trusted Third Party (website or app)
- ASPSP: Account Servicing Payment Service Provider (banks) ;
- End user(s)

2.2.2 Test Ca®: Account Access APIs

2.2.2.1 Description

To access the APl endpoint, the app will first make a call to the OAuth API to get a client access token, then
create an account request which will have the details of the access required. The account request contains
information like account information permissions, the permission expiration time etc. Once the account
request is created, the app requests an access token. While providing the consent, the user selects the list of
accounts they want the app to get access to.

The application now gets an access token to access account(s) on behalf of the user. We assume also that
the OAuth APIs support both the implicit grant flow whereby the access token is returned directly to the
app once the user has authenticated. If fpevashes to keep the authentication more secure, then the app
could also use the authorisation code flow whereby a code is returned back to the app which should then
exchange it for an access token.
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The third party application can then use this accesntak make the calls to the account APIs. When the
APl is called, the customer information is retrieved from the access token and the account information is
then presented to the user.
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2.2.2.2 Test case workflow

) =) (=) (5] (=) (==
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Figure21: OAuth 2.0 Account Access Flow

2.2.3 Technology Based Analysis
2.2.3.1 Architecture
The following are the main components of the OBA developed i@yterSec4Europe project
1 The Identity Provider(ID)component provides several functionalitiesaashentication, service

provider, user interface and storage functions.

1 The API Gatewaycomponent provides several functionalitiesaasess to function and data,
authorization management and operation akaw

1 TheAPI Managercomponent provides several functionalitieswaming support components and
running system control.

‘ API Security API Platform Knowledge

Identity { API Gateway g API Manager API Portal
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~ S debdasinss
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Figure22: General Open Banking Architecture
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Figure23: Paoste Italiane's Open Banking Architecture

2.2.3.1.2 The architectures in comparison

Poste Italiane'approach to the implementation of the PSD2 Open APl was extremely pragmatic and started
with the definition of extremely detailed technical and security specifications.

A first substantial difference with respect to the proposed Open Banking API Ararétexincerns the

abstraction level: while in the CyberSec4Europe OBA architecture a general and conceptual approach is
proposed, Poste Italiane implemented a very complex and detailed technical architecture. In this regard, the
differences are multipleas, for example, some of the security requirements implemented in the Poste

Italiane architecture:

1 "Tokens must be base 64 encoded, signed and encrypted"
1 "The endpoint of the authorization server must be indicated via the FQDN and must use the HTTPS

protocol”;

1 "lItis necessary to use SHAas a HASH function in the HMAC signature"

Concerning the conceptual design of the architecure, a big difference is that, despite Poste Italiane

implementing one of the most important technical reference standards (Beoup, Open Banking

Il mpl ementati on Ent.
addi tional stakehol
end" to usersf the PSD2 Open API.
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Figure24: An OBA with and without an intermediary

In fact, this solution is used lwarious payment institutions that, to be compliant to PSD2, can connect their
IT systems to the middleware (also indifgdhrough their own service providers such as IT providers,
technical subjects etcJhe following are some of the reasons for payment institutions to use these services:

Sharing common services otherwise charged to individual institutes;

More effectivefraud monitoring with provided system data to adherents to the solution;
Easier to implement additional cooperative APIs and competitivehzalded services;
Central evolution monitoring / supervision team legislation;

As a single point of accebgtween TPP and ASPSP;

Less compliancy costs;

Highestsecuritystandards

= =4 = =8 =4 =4 =4

Figure 24 reflects the operative model of the PSD2 Gateway which Poste Ifailggte It is composed of

a frontend API for displaying the services offered by the ASPSPs. In addition, it provides an SDK
publishing environment, a preparation API test for centralnaged developers/TPP. It provides
operational monitoring and supp®the resolution of any disputes. The APl monitoring is centralised and
enriched with the periodic publication of reports and KPlIs. Finally, a module dedicated to the management
of functional APIs and «PSD2 core» is included: for example, the "core PSRI3rovides access for:

1 Payment initiakation
Customer authosation
Accounts list
Account balance
Movements list

Fund availability

= =4 =4 =4 =4

The following are the access and securitlated capabilities:
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1 TPP handling (TTP approval and authentication): validatiof eIDAS certificates and
authorised TPP verification;

1 Consensus handlindPSU authentication and consensus): a module dedicated to the
management and archiving of user consent and its lifecycle

1 SCA management:orchestration of the SCA application aepminary SCA exemption
checks on transactions made;

1 Fraud management and transaction risk analysissysterawide fraud management checks
on transactions carried out. Sharing of level enriched information system for internal
evaluations to individual ASPSP

1 Help desk/Dispute resolution:module dedicated to the management of eleventh level
contacts with ASPSP/TPFhe solution is also equipped with an application for reporting and
the management of any disputes

/[ APITRONT-END, API Portal and Sandobox }

-
TTP Approval and Auth
pproval and At API Monitoring.
Centralized Reporting
PSU Auth and Consensus >
.
SCA management API Manager
7
Anti-frand Systems " | Functional ]
1°Level Help Desk service conversation
/ | VAS |

& WVAS, Personalizations and Evolutions y

Figure25: PSD2Gateway Operative Model

Finally, the solution technically supports the development of vatlteed services, developed both at a
cooperative level (defined collectively by the financial institutions) and competitive (defined by institutions,
individually eg. personal financial management, etc.) with the possibility of using partitions of the solution
for exposing services and sandboxes.
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Figure26: The positioning of Poste ltalianglschitecture with respect to the high level OBA

Figure 25 shows a possible positioning of the Poste Italiane architecture with respect to the general Open
Banking Architecture designed addveloped in the CyberSec4Europe proj®aspite the big differarme

in the analysed architectures, these two different approaches are not incompatible, and in fact can be
considered complementary. We suppose they have common requirements, such as preventing an
unauthorised user/use fwovide controls to ensure that umhorised usercannot access thg/stem

through the use of, for example, OAuth 2.0.

OAuth 2.0 is the main security standard for delegating authorisation and is widely used in the Open Banking
context. OAuth overcomes the potential vulnerability thatld@mable a user to allow a third party to act

on their behalf. In addition, it is used to permit sharing website data with others. Usernames and passwords
are not shared but an OAuth access token is issue:

An OAuth 2.0 flow has the following roles:

1 Resource Owner Entity that can grant access to a protected resource. Typically, this is the
enduser.

1 Resource ServerServer hosting the protected resources. This is the API you want to access.

1 Client: Application requesting access to a protected resource on behalf of the Resource
Owner.

1 Authori sation Server. server that authenticates the Resource Owner and issues access
tokens after getting proper auttsation.

2.2.4 Requirements Coverage

As the use case was narded out physically, there was not the opportunity to validagestated
requirements.

2.3 Validation Summary

ID Validated Result Comments ‘
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OB-UC01 No Planned for the second piloting phase
OB-UC02 | Yes Success
OB-UC03 No Planned for the secomloting phase
OB-UC04  Partially Partially An architectural comparison rather t

intended use case scenarios

Table 4: Open Banking demonstrator use case validation summary.

2.4 Lessons Learned and Future Work

2.4.1 OB-UC2 OBSIDIAN

2.4.1.1 Lessons Learned

In this usecase the lessons learnédor rather the obstacles overcoimat an early stage concerned which
architectural approaches to adopt and the legal impediments to data sharing, notably in France.

2.4.1.1.1 Alternative Architectural Approaches

Before the adopted OBSIDMnetwork architecture was chosen, there were two other approaches that were
consideredi one based on MISP and the other on blockchain.

2.4.1.1.1.1 MISRbased

i
Network
P
@ BPCE @ Add fraud data Client
Network © rull fraud data =UF 1 Fraud
Client = data
. 2 . 9 Local g An o
rau : onymiss
data comparison &:!»»‘ fraud data o Add fraud data

Network
Client
% Fraud
data
s

Figure27: MISP architecture

In this version of the OBSIDIAN architecture, the central server is a MISP (malware information sharing
platform) used to exchange I0Cs (indicators of compromise) that transmits fraud data either by hashing
the IBAN or integrating Cuckoo with the MISI.figure 26, the transaction process is shown in table 5:

MISP with hashs MISP with cuckoo filters

Add IBAN hashs  Update cuckoo filter
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Pull IBAN hashs Pull all cuckoo filters
Query hashs Query cuckoo filters

Table4: MISP transaction processes

The MISRbased approach demonstrated some advantages but were outnumbered by the
disadvantages. The only experience of using OSINT is at the CERT level (consumption of OSINT
and loC cyber):

Aggregation of feeds via MISP
No connection to decisiemaking praesses
Limited analyst resources
The advantages and disadvantages of the Nbi&¥ed approach are listed at table 6:

Advantages Disadvantages

Used by CERTs Documentation not usédriendly
Main goal is to share dati Data is handed over (control lost)

Cannot be used with more advanced protocols without high
integration effort

Table5: MISP pros and cons

2.4.1.1.1.2 Blockchainbased

A different approach to setting up the OBSIDIAN architecture would be based on distributed ledger
technology (DLT), which would be completely decentralised with no central server. Unfortunately,
many of the defining characteristics of blockchain makesuitable to meet the requirements of the
OBSIDIAN network.

The advantages and disadvantages of the blocktiaasi@d approach are listed at table 7:

Advantages Disadvantages

Decentralised network  High integration cost

Unalterable trust chain ~ Complex technology few experts truly understand how it work
Traceability oriented
Data deletion difficultthe GDPR right to erasure)
Hardly fits the projected use case and constraints
Table6: Blockchain pros and cons
2.4.1.1.2 Lealcompliancebarriers

Although no sensitive data is stored on the OBSIDIAN server, each of the OBSIDIAN clients, the nodes in
the network, are responsible for storing pseudonymised data relating to IBAN suspected of being involved
in fraudulent activity and for transmitting thdata, encrypted as described above, across the network.

In this decentralized architecturthe central server is trusted to protect the anonymity of each bank. As a
result, when a bank sends a request to OBSIDIAN, the banks receiving the requedtramnits origin.
The same principle applies to the responses. The only entity capable of tracing back which bank sent a
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request or response is the central seirvauit, even then, the central server is not capable of understanding
the data transmittedrsse it is pseudonymised.

Banking secrecyalsoreferred toas financial privacy, bankingstretion, or bank safetys a conditional

agreement between a bank and its clients that all foregoing activities remain seofidential, and

private. Bankingsecrecyalsorefers to confidentiality obligations and disclosure constraints arising under

the regul ations pr ot eithtexceptpns aftemrigingmntcases dvisedasais w ber e i gnt
sharedvi t h t he countryods judicial authorities

For example, in Austria, nder Article 38 of the Austria Banking Act, credit institutions (banks included),
must not divulge or exploit secrets which are revealed or made accessible to thertlusively on the
basis of business relations with customers, or obaisés of Article 75 pagraph3 (banking secrecy). The
obligation to maintain secrecy applies for an indefinite period of time.

In France banking secrecy entails both criminal and civil penalties. Governed by article 1335afl.the
French Monetary andrinancial Code (FMFC), banking secrecy protde#mking clientele from the

di ssemination of information collected by banks. /
it only concerns confidential information (i.e. only precise informdfigures about the situation of a
specific clientds account ), but not gener al i nfor

secrecy can be waived either by the client or under legal exemptions.

Needless to say, all banks in France adhethadGDPR, therimary aimof whichis to giveindividuals

control over their personal data and to simplify the regulatory environment for international business by
unifying the regulation within the EWAIthough the key information sources in the OBSIDIABwork are

IBANs i belonging to potential fraudsters, terrorists or money launderers noile$gance an IBAN is
considered to constitute personal data and as such thgZ2\lhitially stipulated that the exchange of
IBAN data would require the consent of the owners i.e., the potential fraudsters, terrorists or money
launderers.

OBSIDIAN uses several layers of computation to protect the IBAN (hash and encryption), butegven th
the protected data is not anonymised: according tdAttiele 29 Data ProtectionWorking Party, hash
functions and encryption algorithms are pseudonymisation technigues, and as such, the GPDR is applicable.

However, after repeated interventions to ¢wer this ruling, the French authorities consider this added
security a good practice that would help minimise the data protection risks.

In addition, the decentralised architecture offers a better control over the data shared by each bank. Since
there isno entity centralising the fraud data, each bank can add, delete or modify fraud entries they share
with the network. This compartmentalisation also helps to minimise data leaks and their impact on
individual s6 privacy.

Through discussions with other paats, it became clear that the approach taken in each Member State
varies to the status of IBAN as personal data varies considerably e.g., in Italy, it is not an issue, whereas the
Spanish position is closer to the French. See table 8 for an initial brgakd banking secrecy approaches
across Europe.

Country Legislated rules

France Yes, in both criminal and civil laknown as duty of discretion).

Spain Yes, specifically as stated within law 44/2002
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Luxembourg Yes

Austria Yes,established in the Austrian Banking Act.

reland Not under statutory ladwut undercommon law, there existsantractual duty of
secrecy.

Belgium Yes, but not from a criminal law point of view.

Table7: Banking secrecy ikEurope

2412 Whatds Missing
In the next phase of the project, we would like to:

1 Ascertain the regulatory situation regarding privacy and data protection in the context of sharing
fraud data across all Member States, particularly as we intend to extend thefshepiata shared,

i Finalise the work on the OBSIDIAN client and carry out usability tests

1 Leverage the initial network experimentation 202621 to fully scale to the European level,
connectingFrench open banking players in a national network, throogal connections in the
OcSSImore Toulousbased network and more widely through the French Banking Federation

1 Extend in parallethe French network instance to other European open banking players / existing
sharing networks

2.4.2 OB-UC4 OBACHT

2.4.2.1 Lessons Learned

Through the comparison performed in this use case, it has been shown that the Open Banking Architecture
designed for the CyberSec4Europe project and a real world implementation of Open Banking are
complementary. The result of this use case can effectigy support to financial institutions that have to

face the new challenges raised by PSD2 and Open Banking.

The solution adopted by Poste Italiane allows simplified access (through a single point of access) that allows
a huge number of bankstoberemaach and at the same time all ows the
r o linghé financial services market.

It is also worth mentioning that the solution adopted by Poste ltaliane is based on the more advanced
technologies and provided the foremost secstiyndard (such as OAuth 2.0). Such standards and security
requirements allow the best practices in terms of procedures for opening the services of banks to the market
to be respected and encourage the creation of an ecosystem of payments. It is agblegdasassume that

a security requirement such as OAuth 2.0 to prevent an unauthorised user/use (providing controls to ensure
that unauthorised users cannot access the system) is common to the two architectures. Finally, from the
assumptions made abobhettwo architectures, it was possible to reconstruct a use case common to the two
approaches, that is an account access though the bank APIs.

We have provided an access account implementation model utilisable by banks as they must provide secure
access taiser data to TTPs. Using the proposed OAuth 2.0 based implementation model, it is possible to
meet the three foremost requirements for an Open Banking ecosystem architecture which include methods
for:

1 Consent:to establish whether the granted consentieas released by a user through the
authorisation of a TTP to access her data and to authenticate the TTP;

1 Onboarding: to verify that the TTPs are to be trusted with personal account data;
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1 Access modelto allow access to account data by the TTPs.

Given that Open Banking doesn't define many aspects of the OAuth implementation, banks can use the
model as a framework and starting point to develop their architecture and/or ehaluateintegrate the
sewices provided by additional stakeholders (as in the case of Poste Italiameldition, TPPs that want

to consume a bank's API can analyse the account implementation model to learn how to use teiAPI in
apps. Our implementation model should bguide to understand authentication and authorisationan at a
deeper level.

3 Supply Chain Security Assurance

As endusers we want and need to be sure about the quality and oritie gbodswe consumelike

vegetables and fruits or commercial products like smartphones orE®sringg o o djsaldy and
reliability becomes even more important for a soc
such agpower generators are produced and integrated by multipleantbactors. To realize the described
properties, a reliable and seewsupply chain ia mustIn addition,not onlycompliance violations must be
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preventedbut alsovhen violations occur they must be detected so that the responsible parties can be held
liable.

These requirements are addressed by the use casedGLCahdSCHUC?2 of the demonstrator on Supply
Chain Security Assurance. The use cases demonstrateéonagslel and validate a supply chain proesss
efficiently before deployinghem replacing common papdérased audit trails by means afdigitised
equivalentsavoidng out-of-band communicatiaandsharing of information with a platform for recording
and tracking supply chain informatiar®ducingcoss and timeneededor handling disputes; anéplacing
centralsed trustmodelswith a distributed trustrchiecture, whereingle enties alone will not havéhe
power to manipulate and change any informat®@HUC1 (SectiorB8.1) is primarily focusing on dispute
resolutbn, e.g., in the context of retail. S&GHC2 (Section3.1) is addressing compliance and accountability
in distributed manufacturing scenarios.

3.1 Use CaseésCH-UCL1 Supply Chain for Retail

This use case models the supply chain for the retail business, with special attention to dispute resolution: a
dispute is the result of one or more inconsistencies along the supply chain. Disputes management costs a
considerable amount ¢ifme and money to all the parties involved. This use case leverages the blockchain
capabilitiesto manage supply chairend to bring considerable time and cost advantages to dispute
management.

In this first cycle of the project, we validatesabset of the requirements listed in D5.1.[W}e focus on

those that the fundamental properties of the underlying blockchain platform satisfy by design. The validation
strategy is principally based on technology based analysis, that is, we outlingilithdetharacteristics of

the technologies we use and why we think they satisfy the given requirement(s).

Presently, the development of this demonstrator is still ongoing. We cannot validate all its requirements,
nor approach target groups because ofphe ot ot ypeds incomplete functio
deliverable we partially validate the use case, with the intention of providing a full validation by M42.

3.1.1 Actors

Developers and solution architects are responsible for the validation processpeesjeihich cover the

role of testers as well, contributed to the development of the demonstrator, and chose the proper technologies
to adapt for its implementation. Solution archite
comply to the equirements listed in D5.1.

3.1.2 Test Cases

The validation strategy does not employ technical

3.1.3 Technology Based Analysis

Our technologybased analysis focuses on the main technology behind our demtonsttyperledger

Fabric [2] (abbreviated HLF in the following). HLF is an ofsurce permissioned distributed ledger
offering a set of functionalities suitable for many industry use cases. Plus the additional security guarantees
that blockchains bring tthe table.

In what follows, we map HLFO0s functionalities to
them.

3.1.3.1 SCHUCILTB1T1 Identity Management and Authentication

Fabric handles identity management and authentication with a combinationtadditienal Public Key
Infrastructure (PKI) and a HLF component called Membership Service Provider (M&Rjifferent actors
in a blockchain network include peers, orderers, client applications, and administrators. Each actor has an
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X.509 digital identiy certificate® These identities determine the permissions over resources and access to
information in a blockchain network. The union of an identity and the associated attributes is called
principal.

HLF does not allow nodes to join or leave the netvasrkhey please (like Bitcoin does, for example, or any

of the so called permissitassblockchains); rather, every node must have a verifiable digital identity in the
form of a X.509 certificate issued by a certificate authority (CA). A certificate rstalkan 1D card for that

node: it stores a set of attributes that uniquely identify that hadeoublic key, for example. A certificate
authority is a trusted third party that issues digitally signed certificates. Presenting a certificate signed by a
CA that everybody trusts gives assurance to the validity of that identity.

X.509 certificates and CAs are paired with MSPs
certificate to prove its identity and to ensure it has the permission to do whatgion it tried to initiate

on the | edger. HLFb6s documentation [ 2] explains t
example: a CA is like a credit card provider, that is, it issues a variety of cards holding unique attributes of
the card hal e r (e. g., the cards number, the hol der 6s f ul

is accepted at a particular store. If the store accepts the credit card owned by the holder, she can buy goods
from that store.

Every node in HLF must be a mbar of anorganization the blockchain counterpart of a reabrld entity

such as a company or a national government. HLF organizations must define their own MSPs to provide
aut hentication. Namely, an or gani astdéficeavbhchQASP | i s
are authorized to issue valid identities for their members. Thus, an MSP links identities to organizations.
HLF implements this design by distinguishing two MSP domains in any given netlwogk:MSP and

channel MSPTheir functionis the same: verify identities and ensure that operations are carried out only by
nodes with the right permission. Their scope, however, is different. Local MSPs pertain to indiotkzesl

while channel MSP pertain to individugthannels

1 A local MSP implements authorization for nodes and clients. An example of node level
authorization is defining who has the authority to install a smart contract in the node (typically, an
organi zationés admin). As for cl i enbildy,to a | oc:
authenticate themselves in their transactions.

1 A channel MSRlefines who is an authorized member of a given channel. Members of a channel
must authenticate themselves whenever they issue a transaction. The MSP verifies that their identity
is in the list of authorized members of the channel. Unlike local MSPs, which are specific to each
node, the channel MSP is the same for all channel members, allowing them to authenticate each
other. In practice, HLF implements channel MSPs by including the ntember gani zat i ons¢
in the channel configuration files.

We argue that HLFO6s design satisfies the demonstr .
Organizations wanting to join the network, must replicate their own chain of trust strunctbesform of

an MSP, listing the identities of its members who are authorized to represent the organization and act on its
behalf within the network. To join a channel to interact with other organizations, its MSP must be included

in the channel configation, otherwise all transactions by its members will be rejected. Individuals, must

have a valid digital identity, and must be listed as authorized members of their organization. Node operations

3 https://hyperledgerfabric.readthedocs.i@n/release1.1/identity/identity.html
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(e.g., installing a smart contract) and transactions drehalcked against local and channel MSP to
authenticate the identity of the operator.

Action initiated by invalid identities (e.qg., invalid X.509 certificate) or by identities not explicitly listed in
an MSPs are promptly rejected.

3.1.32 SCHUCILTB2T Integrity

HLF authentication and identity management feateresire that only authorized parties have read/write
access to the ledgésee Sectio.1.3.]. On top of thatHLF defines default policies and allows members

of a network to customize them and add new ones. Policies allow members to come to an agreement on how
changes to the networkhannels, or smart contracts can happen. For example, they define the rules for
adding or removing members from a channel, or specify the number of endorsements required to approve a
transaction.

HLF defines policy for data integrity. They are called@sdment policies, and they are defined in relation

to a smart contract. Namelwery smart contract has associate@ndorsement policy that specifies how
manynodesneed to execute and validate a transaction in order for the transaction to be consitiére
These so calledndorsememiodesare of course authenticated via the mechanisms described the previous
section.

Thedefaulend or sement policy is a fAimajorityo endor semen
nodes execute and validat. Naturally, members can define new policies better tailored to their use case(s).

This may seem somewhat obscure or unrelated to data integrity, but it is indeed very relevant for our
discussion: only transactions that are signed by a set of endocglag that satigfthe existing endement
policy wild!/ tead toiaamodifieapon ahe tedger.nThat is, if a transactiomist signed by

sufficient endorsers, it will not result in a change of the ledger.

Endorsement policies are not tbaly mechanism promoting data integrity. Sending a transaction and
executing a smart contract to process that transaction are both operations designed to prevent unwanted or
unauthorized changes to the ledger. When invoking a smart contract, the callepeoset of parameters,
calledtransaction proposalthat the smart contract uses when accessing the ledger to evaluate the effects
the incoming transaction will have on it. Namely, the smart contract creates two sets of datad Hed

t h e Isstatdyedoredpplying the transaction oniitand thewrite sefa pr oj ecti on of t he
after applying the transaction on it. The smart contract puts thenramsaction responsehich it will or

will not endorse. At this point the ledgierstill not updated, that is, the execution of a smart contract does

not directly modify the ledger.

A ledger update happens only after a transaction is validated. This entails two steps: there is a first
verification that the transaction has enough digres (and from authorized nodes) to satisfy the
endorsement policy; and a second verification ens:
transaction was signed by the endorsing nodes match (that is, it compares the respect®is)red s
transaction is valid if and only if it passes both verifications. Neverthé#egsaddsall transactions to the

bl oc k c haiiregen invalid snefbutyonly those marked as valid will result in an update to the

ledger.

We argue that the policy mechanism and the smart contract execution life cycle guaranigegiitia

once stored in the blockchainés | edger. Only aut h
mark transactions as valid anialid. The sart contract execution cycle never modifies the ledger; it only

marks transactions as valid or invalid. Only valid transactions update the ledger. Furthéihadred s
authorization and identity management features allow only identified and authorizées eotitreate
transactions and interact with the blockchain. Finally, transactions stored in the ledger cannot be modified

by anyone, a common property of blockchains.
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Overall,caused of the described features of HLF, integrity requirements are reatizse tase SCHCL.

3.1.3.3 SCHUCI1-TB3i Confidentiality and Access Control

The distributed ledger layer of the demonstrator is realized by Hyperledger Fabric (HLF). HLF represents a
private permissioned blockchain which means that the participating nodesizatigas must be granted
access to the network. That is, they must be invited or permissioned to join the network. Because of that,
the group of organizations that are part of the network is limited and access is restricted to that group, only.
Access cotmnol lists can be used to provide additional layers of permission through authorization of specific
network operations. A specific user ID could be permitted to invoke a chaincode application but blocked
from deploying new chaincode.

HLF enables competinbusiness interests, and groups needing private, confidential transactions, to coexist
on the same permissioned netwalrk.addition, blockchain offers further possibilities to control access
within this group. In particular, HLF offers the concepts aratels and private data collections:

T Achanneii s | i ke a virtual bl ockchain network that
i t s own alovalid sogrcespedifieds That way, a channel represents a segat®on of the
group of participants. If selected partners want to exchange confidential information, they can set up a
dedicated channel only they can usehannel is therefore a logical communication pathway between
a set of nodes, which must all agteejoin the channel and must authenticate themselves and their
members by providing their MSP data in the channel configuration files. Additionally each channel has
its own, private | edger whose r ead/ wmbers.&lodasc c es s
in turn, by joining the channel agree to share
Naturally, a single node can be a member of more than one channel at a time

9 Setting up individual channels in networks with lots of partmedifficult to maintain and keep under
control. Better scalability in that case is providedpolate data collectiondata that shall only be
accessible for a smaller group of nodesestricted via HLF policies is exchanged in private
communicatias (i.e., via peeto-peer communication using tlgossip protocoin HLF). The peers
knowing the confidential data, store it -affiain, i.e., in private state databases. Only a hash of the
confidential data will be endorsed and made visible in the blockchain. That means, private data gets
stored and is updated alongsttie ledger while only hashes and references to that data get committed.
AThe hash serves as evidence of the transaction
p ur p & Shatsay private transactions building upon private dataatalies can also offer fire
grained access control.

We argue thatin the context of S&@HC1 channels guarantee data confidentiality between entities. As stated
above, only channel s members have accessstwotko it s
aware of its existence. Access to the channel and read/write to its ledger is regulated via the authentication
mechanism described in Sectidrl.3.1 and patly in Section3.1.3.2 One drawback of channels is that

they are truly isolated. There is no exchange of information or assets from a channel A to a channel B, not
even if a member of both channels wants to transfer some of its assets from A to B. We plan to enhance the

4 https://hyperledgefabric.readthedocs.io/en/releakd /functionalities.html
5 https://hyperledgefabric.readthedocs.io/en/relea®@/privatedata/privatedata.html
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final version of the demonstrator with a mechanism that allows for the transfer of assets from a channel to
another.

3.1.34 SCHUCI1-TB4i Fault Tolerance

Fault tolerance is the ability of a system to keep functioning when part of its components break down.
Availability is a key requirement imdustrialuse cases. However, availability is difficult to achieve in a
distributed system, because multiple commuteave to sync to carry out tasks and agree on the data they
have to store. The most effective solution to this problem so far, is twnsensualgorithms.Consensus
algorithms must be resilient against many threats. Processes, machines, devicestwambisncan faif.
Malicious components and mamthe-middle attacks can send malicious / forged messages.

The architecture oflyperledger Fabri¢HLF) factors out consensus into thedererservice. Thus, it can
support different consensus algorithms by substituting the orderer implemenrtatoorderer determines

which transactions to add to the blockchain and in what order. The HLF orderer service should be jointly
controlled by the netwok 6 s me m bnalgosthmuhatiresists nalicious activities by bad acfnere

must not be a single organization to control the orderer, because that organization itself may not be
trustworthy.

HLF itself provides support for craghult toleranceCrash fault tolerance algorithms allow the system to
still reach consensus (i.e., agreement) if components fail or in the presence of an unintended network

partition. Thereisalimofh ow many componentsd failuregisNRe syst
where N is the number of components in the system. In other words, a distributed system using a CFT
algorithm can still functionf less thanh al f o f its component fail (Acr a

component across different organizatiamsl geographical location will not change this fact.

Unfortunately, CFT algorithms do not guarantee correct system behavior in the presence of malic&us actor
that is, they protect against accidental failures, not against actors purposefully tryimgako the
system/protocol. Byzantine Fault Tolerant (BFT) algorithms can provide this additional protection.
Byzantine Fault Tolerand®FT) is the feature of a distributed network to reach consensus even when some
of the nodes in the network fail to respoor respond with incorrect information. The objective of a BFT
mechanism is to safeguard against the system failures by employing collective decision making (both,
correct and faulty nodes) which aims to redtieimpactof faulty nodes. BFT is deriveddm Byzantine
Gener al s fhalldsauroe spetified. Byzantine fault tolerance can be achieved if the correctly
working nodes in the network reach an agreement on their valiesuthorgroved that a consensus can

be reached if more than twihirds of the total number obdesare honesfThe following provides examples

if initiatives that plug HLF with a BFEapable consensus algorithirar instance,

1 PBFT (Practical Byzantine Fault Tolerandavalid source specified, based on a MIT papdnas
reportedlybeen useth HyperledgerFabridt is suitablefor private blockchaindue taits relatively
high performance and finalityHowever it offers limited scalability, only. In PBFT, if a node
receivesenoughmatchingprepare messagesdonecorresponding commit messagfeexecutes
the requestAll backup nodesnustconfirm thateveryone received the same sequence number by
broadcasting a messagetire prepare phase&subsequent optimizations normally use speculative
approaches (lik&yzzyva) or optimisti@approaches (like ReBFT).

1 MiInBFT (or Efficient BFT)wasproposed in 201Bvalid source specifiedand optimizations were
presented, e.g., by authorslo¥alid source specified. It utilizesa securdhardware environment
(Trusted Execution Environment, TEE) to make the protocol more efficdemBFT canomit the

6 https://medium.com/kokster/understandimgperledgeifabric-byzantinefault-tolerancecf106146ef43
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pre-prepare phase due to utilizing the TEE. MinBFT is available as a pluggable software component
implemented by NEGQnvalid source specifiedhat allows to achieve Byzantine fatdierant
consensus with fewer consenting nedand less communicatiorounds comparing to the
conventional BFT protocol. It implements the MinBFT consensus protocol using Golang, C, and an
Intel SGX Software Guard Extensions) enclave as TEE. SGX guarantees thahederseceives

the same requestBhe MIinBFT project is hosted by the Linux Foundation.

9 FastBFTis introduced by the authors bfvalid source specified. This scheme usesmessage
aggregation techniquéhat (vith an optimistic BFT paradigm) combindsmrdwarebased
trusted execution environments (TEE, likeel SGX) with lightweight secresharing (no
public key operationsAfter a certainthreshold of detected failuresnsached, FastBFT uses
a combination of MinBFT with a hardwaessisted messagaggregation technique as
temporaryfallback soluton. This requires only a subset of replicas to commit and reply. The more
expensivgpolynomiatbasedsecret sharing dMinBFT is replaced by an XORased oneTheir
implementation is also based on Golamgl Intel SGX.

We argue thaHLF6 s consensus algorithm satisfies the faul
However, we believe we can improve it further in the next iteration of the project. Our plan is to shift to a
BFT algorithm for the finaversion of our demonstrator.

3.1.3.5 SCHUCI1-TB571 Performance

Concerning the architecture used for the supply chain use case, the layer which is seen most critical
concerning performance is the distributed ledger layer which is used to store activities wibnkithew in

an immutable way. Interactions with the distributed ledger layer are controlled via smart contracts which
are querying states in the ledger or append new entries to it.

As distributed ledger technology we are using Hyperledger Fabric (HLA)Ov2Concerning HLF,
Hyperledger Calipéris a weltknown tool for creating blockchain benchmarks. The tests evaluate the
performance with regard to varying the complexity of smart contracts and their interaction with the
blockchain. Because of the nature of blockchain as a distributed ledgpertbrmance of write operations
(submitting changes to the blockchain by transactions) differs significantly for read operations (evaluating
the Dblockchainds status) t hat of fer significantl
Furthermore, dst results also heavily depend on the overall deployment schema. In particular, network
latency has a significant impact on the overall performance. The test results publishetaoalimence

based on datacentli&e infrastructure with deployments peers and orderers on a single node. The tests

vary regarding complexity of the blockchain operations and batch sizes. Best case scenarios for read
operations on the given environment were >1400 TPS. Likewise, best case scenarios for write operations
were>600 TPS. As stated £12.3.8 HLF by defaulprovides support for crash fauiblerant protocols. The

authors ofinvalid source specified showed that also Byzantine fatdtierant protocols could be used and

introduce FastBFT as an alternative, showing that their protocol in comparison to alternatives like MinBFT,
CheapBFT or Zyzzyva provide significantly higher TPS and lower latetey.réhe RAFT white paper [3]

shows that a modest network of 3 servers and 100 client threads is capable of handling about 19000 writes
per second. HLF6s team has published a perfor manc
more transactionger second thanbefoim bout 2000 in their tests. HLF®6s

7 https://www.hyperledger.org/use/caliper
8 https://hyperledger.github.io/calipeenchmarks/fabric/performance/2.1.0/nodeContract/nodeSDK/configuration/
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because it has to go through the smart contract and transaction life cycles explained in the previous section
in order to process a transaction.

We argue that thesegormance results satisfy the requirements of our demonstrator. In the next cycle, we
plan to improve it by shifting to a BFT algorithm that has proven to produce even higher throughput [5],
further improving our demonstratorés performance.

3.1.3.6 SCHUCLTB6T Logging and System Monitoring

HLF provides complete and comprehensive logging functionalities, allowing for a close monitoitsg
operations. MoreoveHLFstoresallt r ansacti ons t o tdventhbsk mackkdahimvalicth 6 s hi
i a useful éature supporting transparency, auditing, and accountability procedures.

3.1.4 Quality Indicators

The validation strategy does not employ target group questionnaires to assess the fulfilment relevant quality
indicators at this stagme of the demonstratoroés de:

3.1.5 Requirements Coverage

Table8 below provides an overview of the validation of requirements for demons&@t#UC2 Supply
Chain for Retail.

ID Validated Strategy Result Mandatory Comments

SCH- Yes Test Case Success Yes Please N/A

SPO1 SCHUC1-TB1

SCH- | Yes Technology base( Success Yes N/A

SP02 SCHUC1-TB1

SCH-  Yes Technology base( Success Yes N/A

SP03 SCHUC1-TB2

SCH- | No Test Case Yes Requirement will be

SP04 addressed in next
iteration via test cases.

SCH-  Yes Technology base( Success Yes N/A

SP05 SCHUCI1-TB3

SCH- | Yes Technology base( Success Yes N/A

SP06 SCHUCI1-TB3

SCH- No Yes Requirement will be

SPO7 addressed in next
iteration.

SCH- No No N/A

SP08
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|D)
SCH-
LFO1

SCH-
uol

SCH-
uo2

SCH-

OPO1

SCH-
OP02

SCH-
OPO03

SCH-
OP04

SCH-
MPO1

SCH-
LRO1

SCH-
LRO2

SCH-
LRO3

Validated

No

No

No

Yes

Yes

No

Yes

No

No

Yes

Yes

Strategy Result

Test Case

Test Case

Test Case

Technology base( Success
SCHUCI1-TB5

Technology baset Success
SCHUC1-TB4

Test Case

Technology Success
Based
SCHUCL1-TB6

Test Case

Technology base( Success
SCHUC1-TB1

Technology base( Success
SCHUC1-TB1

Mandatory

Yes

Yes

Yes

Yes

Yes

Yes

Yes

No

Yes

Yes

Yes

Comments

Requirement will be
addressed in next
iteration via test cases.

Requirement will be
addressed in next
iteration via test cases.

Requirement will be
addressed in next
iteration via test cases.

N/A
N/A

Requirement will be
addressed in next
iteration via test cases.

N/A

Requirement will be
addressed in next
iteration via test cases.

Requirement will be
addressed in next
iteration.

Actors (human users
and/or automated
processes) need to have
unique identifiers (e.qg.,
unique IDs, RFIDs,
certificates) in an
unforgeable way.

HLF6s aut he
mechanisms and data
integrity functionalities
make it hard for a
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ID Validated Strategy Result Mandatory Comments
and SCHUCI1- malicious actor to
TB2 commit fraud.

Table8: Supply Chain Security Assurane8CHUC1 Requirement Coverage

3.2 Use Case SCH-UC2 Compliance and Accountability in distributed
Manufacturing

SCHUC?2 introduces a supply chain use case for industrial products which specifically focuses on
compliance assurance and accountability in distributed manufacturing. For this use case a demonstrator has
been developed as described in D52tisn 3.2.2. The demonstrator illustrates the interactions of different
actors like EPC (engineering, procurement and construction), suppliers and notification bodies for
constructing an electric stdiation or powerplant. As this scenario representsita guamplex workflow,

the demonstrator concentrates on an exemplary section which can be used to illustrate different lines of
interaction and later also conflict situations.

An end user applicatio®ferred to as the workflow execution applicatog.,used to manage the execution

of a power plant constructiowll offer agraphicaluser interfac€GUI) that allows users to easily upload
documents, check states and perform approVals.workflow applicationfor SCHUC2 was developed

with the aim ofdemonstratinghe functionality and interaction of the technology usEderefore the
demonstrator provies a user interface that illustrates the interaction and states of the architectural layers,
i.e., the business logic layer and distributed ledger layer as illusinaféglre 33 on page 51 of D5.2he
demonstratorés wuser i to tegrasénbacrealistic SnterfateUas end osers butnis e n d
specifically highlighting the technology behind, like views on the workflow and on the states of the
executionFor instancefrigure28represents acreenshot of the developet-gui application, showing that
different workflows (after successful logon took place) can be managed or ex&ogied29 provides an
overview of the transitions and tokens per state. It thus represents the current workflow state, showing which
transaction (i.e., step in the business process) can be executediguena30 provides a visualization of

the Petri Nets.

el Workflow Application Logged inas 8, sag ~
Workflow Information
CS4E-5CH-UC2

&Vou do not have OAuth Tokens to interact with Hyperledger Fabric.

Please login with your credentials:

—E] Login to Hyperledger Fabric

Import Workflows

Delete Workflows

CS4E-SCH-UC2 Delete Workflow

Figure28: Workflow management features
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Workflow management features such as importing, executing, and deleting workflois parformed
by authorized wuser

In Figure @ an excerpt of SCHUJC2 plant construction compliance approval is modelled as a Petri Net
workflow. The workflow participants interact with the workflow by inserting tokens in appropriate &

=l \Workflow Application

Europe

for exampl e-SCHUE2.r

Workflow : CS4E-SCH-UC2 information

Chaincode Sync

feature is to sync tokens from BC to PN

Do not use back button

Show Transitions Show Places

# Transition

1 AcceptDesign

2 PublishDesign

CS4E-SCH-UC2 Transitions
#  Place
1 Feasibility

2 DesignAccepted

3 DesignPublished

4 NoBo

List of Places

Figure29: An excerpt of SCHJC2 plant construction compliance approval

Tokens

{True}

aut horized pl aces

pl ace

OEPCO.

e .

Chaincode AuthToken

You have a valid token from BC

Activated Fire transition
False
False

Enter Value

Only allowed - Type: OneOf(True, False]

ype: OneOf{True, False)

Only allowed - Type: OneOf(True, False]

Only allowed - Type: OneOf(True, False

Only allowed - Type: OneOf(True, False)

isago
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for Europe

Workflow : CS4E-SCH-UC2 information

Chaincode Sync Chaincode AuthToken

This feature is to sync tokens from BC to PN, You have a valid token from BC

Do not use back button

Show Transitions Show Places
Show Workflow state as Petri Nets

EPC
{True}
OneOf(True, False)

Feasibility
1True}
OneOf{ True, False)

T FeasibilityStudy

& J

PublishDesign
T Design and T FeasibilityStudy is True

wfapi.PublishDesign(T Design, T FeasibilityStudy)

NoBo
&
OneOf{True, False)

DesignPublished
1
OneOf(True, False)

Figure30: SCHUC2 use case workflow

In Figure ®, SCHUC2 use case workflow's current state can be viewed via Petri Nets workflow, the red
highlighted places show that thegve valid tokens.

The following provides a summary of the validation of SOKL2 6s r equi rements that
section 3 of D5.1.

The scope of the evaluation is on the validation of the functional andlunotional requirements of the
demonstratdirs ar chitecture and its i mplement at-oln. For
validation strategy:

On the one side we will present test case implementations showing features and qualities of the
demonstrator. For instance, requirements likectiresistent logging and protection of data in transit and at
rest will be proven via test cases that are presented in s8i@n

On the other side certain ara¥gtural qualities will be validated through technoldmsed analysis. As the
architecture of our demonstrator is based on a distributed ledger layer, we will validate requirements like
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accountability and nenepudiation by referring to the key qualitiefsaodistributed ledger technology like
blockchain. Those validations will be presented in se&iar

At the time of writing this report, the development of thendastrator for SCHUC2 is still in progress.
Therefore, some requirements are only partially addressed and will be completed until M42. The validation
is performed on the demonstrator versiolobBecember 2020.

3.2.1 Actors

The validation of the identified reements for SCHUC2 is conducted by architects, developers and
testers who were contributing to the development of the demonstrator.

Technical test casese defined by security architects together with testers and implemented and evaluated
by testers. In concrete, testers are using the PyUnit framework for implementing blackbox and whitebox
unit test cases. Concerning user interface related tests, ¢heaing use of the Seleniéiframework for
automated web application tests. Finally, some use cases require a combination of automated tests and
manual checks, like the proof of encrypted communication, which is performed by intercepting the network
traffic of automated test suites and analysing them retrospectively in expert tools like Wireshark.

Concerning technologiased analysis, software architects and security architects focus on the evaluation

of the demonstrator 6s hgologylstadk iarel gshe Quglitiee of anlegradetd-sub g t h «
components. For instance, aspects like accountability andepaiation will be inferred from features

and qualities provided by the distributed ledger technoliggy,in our casélyperledger Fabri¢HLF).

3.2.2 Test Cases

3.2.2.1 SCHUC2-TC1 Authentication

PyUnit tests integrated with Seleniu@hfome basewebbrowser testing frameworldreused to validate
different valid and invalidusername/passwordombinations. Furthermore, SQL injection attacks are
performed via automated PyUnit tests, as well.

3.2.2.1.1 Description

The test case validates that only an authenticated user can login successfully to the developed workflow
application. This test cases do nolidate complete entb-end authentication to HLF smart contracts. The
integration of credentials between the workfl ow a
managed via a middleware. In the next development phase, we will extend tluigsteests a complete

integration test including the workflow application, middleware, and the HLF CA issued user certificates.
3.2.2.1.2 Test Case Workflow

Precondition:

1. Using a supported browser (e.g., Chrome)
2. Use of configured credentials provided via a config file

Test Steps:
1. Navigate to login page URL

9 https://www.selenium.dev/
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2. Input credentials and click login
a. If successful login, then open dropdown menu and click logout
b. If login fails, then it create a failure report

3.2.2.1.3 Test Results

Only authorized users were able to login and logout, aiscsiiccessfully demonstrated by the test results
shown inFigure31.

Test Results
Start Time: 2020-12-08 14:10:41
Duration: 25.752s

Status: Pass: 7
Test Title Status
SCH-UC2-TC1 Authentication 01 - Sanity check - Workflow login URL is reachable
SCH-UC2-TC1 Authentication 02 - A workflow participant client user can log in successfully
SCH-UC2-TC1 Authentication 03 - Aworkflow resource admin user can log in successfully
SCH-UC2-TC1 Authentication 04 - An admin user can log in successfully

SCH-UC2-TC1 Authentication 05 - Unknown usemame/password login fails

SCH-UC2-TC1 Authentication 06 - SQL injection with known usemame('admin’) and password(" OR "=""} fails
SCH-UC2-TC1 Authentication 07 - SQL injection on username/password with (" OR ™="") fails
Total Tests Executed: 7 Pass: 7

Figure31 Test results osBCHUC2-TC1 Authentication

3.2.22 SCHUC2TC2 Encryption

This test case is validating that any communi cat

workflow application (wfgui) is encrypted using TLS. Also, communication between the workflow layer
and the underlying Hyperledg Fabric architecture is encrypted via TLS.

3.2.2.2.1 Description

The test case intercepts (i.e., wiretaps) communication between the client and the workflow application and
evaluates the network traffic via the tool Wireshark. The interaction between cliebtaekehd can be
automated using other test case procedures that follow a predefined interaction sequence S€H:, see
UC2-TC3, below).

3.2.2.2.2 Test Case Workflow
The evaluation in Wireshark is done manually.
3.2.2.2.3 Test Results

The figures below illustrate results from a test rhkigure 32 shows a DNS request to the workflow
application (wfgui) andFigure 33 illustrates TLSencrypted communication that has been recorded and
analysed by Wireshark.

10 https://hlf.readthedocs.io/en/latest/enable tls.html
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Figure32illustrates thdDNS query to wAgui.industriatblockchain-lab.com returns the IP 54.151.108.128

1234 144,
1298 144,
1291 144.
1292 144,
1296 144,
1681 189.
1684 198.
1658 284,

561..
¥33..
733.
735..
985..
984..
872..
773..

¥ Domain Name System (response)
Transaction ID: @x@led
Flags: @x818@ Standard query response, No error
Questions: 1
Answer RRs: 1
Authority RRs: 8
Additicnal RRs: @
¥ Queries
wf-gui.industrial-blockchain-lab.com: type A, class IN
¥ Answers
wf-gui.industrial-blockchain-lab.com: type A, class IN, addr 54.151.188.128

FA- o T . wer

Figure32 DNS query

192.168.8.248 54.151.168.128 TLSv1.2 623 Client Hello

54.151.188.128 192.168.8.248 TCP 6@ 443 » 5832 [ACK] Seq=1 Ack=578 Win=62288 Len=8
54.151.185.128 192.168.0.248 TLSv1.2 282 Server Hello, Change Cipher Spec, Encrypted Handshake Message
192.168.8.248 54.151.108.128 TLSv1.2 97 Change Cipher Spec, Encrypted Handshake Message
54.151.188.128 192.168.8.248 TCP 60 443 » 5832 [ACK] Seq=149 Ack=613 Win=62268 Len=0
192.168.0.248 54.151.188.128 TCP 55 [TCP Keep-Aliwve] 5832 -+ 443 [ACK] Seq=612 Ack=149 Win=262480
54.151.188.128 192.168.8.248 TCP
54.151.188.128 192.168.6.248 TLSvl.2 77 Encrypted Alert

Figure33: Wireshark packet capture
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66 [TCP Keep-Alive ACK] 443 - 5832 [ACK] Seq=149 Ack=613 Win=62288 Len=8 ..

In Figure33 Wireshark packet capture shows the TLS exchange between the host IP (192.168.0.240) with
wf-gui application IP (54.151.108.128)

Figure 34 illustrates that encryptedcomu ni cati on can al so be
the browser.

c O & wf-gui.industrial-blockchain-lab.com

words or credit

card numbers) is private whe: ent to this site.

L ore

B Certificate (Valid
@ Cookies (1 in use]

13  Site settings

Figure34: Opening the wfui application.

ver

f

ed

Figure34 shows the pening the wAgui application via Google Chrome indicates that the connection to the
website is secure.

3.2.23 SCHUC2-TC3 User Interface

This test case is validating the user interaction via the graphical user interface (GUI) provided by the
workflow application.This test suite will perform a series of tests against the workflow GUI.
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3.2.2.3.1 Descriptbn

That is, different paths in the user interface will be evaluated andoesrt tests will be performed to
showcase the correctness of application features. The test suite is automated using'Selenium

3.2.2.3.2 Test Case Workflow

The following provides an oveiew of the different scenarios that are evaluated via automate tests. For the
sake of brevity, details on the user flows are omitted:

Test Steps:

1. An authenticated user logs into the workflow application successfully

2. The user imports a new workflow

3. The user selects the newly imported workflow and executes one or more workflow steps/actions
4. The user completes executing the workflow successfully

5. The user is able to delete the workflow

3.2.2.3.3 Test Results
The test results show that a userod6s browser actio
framework as shown iRigure35.

Test Result

Start Time: 2020-12-08 08:30:39
Duration: 75.230s

Status: Pass: 2
Test Title Status
SCH-UC2-TC3 User Interface 01 - A workflow participant client user successfully imports a new workflow.

SCH-UC2-TC3 User Interface 02 - A workflow participant client user can successfully execute the newly
imported workflow and then finally, delete it.

Total Tests Executed: 2 Pass: 2

Figure35: User interface tests

Figure35illustrates how ser interface tests are successfully automated via Seléraomwork

3.2.24 SCHUC2TC4 Scalability

This test case is not mandatory to be implemented for this particular use case. However, tools éke Dock
and Kubernetes can be used to achieve scalability for the developed applications.

3.2.2.5 SCHUC2-TCS Logging

This test case is validating the logging functionality of developed application.

11 https://www.selenium.dev/
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3.2.2.5.1 Description

Logging functionality is implemented in the developed mapilon which can be then connected to an
external Security Incident and Event Management (SIEM) system for further continuous monitoring and
analysis. In this development cycle we focus on log collection on local instances i.e., a log file is generated
by the workflow application and an analysis is planned for next cycle of demonstrator development.

3.2.2.5.2 Test Case Workflow

A configuration file is used to specify logging level for the application.
3.2.3 Technology Based Analysis

3.2.3.1 SCHUC2-TB1 Identity Management and Aentication

Hyperledger Fabric (HLF) represents a private permissioned blockchb@.principles of identity

management and authenticatication provided by HLF are described in Se&t®d Those features are
applied both, for SCHUC1 as well as SCHIC2. For the current implementation of SCH2 we are

applying a test instance of a PKI with HLF.

3232 SCHUC2TB2 Integrity

As discussed in Sectidhl.3.2 using blockchains and committing every action to the blockchain using the
agreedupon consensus mechanism effectively ensures data integrity. Moreover, user access control (via
identity certificateswhich takes place by executimgethod of smart contrastensureghe integrity of
transactions irHLF. Prior to commitment, the peers will employ the system chainciodessurethat
sufficient endorsements are present and derived from the appropriate entities. A versioning check ensures
consent on the currestate of the ledger, before any blocks containing transactions are appended to the
ledger (protection against e.g., double spending, that might compromise data integrity).

This way, by consistently using the blockchain to authorize, consent on and doevergraction, integrity
is ensured effectiveljor SCHUC2.

3.2.33 SCHUC2TB3 Confidentiality and Access Control

Section3.1.3.3introduces the contepts of channels aridate data collections of HLF. We argue that in
particular the usage of channels is well suited to implement confidentiality and access control for distributed
supply chaeins: Concerning S&HC2, EPC (the purchaser) has contractual relationships wikretit

suppliers SO and S1. As price conditions negotiated between EPC and SO should not be shared with S1 (and
vice versa), EPC can set up different channels with SO and S1. That way, the confidential price information
is accessible only to the authorizeatties.

3234 SCHUC2-TB4 Anonymization

Though anonymization is not applied for the given use case demonstrator, the applied technology offers
several approaches for preserving the privacy of users, also supporting anonymization schemes. The authors
of Invalid source spedfied. provide an overview of cryptographic techniques in that context like zero
knowledge proofs (ZKP), homomorphic hiding or group and ring signatures. For example, the cryptographic
protocol Idemix can be used together with HLF in order for uselsde their identity by applying ZKP
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technologies?The secret in this context is the userds/ cl
of attributes like name, age, gender etc. In the blockchain network, other peers need to be atyl¢hatveri

the creator of a transaction is a valid member of an organization or that he or she has specific attributes that
allow him/her to create the transactiowhich represents a selective disclosure of attributes, only.

3.2.3.5 SCHUC2-TB5 Nonrepudiation

Non-repudiation is about ensuring that an action or a statement made by one of the actors in a distributed
supply chain use case cannot dispute their actions committed earlier. This is relevant, as in distributed supply
chain scenarios, such actions and stat@sare evaluated in the context of contracts between the entities.
Non-repudiation is ensured by SABC2 via the workflow engine that ensures that any user activity is
tracked in the underlying blockchain layer with a digital signature thatis createdgs t he user 6s i d
credentials. This feature depends on and is assured by the PKI approach used for managing user credentials
(cf. SCHUC2TB1 Identity Managemehti assuming that user credentials are managed following
security/PKI best practices, i.e., making sure that private keys of users are not getting released or stolen.
Likewise important is the fact that audit log entries are stored in an unforgeable tliaybiockchain, i.e.,

that integrity of the audit log is ensured as state8iGi-UC2-TB2 Integrity. Unforgeable audit log entries

per user activity is, hence, enswginonrepudiation for SCHJC2.

3.2.3.6 SCHUC2TB6 Accountability

Accountability in the context of supply chain security is about being able to identify the originator of any
action and being able to provide proof that he/she did or did not behave according to the agreed upon
contractual clauses. In the context of SOB2 we have the Petri Nets workflow implementation of the
supply chain process that is ensuring that actions are executed in compliance with the defined workflow.
Any action taken is recorded via the workflow and smart contracts layer in the underlyinghblocEvery

activity is stored in such a way that it can be traced back to the user as mentis@tWC2-TB5 Non-
repudiation Because of the blockchain layein the case of SCHUC2 implemented based on Hyperledger
FabricT a distributed and reliable audit log is given. That provides the basis for subsequent auditing and
conflict resolution processes to solve disputes amongst supply chain partners. This aspsiratedlin

more details by SCHIC2.

3.2.3.7 SCHUC2-TB7 Performance

Performance capabilities and optimization strategies are discussed fedSClih Sectior3.1.3.5 The

references given show that in data centre environments, throughput rates up to thousands of transactions per
second (asrequestedby&®H 01) can be achieved. Though we donodt
for the demonstrator SGHC2, further optimiation options by means of scaling up of hardware and
network configurations are possible here as well.

3.2.3.8 SCHUC2-TB8 Fault Tolerance

Related work on consensus algorithms supporting crash fault tolerar@gzantine fault tolerancés
presented in Sectich1.3.4

For the current setup ofthe SGHC 2 demonst r at or sfaulvicderant approadhtd-aéidsessc r a s h
requiremenSCH-OPO02 As described above, BFT can amifl also be applied, if needed.

12 https://hyperledgefabric.readthedocs.io/en/releag@/idemix.html
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3.2.4 Quality Indicators
3.2.4.1 Effectiveness and efficiency of the solution

3.2.4.1.1 Integration and interoperability

1 Exposure of APIs as JSGibhsed REST/RPC t he wor kf |l ow a-gup $upporsst i on d s
JSONbased REST APIs. Byat it can easily be integrated into other distributed systems.

3.2.4.1.2 Documentation

1 Installation, configuration, and integration documentation in README: §0E12 6 s appl i cat
(wf-gui) provides a comprehensive documentation (in form of README files) which geovi
instructions that describe how to install required software packages and configure the configuration
file.

1 Additional documentation (examples, tutorials,.)eta set of workflow examples and additional
tutorial documentations are provided as parhefdocumentation package.

3.2.4.1.3 Usability

1 Minimal browser supportour user interface has been tested regarding compatibility with most
widely used browsers such as Google Chrome, Mozilla Firefox, and Microsoft Edge.

1 Multi-platform support and responsivenesbe user interface of SGHCO02 is browsebased and
hence works smoothly with respect to different platforms. Such as standard computer operating
systems, mobile platforms such as Android or IOS, and tablets. Also visualization is highly
customizable, e.gregarding different screen sizes.

3.2.4.1.4 Source code managemeand automated CI testing

1 Use of SCMthe SCHUCO02 application (wiapp) is developed and managed via an open source
installation of git and an SCM system that provides issue tracking, and autonhaestir@ for
creating documentation and validating test cases.

3.2.4.1.5 Deployment

91 Docker containers provide®ockerized deployments are supported, that iapg can be deployed
as a Dockerize@pplication and corresponding Docker files for deploying the application are
available.

3.2.5 Requirements Coverage

Table 9 below provides an overview of the validation of requirements for demons®abkUC2
Compliance and Accountability in distributed Manufacturing

ID Validated Strategy Result Mandatory Comments
SCH-  Partially Test Case Success Yes Authentication:
SPO1 SCHUC2-TC1 Requirement addresst

user authentication of th
platform. Test case i
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ID Validated

SCH- | Yes
SPO2
SCH- Yes
SP03
SCH- | Yes
SP04

SCH-  Partially
SP05

SCH- | Partially
SP06

52

Strategy Result

Technology base( Success
SCHUC2-TB1

Technology base( Success
SCHUC2-TB2

Test Case Success
SCHUC2-TC2

Technology base( Success
SCHUC2-TB3

Technology base( Success
SCHUC2-TB3

Mandatory

Yes

Yes

Yes

Yes

Yes

Comments

successfully validated vi.
SCHUC2-TC1.

Identity Management

For the demonstrator the
requirement is verified
using a selimanaged
PKI; in a productive
environment that one
would be replaced by a
managed/corporate PKI

Integrity:

All transactions sted in
the blockchain are
getting sig
private credentials in an
immutable way.

Encryption

Data in transit is
protected across all
layers of the architecture
(i.e., between user and
Ul/middleware and
underlying distributed
ledger).

Confidentiality:

The used distributed
ledger technology (base
on Hyperledger Fabric)
provides appropriate
means for managing
access teonfidential
information. With the
ongoing development of
SCHUC2 these features
will be applied.

Access Control:

The employed
distributed ledger
technology and the
workflow framework
supports access control
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SCH-
SPO7

SCH-
SPO08

SCH-
SP09

SCH-
SP10

SCH-
LFO1

Validated

Partially

No

Yes

Partially

Yes

Strategy

Techndogy based
SCHUC2-TB4

Technology base!
SCHUC2-TB4

Technology base
SCHUC2-TB5

Technology base
SCHUC2-TB6

Test Case
SCHUC2-TC3

Result

Success

Success

Success

Success

Mandatory

Yes

No

Yes

Yes

Yes

Comments

on confidential
information. This will be
further evaluated and
used in the next iteratior
of improving and
extending the
demonstrator.

Anonymization:

In SCHUC2 all actors
need to know each othe
and anonymization is nc
needed for the current
use case but will be
revisited in upcoming
iterations.

Privacy:

Not mandatory
requiremenfor SCH
uc2

Non-repudiation:

Similar as for
Technology based
SCHUC2-TB2 we are
using se¥managed PKI
for the nonproductive
demonstratar

Accountability:

Information is stored in
the distributed ledger. In
this revision, this
requirement is addresse
via technical review but
will be extended via a
test case exporting logs
in the nextrevision.

ul:

The user interface
functionality is tested
using a framework for

53



Cyber
Security

%: for Europe CyberSec4EuropB5.31 Validation of Demonstration Case Phase 1

ID Validated Strategy Result Mandatory Comments

automated Ulests
(Selenium).

SCH- | No Test Case Yes Notification of incidents

uo1 Requirement will be

addressed in next
iteration via test cases.

SCH- No No Configuration:

ulez Not mandatory

requiremenfor SCH
ucz

SCH- | Yes Technology base( Success Yes Performance:

OP01 SCHUC2TBY The system performanc:

mainly depends on the
performance of the
applieddistributed
ledger technology.

SCH-  Yes Technology baset Success Yes Fault Tolerance:

OP02 SCHUC2-TB8 We apply consensus

algorithms supporting
CFT. BFT compliant
ones can be applied if
needed.

SCH-  Yes Test Case Success Yes Scalability.

OPO03 SCHUC2-TC4 The infrastructure can b

set up via code and
deployment can be
automated.

SCH- Yes Test Case Success Yes Logging:

ol selpezTes Application and systems

logs are provided and
can/will be used for
monitoring purposes.

SCH- | No No Availability:

MPO1 Not mandatory

requirement for SCH
ucz.
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ID Validated Strategy Result Mandatory Comments
SCH- No Yes GDPR Compliance:
LRO1

We will review/update
this review in the next

iteration.
SCH- | Yes Technology base( Success Yes Protection against
LRO2 SCHUC2-TB1 Counterfeiting:

Actors (humarusers
and/or automated
processes) need to have
unique identifiers. This
requirement also refers

to SCHSPO2.
SCH-  Yes Technology baset Success Yes Protection against
LRO3 SCHUC2-TB2 financial fraud:
ST_E%SCHUCZ' This requirement
overlaps withSCHSP(B
andSCH-SPO09 so that
proofs for those apply
here as well.
SCH- | No Technology basel Yes Interfaces to audit log:
LR0O4 SCHUC2-TB6

This requirement is
addressed by providing
access to audit log. Proc
for requirement SCH
SP10 applies here as
well but will be extendec
(providing an
appropriate interface).

Table9: Supply Chain Security Assurant&CHUC?2 validation requirements' coverage

3.3 Validation Summary

Both use cases of the |faly Chain Security Assurance demonstrator were partially validated as presented
in detail in Sectior.1(Use Cas&CHUC1 SupplyChain for Reta)land Sectior3.2(Use Cas&CHUC2
Compliance and Accountability in distributéthnufacturing. They are partially validated as they are both

in the development phase at the time of writing.
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However, overall, for SCHUC1 10 out of 22 requirements were already successfullfiecdt this stage.
Y were not validated as they do not apply to the use case, respectively do not represent mandatory
requirements for SCHJC1. Only remaining Z are partially validated as of today.

Also, for SCHUC2 the validation overview provided Trable9 shows that the development is far advanced:
asof-today out of 19 mandatory requirements, 11 are successfully validated and 5 are already partially
validated. Aparfrom these 19, there are 3 additional requirements which are not mandatory fW&CH

and are, thus, not getting validated.

Validated Result Comments

SCHUC1  Partially Success In the middle of the project, we are at

1 52% validated
1 48% not yetwalidated

mandatory requirements (19 in total)

SCHUC2 | Partially Success In the middle of the project, we are at

1 58% validated
1 26% partially validated, and
1 16% not yet validated

mandatory requirements (19 in total)

Table10: Supply Chain Security Assurance demonstrator's use cases validation summary.

3.4 Lessons Learned and Future Work

The validation of the requirements of the Supply Chain Security Assurance demonstrator at M24 shows
goodprogress for both use cases. Just taking the already fully successfully validated requirements for both
use cases of X% for SGHC1 and 63% SCHUC2 show that more than half of the requirements in the
middle of the project duration are already fulfilled.id'fs further underpinned by the fact that for SCH

UC1 additional X% and for SCHIC2 additional 21% of the requirements are already partially addressed

and implementations are advanced. We foresee good progress also in the coming months and are sure to
med the defined requirements for the demonstrator in time.

The key lesson learned in the first half of the project and what has also been confirmed by the validation of

the requirements is that distributed ledger technology, i.e., blockchain, as coreflaydrd e de monst af
architecture, represents a sound basis to achieve trustworthiness and security in a collaborative, distributed
environment. Supply chain use cases can significantly benefit from an open platform like blockchain,
helping to dynamically bild up, control and extend complex distributed networks. Combined with a
workflow engine to enforce business process compliance, the key security requirements of supply chain use
cases can be addressed and realized efficiently and in short time.

Many of he security requirements identified for the Supply Chain Security Assurance demonstrator could

be validated based on the selection of blockchain as distributed ledger technology. Furthermore, as shown
above, test automation can be easily applied for mdrer test cases which helps us also tevaluate and
confirm the demonstratordos qualities easily while

For the second half of the project we primarily see validation efforts regarding the following requirements:

1 SCHSP®and SCHSPQ7: those requirements will be the ones we will be focusing on with highest
priority. Access control and the possibility to support anonymization will be evaluated in the second

56



Cyber
Security
CyberSec4Europe D5i3Validation of Demonstration Case Phase 1 §, for Europe

>
\0’ -_

half of the project. To address them, we will evaluate cryptogrampproaches provided by
Hyperledger Fabric to support the management of confidential information in distributed supply
chain environments.

1 SCHLRO1: in tandem with t& previously mentioned requirements, we will evaluate if and how
PIl (personally identifiable information) needs to be managed in the demonstrators. The
technologies addressed €CH SP06and SCHSPO7 will also apply here.

1 SCHLRO4: as addressed in Seaiskrror! Reference source not found.and3.2, the blockchain
layer providesa reliable and unforgeable audit log. To address -ERBY we plan to write test
cases to extract and export audit log data in a readable format from the blockchain.

1 SCHUOL concerning the notification of incidents we will evaluate on how to forward gtater
system and application log data to monitoring/SIEM environmémtscontinuous security
monitoring.
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4 Privacy-Preserving Identity Management

This demonstrator aims at showcasing an easy to use, cryptographically secured, efficient, and privacy
presening identity management solution. To this end, an identity management solution based on-attribute
based anonymous credentials [8,9,10,11,12,13] has been developed and integrated into a university
application portal when applying for a Pidosition.

In thechosen scenario, users receive digital credentials on their finished courses or academic degrees, and
can selectively reveal parts of this information in during the job application process; e.g., in order to avoid
age discrimination, applicants can prestet name, type of degree, or issuing university during the first
phase of the application, but hide information such as birth date or issuance date of the degrees they own.

The first phase of the demonstrator aimed at setting up the core functioratitiedoing the initial
integration of the demonstrator scenario. That is, as specified also in D5.2, the first phase focused on
registration of users to the system, issuance of degrees, and the partial and selective presentation of obtained
degrees duringraapplication process. Advanced features like the revocation of credentisdgiisteation

from the system, or privaesevocation in case of abuse where consciously kept for the second piloting
phase. On the one hand, this was because these featutes@irkey relevance for the described scenario,

but might only become relevant when using academic certificates in other contexts (e.g., when proving to a
public agency that a certain number of ECTS points was received in order to be eligible for siyme stu
alloance without revealing the specific courses or degrees), or when deploying the technology in completely
different fields like smart cities, etc. On the other hand, the aim of the first demonstrator phase was to
under stand t he soeneshiiologyeto selecpversatilespeazific techmologies that allow
for easy integration of further functionalities, and to overcome avoid possible future efficiency bottlenecks.

Architecture. Figure 36 shows the basic components of our demonstrator. Our system uses two mobile
applications that must be deployed on user &&s mobi l
end applicat i o mteractioa with out demonstratas. Thissnehiledapp ldts the user:

9 Obtain a credential thaée has a valid credit;
9 verify his stored credentials in order to prove th@posses an academic title; and
1 apply for research studies.

The Wallet application storahe issued credentials and interacts with the University Backend server to
request and deliver the issued credenfiihis component is mainly used for issusmyd verifyingPrivacy

ABCs to the users of the systeis the University Backend servas the only issuer in the current
demonstrator setypts parameterbave been made available to all other components through a public
repository This repository is th&lniversity Backend servdtublic Directory that can be seenféigure36

and later inFigure37. Finally, the PhD/MSc Submission systésra web application that imgrnents the
functionality of theapplicationprocedurgo a PhD/MSc programThe PhD/MSc Submission system can

be accessed only by the users with credentials that satisfy certain policies (e.g., proving possession of a
certain degr ee) cess Tamel fungigality s anpléenemell by the dJniversity Backend
server. The PhD/ MSc Submission system consists of
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Figure36: High-level components of the privagyeserving identity management demonstrator

4.1 Use CasdDM -UC11 Registration

Registration allows a user to onboard the ecosystem of prm@sgrving identity management. In the
original plans for this demonstrator was planned to have a physical onboarding phase, during which the
technology would be described, and where-time passwords for registering on the platform are created.

However, due to the COVH29 pandemic, it was decided to minimize the physicatastéons required for
the pilot execution phase, and the physical onboarding was postponed to a later phase of the demonstrator.

Resultingly, only a minimal version of this part of the demonstrator was actually evaluated, by providing
participants with th@ecessary mobile apps to install on their mobile phone.

However, we do not consider this as a severe risk for the demonstrator case, as the core technology of the
demonstrator is demonstrated in use cases-WIB2 and IDMUC3.

4.1.1 Actors

The actors for the validation of this use case where researchers working on cryptography and privacy to
carry out the technology based analysis.

Furthermore, 42 end users were recruited from at different levels of their studies (i.e., BSc and MSc
candida¢s) to give feedback regarding usability, perceived privacy, etc. The participants had mainly
computer science related backgrounds, however, without a special focus on cyber security. Future versions
of the demonstrator case will also seek for feedback frarticipants with other backgrounds. About 67%

of the participants were male and 33% were female. The age ranged from 22 years to 35 years, with an
average of 28 years.

4.1.2 Test Cases
The validation strategy does not employ technical test cases atthisstag t he demonstr at or ¢
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4.1.3 Technology based Analysis

Due to the very close interrelation between the use cases of this demonstrator, the technology based analysis
is highly interrelated as well. As most of the requirements regarding, e.gcypoivauthenticity are of even

higher importance in the context of UC2 and UC3, the analysis is also presented there, and we refer the
reader to the relevant subsections.

4.1.4 Quality Indicators
4.1.4.1 User and stakeholder engagement and impact evaluation

Due tothe very close interfation between the use cases of this demonstrator, they were jointly evaluated
using a single questionnaire. We refer to Secti@mfor a canmon assessment for all use cases.

4.1.5 Requirements Coverage

|D) Validated Strategy Result Mandatory Comments
IDM- | No Yes While  implemented
SP03 this part of the

demonstrator was nc
part of the evaluatiol
process with end user:

IDM- | No No This requirement will

SP11 be considered in futur
versions of the
demonstrator case.

IDM- | No Yes This requirement i
uo1 mainly related to IDM
UC3, and was sparse
out for IDM-UC1
during the first piloting

round.
IDM- | No Yes This requirement i
uo2 mainly related to IDM

UC3, and was sparse
out for IDM-UC1
during the first piloting

round.
IDM- | No Yes This requirement i
uo3 mainly related to IDM

UC3, and was sparse
out for IDM-UC1
during the first piloting
round.
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|D) Validated Strategy Result Mandatory Comments
IDM- | Yes Questionnaire Success Yes
OP0O1
IDM- | No n/a n/a No While  compatibility
MPO1 with existing standard
is important for actua
authentication
processes, we consid
this of low priority in
the specific
demonstrator scenari
chosen in
CyberSec4Europe.
IDM-  Partially Technology Success Yes Our solution support:
LRO1 based analysis, service providers t
Questionnaire achieve date
minimization, yet de
registration is only tc
come as part of IDM
UC7.
IDM- | No No At the time of writing
LR0O2 this deliverable, the
ePrivacy regulation ha
not yet been put ir
place.
IDM- | No Yes This requirement will
LRO3 be analysed in the ne;
iteration of the
demonstrator case.
IDM-  Partially No This requirement will
LRO4 be analysed in the ne>

iteration of the
demonstrator case. Ye
by setup of out
demonstrator case, tt

user 0s i d
profoundly  checkec
already wher
subscribing to  the
university.

Tablell: IDM-UC1 Validation requirements' cozye.
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4.2 Use CasdDM -UC21 Issuance

Issuance allows users to receive digital credentials on their data. Due to the redudd@1D¥e use case
was slightly adjusted: while in the original use case, users would have received credentials from the issuer,
andwould have synced these credentials to their devices.

4.2.1 Actors
The same actors as for use case IDRI1 were participating in the evaluation of this use case.

4.2.2 Test Cases

The validation strategy does not employ technical test cases at this stage oftre lemant or 6 s devel c

4.2.3 Technology Based Analysis

Anonymous credential systems Anonymous credential systems (also known as attrbased
credentials, or ABCs) have first been envisioned by Chaum [8,9], and have subsenquently been improved
in a long line of research, including but not limited to [10,11,12,13,14]. In a nutsleehlldw users to

receive digital certificates on their attributes (e.g., name, title, issuance date of a degree, etc.) in a way that
later allows them to selectively reveal subsets of these attributes to other entities, in our case the application
portal. This can be done in a way that gives high authenticity guarantees to the application portal, while
giving the user full control over which data goes where.

There are two fundamental approaches to achieve this functionality. The first approach, takbg, e.qg.,
UProve [14] is based on blind signatures. The, the issuer (in our case, the university granting a degree) does
not learn the digital certificate handed over to the user. The user may then present this certificate at a later
point in time, without her @ions being linkable. In the second approach, the user receives a signature on
her attributes. The signature scheme is selected in a way that allows for efficieknaetedge proofs of
knowledge, which can be used to prove possession of a signatw@mandata without revealing the
signature itself. This latter approatHollowed, e.g., by [10,12,13] has proven to be more versatile in

terms of applications.

We based our demonstrator on the Zeamowledgebased ABC system by Camenisch and Lysyanskaya
[10]. This has been done after a profound assessment of existing schemes. While more novel and more
efficient schemes exist, we believe that the selected scheme is most versatile in terms of applications, as it
also supports proving predicates over atiigs, such as, e.g., that one is over 18 years old without revealing

the specific birth date. While this is not strictly required for any of the use cases intended for our
demonstrator scenario, we believe that this functionality is of high importangessible future extensions

of the demonstrator, within or beyond CyberSec4Europe. Also, because of the computational power of
current mobile phones, the complexity of the required computations are no longer an obstaclevtotdeal
deployments of the seme.

The userb6s mobile application allows wusers to dis
issued, which can then be manually compared to the key belonging to the university, satisfyi§§0BM

In largescale deployments, these key&ght be additionally be certified, e.g., by certificate authorities,

which however is considered beyond the scope of our demonstrator as this would not give any additional
technological insights.

Issuance flow During issuance, the user logs in to the Academic Degree Verification Application by using
a username and a password. The Academic Degree Verification Application interacts with University
Backend server in order to get an access token that it inclucedain policy and a refresh token. The
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Academic Degree Verification Application delivers the issuance token to the wallet application and stores
it. A high-level overview of the issuance flow is depicted below.

Credential Wallet

3.Run issuance
/ Get
Credential / Issuer Application /
)

Academic
Degree
Verification
App

6.User gives his confirmation for saving
the issued credentila

. 2.Token Verification-
User Login Refresh Auth 2.0

4 Look up Issuance policy UID and

he user's attr/val values

Unive ver 5.GET Issuance Token/(issﬂ%‘ncePolicyUID) with attr/val pairs

rsity Backend Ser
p:197.165.155:3001

Figure37: Issuance

User authentication within app. In order to open their mobile application and receive access to the
credentials stored within the applications, users need to enter a PIN code that was setup when installing the
application. While at this stage only ass to the application is PIN protected, future versions of the
application will store the contained information using stftéheart passwor<based encryption
mechanisms in order to avoid abuse in case that the device is stolen.
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Academic Degrees
Verification System

X s f
FeRs -

University of loannina Get Certificate

uoil

-

LOGIN TO YOUR UNIVERSITY
ACCOUNT

Figure38: User authentication towards the mobile app using a PIN

4.2.4 Quality Indicators
4.24.1 User and stakeholder engagement and impact evaluation

Due to the very close intetetion between the use cases of this demonstrator, they were @iatlyated
using a single questionnaire. We refer to Secti@mfor a common assessment for all use cases.

4.2.5 Requirements Coverage

Validated Strategy Result Mandatory Comments
IDM- | Yes Technology Success Yes
SP03 based analysis
IDM- | Partially Technology Success Yes The app allows users 1
SP04 based analysis display the key unde

which a credential wa
issued, which can the
be compared with th
key published by the
university.

Digital certificates on
such keys (e.g., Vi
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|D) Validated Strategy Result Mandatory Comments

certificate authorities
are considered beyor
the scope of the projec

IDM-  Partially Technology Success No 2FA (having the devict

SP10 based analysis and knowing a PIN) tc
unlock the credential
was implemented.

IDM- | No No This requirement will

SP11 be considered in futur
versions of the
demonstrator case.

IDM- | Yes Test case, Success Yes Cf. analysis in IDM

uo1 guestionnaire uC3

IDM- | Yes Questionnaire Success Yes Cf. analysis in IDM

uo2 uC3

IDM-  Yes Test case, Cf. analysis in IDM

uo3 guestionnaire uC3

IDM- | Yes Questionnaire Success Yes

OPO1

IDM- | No n/a n/a No While  compatibility

MPO1 with existing standard
is important for actua
authentication

processes, weonsider
this of low priority in
the specific
demonstrator scenari
chosen in
CyberSec4Europe.

IDM- | Partially Technology Success Yes Our solution support:
LRO1 based analysis, service providers
Questionnaire achieve date
minimization, yet de
registration is only tc
come as part of IDM

UC7.
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|D) Validated Strategy Result Mandatory Comments
IDM- | No No At the time of writing
LRO2 this deliverable, the

ePrivacy regulation ha
not yet been put ir

place.
IDM- | No Yes This requirement will
LRO3 be analysed in the ne;

iteration of the
demonstrator case.

IDM- | No No This requirement will

LRO4 be analysed in the ne;
iteration of the
demonstrator case.

Tablel2: IDM-UC2 Validation requirements' coverage.

4.3 Use CasdDM -UC3i Presentation

While the previous twoise cases where only validated in a reduced fashion due to the ongoing-C@VID
crises and the associated limitations of physical meetings and events for piloting, the main focus of the first
demonstration phase was put on the presentation. That is, théamas was on the usability, efficiency,
security, and privacy during the presentation phase of digital certificates.

To minimize the duration of physical meetings, the main focus was in the pewleycing technology

part of the application processhité a full application platform was implemented and tested, the evaluation
mainly focused on the nestandard parts of the process, as no additional insights were to be expected, but
these other parts were mainly required as a context for the main tegiesol

The main part of the validation was done using technology assessments and interviews with end users.
While the former was necessary to make profound security claims, the latter was necessary to investigate
the usersoé per ceptetheodevelapaddechmoldgiess ngness to us

The message flow during the verification key is depicted in the following figure.
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Figure39: Verification
4.3.1 Actors

The same actors as for use case {DRI1 were participating in thevaluation of this use case.
4.3.2 Test Case

4.3.2.1 Description

The goal of this test case was the validation of requirementWDW by validating the computation times
needed on end user devices to receive and to present atbédsse credentials during the applicat
process.

4322 Test Case Workflow

To test the efficiency, the relevant parts of the user mobile app were executed 100 times on a Xiaomi Redmi
4A (model 2016) mobile phone, running Android 7.0 (the Academic Degree Verification App can run on
all versions fromAndroid 7 onwards). Only the actual computation time was considered, not the time the
user required to fill in forms, grant permissions, etc. The reasons for using a relatively old mobile phone
were twofold. Firstly, for pragmatic reasons, the mobile phamas available as a test device at the
consortium partner performing the tests. Secondly, we considered it important to guarantee realtimeness
and responsitivity of the developed applications also on older devices, in order to cover a broader set of
users
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4323 TestResults

On average, the time required to compute the presentation tokens was 439ms, with a maximum of 600ms
and a minimum of 380ms.

4.3.3 Technology Based Analysis

By the cryptographic guarantees of digital signatures andkrenaledge proofs of knowlegk underlying
attributebased credential systems, the relying party (i.e., application platform), receives high formal
guarantees that the user conlat have alteredany of the revealed attributes, cf. requirement HSFO2.
Furthermore, as the applicatipartal specifies the accepted issuers of digital certificates, we consider IDM
SP04 as satisfied. In largeale deployments, these keys might be additionally be certified, e.g., by
certificate authorities, which however is considered beyond the scope démonstrator as this would not
give any additional technological insights.

Having the underlying technology in mind, it furthermore directly follows that on an application level, all
user actions anenlinkable, as long as a user does not explicitalpgent to revealing uniquely identifying
attributes (such as her full name), cf. requirement {BR0D5, IDMSP06, IDMSPO7.

L ] 4 ‘% @ 504

ﬁ Confirmation required : i =

Verification Institute:
University of Ioannina

Cyber

. Security
You are going to reveal your Full Name and the

tvpe of your Degree and you will hide the degree
awarded date.

MSC+COMPUTER+SCIENCE

Issuance Degree Date

2020.12.01

Confirm to allow the disclesure of this informatior

Cancel

81:E5:B4:17:EB: C2:F5:E1:4B:0D:41: 7B:49: 92: FL:IF | 81:E5:B4:1T:EB: C2:F5:F1:4B:0D:41: TB:49:92:FE:FF

Figure40: Users need to approve which attributes are  Figure41: The key of the issuer is displayed at the bottom
revealed to a relying party. the screen.

Network layer privacy. Whi | e ABC systems can contribute to the
they do not give any guarantees on the underlying network layer. This issue was tackled by routing all
communication between the mobile phone and the application portal th@ybgt, which is a free Android
application for the TOR overlay network [15]. By
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in the TOR network, aspects like the local IP address or the geographical source of the applicant are hidden
from theapplication portal. By establishing new TOR circuits for independent sessions started from the
mobile phone, also metadata privacy (e.g., regarding access patterns, etc.) are disguised. Thus, metadata
privacy is guaranteed as long as a sufficiently langmber of users participate in the system; the precise
number of required participants depends on the specific requirements and needs additional investigation.

4.3.4 Quality Indicators
4.3.4.1 User and stakeholder engagement and impact evaluation

4.3.4.1.1 Questions
During the ercution of the demonstrators, participants were asked a total of ten questions listed below.

The first questions aimed to understand whether the overall setup of the demonstrator was easy to
understand, and whether the tasks where clearly communicated@anhed to the students. Furthermore,

we aimed at finding out whether from an efficiency and usability point of view, the developed solutions
were acceptable

1 Q1: Have you been able to complete all tasks of the tutorial efficiently? If not, please spgcify
issues you encountered:

1 Q2: Did you feel comfortable using the Postgraduate Research portal system?

1 Q3: Did the computations of the various steps in the Postgraduate Research portal process proceed
sufficiently efficient? If not, please specifyhich steps need efficiency improvements:

1 Q4: Compared to traditional (not privatycused) job application portals, was it easy to use the
proposed application portal?

The second set of questions aimed at understanding whether participants undergiooalcthguarantees

of the developed solution. Furthermore, we tried to find out whether participants are willing to trust such
solutions, and whether they understand the added value of the technology for the specific use case, but also
in general.

1 Q5: Do you trust technologically enforced privagyarantees more than those based on contracts
and policies?
1 Q6: Do you think that maintaining privacy is important in everyday digital life?
1 Q7: Do you think that cryptographically enforced privamgchanisms in (deast a first phase of
the Postgraduate Research portal) can contribute to fight discrimination (e.g., regarding sex or age)?
1 Q8: Do you think that the used privapyeserving technologies could also be used in other contexts
of your everyday digital I1&? If yes, please let us know where:

The next question checked whether it was clearly understood which attributes were actually revealed to the
job application portal.

T Q9: Was it communicated clearly which parts of your academic degrees were revealed to th
Postgraduate Research portal and which remained private?
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Finally, we tried to find out whether participants see the potential benefit in increasing compliance of service
providers using privacgnhancing identity management systems, in order to comfiylegal regulations
such as the GDPR.

1 Q10: Do you think that the given privagparantees make it easier for service providers to comply
with legal regulations such as the General Data Protection Regulation (GDPR)?

4.3.4.1.2 Feedback

The first two questions relatdd the overall usability of the application portal and the clarity of the tasks
received an overwhelming fraction of positive responses, across all subgoups of the participants. We thus
conclude that the task description was clear and the following respowere not distorted by
misunderstandings regarding the pilot setup.
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Regarding the overall efficiency of the system, only positive responses were received, demonstrating the
practical efficiency of the developed solution. While the users couldemalyiate the efficiency on the end

user side, we also assume the system to be sufficiently scalable to large humbers of users by using usual
load-balancing systems on the server side. It is worth noting that the participant partially disagreed with the
efficiency of the scheme left a comment about poor Internet connectivity in the open notes field of the
guestionnaire.
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Q3

Furthermore, an overwhelming number of participants (37 of 42) confirmed that the usage of- privacy
preserving technologies for single steps during an application process (in our case when uploading the
formal cryptographic proofs of possession of an acaddegree) is not distracting compared to traditional
portals. The small number of negative responses was justified with the additional step that is necessary to
upload the certificates, which however is hard to avoid when putting the user into full cwetrevhich

data goes where.
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About 90% of the participants would be more willing to trust privanjiancing technologies more than

privacy guarantees based on policies and contracts. Considering the oral and written feedback of participants
during the demonstrator execution, we codeldhat technological mechanisms should however not be
considered a replacement for traditional policies,
in digital systems.
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Virtually all participants of the demonstrator execution phaseeaghat maintaining privacy in an

increasingly interconnected world is important. However, for the given application scenario a fraction of

about 10% of the participants does not believe that prieatyancing technologies can contribute to fight,

eg., ae

or

gender

application process.

When updating the graphical interfaces of the application portal for the next piloting round from a functional
to an advanced andore useffriendly version, we will take this feedback into consideration to make sure
that the redacted information is not unintendedly provided in other steps of the application, which will

di

scri
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when

hopefully increase the understanding and positive impact aéttmology.
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57% of the particpants strongly agree that ABC systems would also be useful in other digital scenarios, and

31% particpantsomewhat agree to this question. Unfortunately, the 12% of participants disagreeing with

this statement did not provide details in the open fields of the question. However, it was interesting to see
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that there was a correlation between age of particigamdstheir enthusiasm about the technology: on
average, younger participants were more positive about ABCs than their elder counterparts.

12 of 42 participants provided specific suggestions for application scenarios of ABC systems. Economic
institutions ad banks were listed 5 times, while interactions with public agencies were suggested twice,

and sharing of medical data was suggested by one participants. The remaining feedback was more generic
(e.g., fAevery applicatiomo)fhat requires access to

When extending and polishing the user application for the next piloting round, some additional screens
explaning the technology and its opportunities will be added to increase the understanding of the versatility
of ABC systems.

Q8

39 out of 42 useragree that it was clearly communicated which information would be revealed to the
application portal when computing a presentation of their digital certificates, such that we consider the
corresponding requirement satisfied. However, in order to inctbasenderstanding, we will analyze
parallel results from related tasks (e.g., suggesting to require user interactions compared to solely presenting
the information to the user) for the next piloting phase.
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While most participants agreed that fromithenderstanding, the tested application platform and the
deployed privacsenhancing technologies would help service providers to comply with legal regulations
such as the GDPR, as significant fraction of 17% somewhat disagrees with this. We acknowlefidge th

the given demonstrator scenario, all the redacted information would be revealed to the application portal at
some later stage of the application process, thus not minimizing the overall amount of information revealed
to the application portal, buather avoiding, e.g., discrimination during certain stages of the process. In the
next user trial phase, the question will be split in order to analyse the understanding of users for our specific
scenario, but also for the technology in general.
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4.3.5 Requirements Coverage

|D) Validated Strategy Result Mandatory Comments
IDM- | Yes Technology Success Yes Formal guarantee

SP02 based analysis follow from
unforgeability of
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|D) Validated Strategy Result Mandatory Comments

digital signatures an
soundness of zerc
knowledge proofs

IDM- | Yes Technology Success Yes

SP03 based analysis

IDM- | Partially Technology Success Yes The relying party

SP04 based analysis defines accepted issu
keys. Digital
certificates on sucl
keys (e.q., via
certificate authorities
are considered beyor
the scope of thproject.

IDM- | Yes Technology Success No Follows from the

SP05 based analysis privacy guarantees (
ABC systems
(application layer) ant
TOR (network layer).

IDM- | Partially Technology Success Yes Users are clearh

SP06 based analysis, informed about whict

Questionnaire attributes  will  be

revealed.
Eligibility checks
whether relying partie:
may actually reques
these attributes hav
not yet beer
considered.

IDM- | Yes Technology Success Yes All information

SPO7 based analysis revealed to theelying
party needs to b
confirmed by the user.

IDM- | No No This requirement will

SP11 be considered in futur
versions of the
demonstrator case.

IDM- | Yes Test cases, Success Yes

uo1 guestionnaire
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Validated

Yes

Yes

Yes

No

Partially

No

No

No

Strategy Result Mandatory
Questionnaire Success Yes
Questionnaire Success Yes
Questionnaire Success Yes
n/a n/a No
Technology Success Yes

based analysis,
Questionnaire

No

Yes

No

Table13: IDM-UC3 Validation requirements' coverage.

Comments

While  compatibility
with existing standard
is important for actua
authentication
processes, we consid
this of low priority in
the specific
demonstrator scenari
chosen in
CyberSec4Europe.

Our solution support:
service providers t
achieve date
minimization, yet de
registration is only tc
come as part of IDM
UC7.

At the time of writing
this deliverable, the
ePrivacy regulation ha
not yet been put ir
place.

This requirement will
be analysed in the ne;
iteration of the
demonstrator case.

This requirement will
be analysed in the ne;
iteration of the
demonstrator case.
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4.4 Validation Summary
ID Validated Result Comments
IDM-UCL1 Partially Success The physical part of the onboarding proc:

was not validated due to the ongoing spr
of the corona virus. However, this main
concerned administrative proces:
unrelated to the demonstrated technology

IDM-UC2 Yes Success
IDM-UC3 Yes Success
IDM-UC4 No Planned for the second piloting phase
IDM-UC5 No Planned for the second piloting phase
IDM-UC6 No Planned for the second piloting phase
IDM-UC7 No Planned for the second piloting phase

Table14: Privacypreserving identity management demonstrator's use cases validation summary.

45 Lessons Learned and Future Work

The first round of this demonstrator case focused in the initial setup of all necessary platforms, performing
fundamental integrations with the necessary platform, and validating the core underlying technologies. For
future piloting rounds, several extensions need to be considered:

1 Firstly, due to the ongoing spread of the coronavirus, the initial registratiomiaimdyjphase was
only tested in a very minimal setting. In the second version of this demonstrator, we will catch up
on this to test all phases of the demonstration scenario.

1 Furthermore, all missing use cases will be further worked on during thephase¢. By adding
relevant features, such as, e.g., revocation or deregistration, a fully working ecosystem will be
generated. This will also allow us to evaluate, e.g., legal requirements in more details, as
deregistration or correction of data will theecbme possible.

9 Thirdly, for the first piloting phase, it was intended to inform users via pagerd documents
about privacy policies, etc. Because of the changed scenario, this was now done orally as part of
the introduction of the demonstrator casetukal versions might include detailed, midtyer
privacy-policies, which we intend to compile in close collaboration with task T3.6 to achieve high
usability and legal compliance.

1 Finally, for the next demonstration round, we will aim for a broader sehdfusers, including
participants with nofT-related backgrounds. Furthermore, a legal analysis in collaboration with
corresponding partners in the consortium, is planned.
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5 Incident Reporting in the Financial Sector
5.1 Use Case IRUC1: Data Collection, Enrichment and Classification

The main objective to be validated in this Use Case is the effective possibility to collect all information
about the incident. The demonstrator must be able to collect all the information necessary that will be used
to evduate the severity of the incident and the consequent need to report mandatorily the incident to an
Authority, and to generate latter the report template with the information required.

In this phase all the functionalities available and applicable withi¢h@onstrator developed till now are
validated. In this Use Case the main focus is the data. The validation includes the evaluation of the presence
of all the fields indicated as necessary to collect all the information necessary to go on with the lprocess.
will be validated whether the tool is able to collect all the information required for incident reporting,
according to the requirements established by the PSD2 (Payment Services Directive) and the ECB/SSM
framework (European Central Bank Single Sumamny Mechanism), and whether the tool allows to
categorize and classify the incident.

The validation strategy has included the validation of functional requirements, security and privacy
requirements and nefiainctional requirements, such as look and feglirements, usability requirements,
operational requirementsmaintainability and portability requirements and legal and regulatory
requirements.

The validation has been performttough the execution of different test scenarios of potential security
incidents detected in a financial entity. This Use Case will be successfully validated if the information
required in those test scenarios is collected and the incident is correctly classified according to the criteria
and thresholds established by PSD@& #re ECB/SSM framework.

5.1.1 Actors

The validation of this Use Case has been carried out by the twasenslinvolved in Task 5.4, BBVA
and Intesa Sanpaolo. In this particular Use Case, they represent users from their respective organizations
playing thefollowing roles:

- Asset Owner / Incident Management Team (IMT)
- Incident Classification Team (ICLT)
- Administrator

The validation of the quality indicators has been performed by the technology owner, ATOS.

5.1.2 Test Case 1UC1: Incident Data Collection

5.1.2.1 Description

The objective of Test Case 1 is to validate the effective possibility to collect all the information necessary
about the incident in the Incident Reporting Platform. This information will be used to evaluate the severity
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of the inddent and the consequent need to report mandatorily the incident to a competent authority, and to
generate the report template with the information required by the competent authorities.

Test Case 1 has included the validation of the presence of allettle fequired for incident reporting
according to the requirements established by the PSD2 and the ECB/SSM framework.

The validation has been performtough the execution of different test scenarios of potential security
incidents detected in a finaatientity:

1 Scenario 1: Cyber incident caused by ransomware due to phishing email

On the morning of January ®t4nultiple employees of the Gamma Bank, a large Italian financial institution,
received an email from an address resembling the one of thedB#taky and carrying a suspicious MS

Word attachment. Although most of the recipients successfully identified the email as a phishing attempt
and avoided opening the attachment, a few others, including some members of the IT department, opened
it.

The attachment contained a ransomware, which first infected the systems of the users that opened it and
then quickly spread inside the network of the financial institution, encrypting a large amount of data and
making it inaccessible to all the employedgh® bank. When opened, the files prompted a message in
which the attackers demanded a ransom of 0150.000
also affected the database containing the most recent backups, which was not adequatelydsérgment

the rest of the network.

After a crisis meeting involving the CISO and other top management of the bank, the decision to pay the
ransom to the attacker was taken. Having paid the ransom and received a decryption key, however, the
management soondad out that the key could not unlock the encrypted files and all the affected data was
irreversibly I ost. The bank was not ensured agains
to restore its IT infrastructure, and was forced to resaxhtolder backup copy.

The incident was covered by several major national news agencies and, as a result, many customers lost
their trust in the ability of the bank to manage their financial interests. Following the incident, national
police started an &€ial inquiry.

Known information:

T The cyber incident was caused by a ransomwar e
through a malicious file attached to a phishing eritié identity of the attacker(s) is still unknown.

I Thebank solvedtheintie nt i n 2 weeks. I n the process, the

1 Despite its widespread impact, the incident did not affect the payment services of the bank, which
continued to operate normally.

1 Following the inadequate management of the incidenttendiedia coverage, the bank suffered a
heavy damage to its reputation.

Figure42 drafts the notification procedure that need to be followed in this scenario.
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Figure42: IR-UCL1- Scenario 1 (Cyber incident causedrbysomware due to phishing email)
1 Scenario 2: Cyber incident caused by DDoS attack on thelmnking website.

In December 2019, Gamma Bank, a large lItalian financial institution, cut more than 500 jobs in its national
offices and headquarter in an effortraduce its expenditure. On Decembef?,28 heavy DDoS attack
simultaneously hit the web server hosting the home banking service and the mobile application server of
the bank, making the bankds website and mobile ap|]

Al't hough not receiving any media coverage, the inc
on social media channels, who could not access their accounts and initiate any financial transaction from
their computers or mobile deviceB.h e B Iciderd Classification Team estimates that the incident
affected more than 15.000 payment service users (
than 10% of the bankds nor mal |l evel of transacti ol

The incident eceived only a limited coverage, with only a few blogs and sectorial news websites recounting
the event.

Known information:

1 The cyber incident was caused by a DDoS attack, which made the website of the bank-and its e
banking and mobile bankirghannels entirely unavailable for about 3 hours.

T The bankobs Il nci dent Classification Team esti me
payment service users (more than 10% of t he |
transactiond more than @ % o f the bankos nor mal | evel of t

0$100.000 in value.

1 After a week of investigations, the Incident Classification Team found out that the attacker was a
former IT employee of the bank who wanted revenge for being fired.

f Theinci dent had a | imited economic i mpact (u 5
managerial functions.

Figure43drafts the notification procedure that need to be followed in this scenario.
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Figure43: IR-UC11 scenario 2: Cyber incident caused by DDoS attack on-Hamking website
9 Scenario 3: Cyber incident caused by DDoS attack on thel®nking website.

This is the same scenario describe in Scen@bat in this casehte bankds I ncident CI a!
estimates that the incident affected more than 26
payment users) and more than 10% of the bankdés nor
And in this case hte row on social mediasght the attention of some major national news agencies and a

few blogs and sectorial news websites also covered

Known information:

1 The cyber incident was caused by a DDoS attack, which made bsitevef the bank and its e
banking and mobile banking channels entirely unavailable for about 4 hours;

T The bankobs l nci dent Classification Team esti me
payment service wusers ( mor eusetshamch mode Ghdn 24.000 t he
transactions more than 10% of the bankos nor mal | eve

U100.000 in value;

1 After a week of investigations, the Incident Classification Team found out that the attacker was a
former IT emploge of the bank who wanted revenge for being fired;

f The incident had a |imited economic impact (07
resulting from the media coverage, was escalated to the internal managerial functions.

Figure44 drafts tke notification procedure that need to be followed in this scenario.
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Figure44: IR-UC1 Scenario 3 (Cyber incident caused by DDoS attack ortthaléng website)

1 Scenario 4: Manual shut down of bank website foinvestigation after slowdown.

On the morning of October 172019, the website hosting thebanking commercial channel of Gamma
Bank, a large Italian financial institution, experienced a substantial slowdown for about one hour.

Suspecting an external atka the IT team of the bank decided to shut down the website to carry out an
investigation. After a brief investigation (30 minutes), the IT team was able to link the cause of the incident
to a system misconfiguration done the previous evening duringealgeld maintenance operation. They
were then able to fix the misconfiguration and to restore the website in 20 minutes.

The incident did not affect a large number of users or transactions, was not escalated, and did not receive
noteworthy attention from éhmedia or social channels.

Known information:

1
in order to carry out an investigation.
1
the evening before.
1
about 1:50h.
1

After experiencing a substantial slowdown, the website of Gamma Bank was manually shut down
The cause of the incident was linked to a human error (syateconfiguration) which took place
The issue was fixed and the website of the bank was quickly restored. In total, the incident lasted

The incident did not affect a large number of users (8.600) or transactions (5.000)t escalated,

and did not receive noteworthy attention from the media or social channels.

Figure45drafts the notification procedure that need to be followed in this scenario.
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Figure45: IR-UC1i Scenario 4 (Manuahutdown of bank website for investigation after slowdown)

5.1.2.2 Test Case Workflow

As it was described in D5.1, Use Case 1 is focused on the Data Collection phase, where the Incident
Management Team will introduce all the information related to the secucityeint through the incident
reporting platform web page. All the information required in this phase is gathered by the Incident
Management Team, that can either receive a notification from an impacted or involved business
office/function or detect directlsin incident occurrence.

The workflow related to this Test Case is described as follows. First tif@\dministrator has to register
all the information about the entities and users that can use the Incident Reporting Platform (name of Entity,
typed Entity, country of Entity, contact persons, é)

Then, the Administrator has to assign the roles and the respective permissions of the different users involved
in the incident reporting process:

Incident Management Team (IMT)
IncidentClassification Team (ICLT)
- Controller

- Incident Reporting Team (IRT)

Finally, the Administrator has to configure the Incident Reporting Platform with the information about the
different regulatory frameworks required to deal with the mandatory incidenttirepgrocess. In
particular, in this use case the administrator will select to enable the regulations ECB and PSD2 for the
financial entity, will introduce the information about the financial entity first and secondary contacts and
data protection officerand will check the recipients and templates associated to each regulatory framework
selected.

Once the configuration of the Incident Reporting Platform has been finished, the incident has to be registered

by the Incident Management Team in the IncidemtgiRor t i ng Pl at form, selecting
TheHi ve GUI . The I ncident Management Team has to
select the option fACreate Caseo0.

Once the incident has been rassignedto therlreident Martagementa s ki
Team, is shown in the section ATaskso of the I ncict
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The Incident Management Team has to fill in the questionnaire through TheHive template, providing all the
information related to the securitycident.

The information to be provided is the information required by PSD2 and ECB/SSM framework:

- General description of the incident.

- Information about the incident: Event timeline, event detection, impact, incident type, incident
status, estimated dssreputational damage, payment transactions affected, payment services users
affected, é

- Specific information for mandatory incident reporting (payment services affected by the security
event, functional areas affected, type of process/service disréplion,

- Additional information for mandatory incident reporting (commercial channels affected, business
|l ines affected, i nformation of the attacker, é)

In Phase 1 only the First Report required by PSD2 and ECB/SSM framework is created by the demonstrator,
asthese are the two frameworks that have been included in the scope of this phase.

Once allavailableinformation of the incident has been included, the Incident Management Team has to
close the task fAData Collectiono.

5.1.2.3 Test Results

The results of Test Case 1 have shown that the Incident Reporting Platform gives the effective possibility
to collect all tke information necessary about the incident, that will be used to evaluate the severity of the
incident and to generate the report template with the information required by the competent authorities.

It has been verified that the Administrator can regiatiethe information about the entities and users that
can use the Incident Reporting Platform, and assign the roles of the different users involved in the incident
reporting process.

The information gathered by the Incident Reporting Platform is thennafiion required to generate the
Initial Report to be sent to the competent authorities according to the requirements established by PSD2 and
the ECB/SSM framework (as only the Initial Report has been included in the scope of Phase 1).

5.1.3 Test Case 2UC1: Data Enrichment

5.1.3.1 Description

The objective of Test Case 2 is to validate the effective possibility for the Incident Classification Team to
include in the Incident Reporting Platform additional information about the incident to enrich the data
previouslyprovided by the the Incident Management Team. This information will be used to evaluate the
severity of the incident and the consequent need to report mandatorily the incident to a competent authority,
and to generate the report template with the infoonatquired.

The validation has been performtéatough the execution of the four different test scenarios of potential
security incidents detected iffinancial entity described i5.1.2.1

5.1.3.2 Test Case Workflow

Once the incident has been registered, the next step is the enrichment of information about the incident to
have a better knowledge about its scope and potential infdastenrichment is done using the GUI and
taking into consideration the information received by the Supervisory Authorities (if any).
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Once the task fAData Collectiond has been closed |
Enri chmenttoheae ppeatrison niTaskso of the Incident Repo

Incident Management Team and the Incident Classification Team.

The Incident Classification Team has to include in the Incident Reporting Platform additional information
about the incident to enrich the data previously provided by the the Incident Management Team.
AfObservablesd can be added to the incident (files
incident or a malware sample file, for example) amdyzers can be run on them from TheHive GUI

included in thelncident Reporting Platformin the specific scenario used in the test case, the analyzer
HADES will be invoked on a file suspicious of malware. The result of the analysis will be included as a
Afdaa enrichmento task | og so it is available for |

When al l the additional i nformation has been incl
Incident Classification Team, to continue witle process.

5.1.3.3 Test Results

The results of Test Case 2 have shown that the demonstrator gives the effective possibility for the Incident
Classification Team to include in the Incident Reporting Platform additional information about the incident
to enrich he data previously provided by the the Incident Management Team.

|t has al so been validated that iObservabl esodo can
domains or URLs related to the incident or a mal w:

5.1.4 Test Case 3UC1: Event Classification

5.1.4.1 Description

The objective of Test Case 3 is to validate whether the Incident Reporting Platform allows to categorize and
classify the incident, according to PSD2 and the ECB/SSM framework, in order to verify the applicability
of incident reporting regulatory requirements and therefore, the need to report the incident to the competent
authorities.

The validation has been performéatough the execution of the four different test scenarios of potential
security incidents detected in a financial entity describé&dlir2.1

5.1.4.2 Test Case Workflow

Once all the information about the incident has been collected and included in the Incident Reporting
Platform, the Incident Classification Team validates the information provided and continues with the
categorization, classification and identification tbé cause that generated the incident, with the final
objective of reporting its impact and severity. As a result of this process, it will be decided if the incident
must be reported or not, and to whom.

The impact assessment is performed according to R®D2he ECB/SSM framework, in order to verify
the applicability of incident reporting regulatory requirements.

The workflow related to this Test Case is described asfollowsc e t he task AData Enri
cl osed, a new tasakjofibnciagpgepetr €1 assitfhie secti on fi
Platform.
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First of all, the Incident Classification Team has to check if all the information necessary to do the event
classification has been included in the template. Then, if all trenmattion has been included, the
Responder ACS4EU I ncident Reporting Event Classif]

The following fields are necessary to do the severity impact evalua@mording to PSD2 and the
ECB/SSM framework:

- Reputational damage.

- Downtime for the service/process disruption.
- Number of payment service users affected.
- Number of payment service users.

- Payment Transactions affected.

- Regular level of paymentansactions.

The Responder ACS4EU Incident Reporting Event CIl a
t hat has been included during the previous phases
and does the impact assessmdagsifying the incident according to the criteria and thresholds defined by

the regulations included in the scope of this phBSDR and the ECB/SSM framewaork).

The result of the Responder ACS4EU | nceéntpageandRepor t
is also automatically updated in the fields of the template. The information provided by the Responder is

the Incident Impact Severity and the need to report the incident to a supervisory authority, detailing the
authorities the Initial Repohas to be submitted.to

The Incident Classification Team has to review the suggestion provided by the Responder and, in case it is
necessary, modify the fields related to the Impact Severity and the submission to competent authorities.

Finally, the Incié n t Classification Team has to close the t.
is created and assigned to the Controller (Use Cas¢dR2 , AnManageri al Judgement
then progress to fiReady For Managerial Judgement 0.

5.1.4.3 Test Resub

The results of Test Case 3 have shown that the Incident Reporting Platform gives the the effective possibility
to categorize and classify the incident, according to PSD2 and the ECB/SSM framework, in order to verify
the applicability of incident reportg regulatory requirements and therefore, the need to report the incident
to the competent authorities.

It has been validated thattRee sponder ACS4EU I ncident Reporting Ev
that its results are shown in the incident pagé automatically updated in the fields of the template.

In the scenario 1 (cyber incident caused by ransomware due to phising email), the security incident is
classified as Significant and it only mandatory incident reporting criteria for ECB/SSM havenbee

In the scenario 2cyber incident caused by DDoS attack on tHeaeking website), the security incident
has been also classified as Significant but in this case only PSD2 criteria are fulfilled and it is only required
notification to this supervisg authority.

In the scenario Bcyber incident caused by DDoS attack on tHmapking website), the security incident
has been also classified as Significant and it is required to be notified under ECB and PSD2 regulations.

In the scenario 4 (manual stddgwn of bank website for investigation after slowdown) the security incident
has been classified as Neaignificant.

Finally, it has been validated that the incident is correctly classified according to the criteria and thresholds
established by PSD2 ancCB/SSM framework.
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5.1.5 Technology Based Analysis
In this Use Case we can differentiate four main functionalities:

9 Incident data collection

1 Data enrichment

1 Incident impact assessment

1 Incident reporting workflow enforcement

5.1.5.1 Incident data collection

Thedata about the security incidents to be reported is gathered through a graphical interface which integrates
the GUI provided by the asset AIRE (Atos Incident Reporting Engine) with the GUI provided by the open
source tool TheHivé.

The first one (AIRE aset) allows to collect general information about the financial entities, users and
regulations (such as templates required, recipients of the reports and communication channels) that will be
used by different incidents reported by a same organizationder ansame regulatory framework.

TheHive offers by itself a security incident response platform where information about security incidents
can be managed. It supports to register new i nci
purpose the admistrator can define templates with the information necessary. These templates have a
predefined structure with the following sections: Summary, Additional information, Metrics and
Description. The additional information is composed of a set of custods tieat need to be defined and

created by the administrator in advance. For the implementation of the current use case in the demonstrator,
we have created our own template for incident reporting in the financial sector with a set of custom fields

to retrieve the information necessary for mandatory reporting according to the regulations we are
considering in this phase (PSD2 and ECB) and to perform the incident classifiéatiexample is shown

in Figure46.

B3 https://thehiveproject.org/
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Figure46: Example of TheHive incident template for the U1

Furthermore, we have defined a form that has been included in the Description of the tenyabeetto
specific and additional information for mandatory incident reporting with all additional information about
the incident. Some extracts ofdtiorm and included ifrigure47 andFigure48.
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Figure47: Specific information for Mandatory Incident Reporting in TheHive template faJ@R
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Figure48: Additionalinformation for Mandatory Incident Reporting in TheHive template feUIRL

5.1.5.2 Data enrichment

This functionality is supported thanks to the combination of the open sources TheHive and*Cortex
Through the GUI provided by TheHive for the case, the useintegrate in the information collected about

the incidents what they call Aobservabl eso. They
related to the security incident under analysis. Cortex allows to automate the analysis of these observables
by a set of analyzers enabled in the platform from the own GUI provided by TheHive. There are many open
source (AGPL license) available analyzers already integrated with &ofsaxch as Abuse_Finder,
CIRCLPassive DNS, ClamAV, CuckooSandbox, DNSSinkh&mergingThreats, EmlParser, FileInfo,
PassiveTotal, Shodan or VirusTotal, just to name same). Furthermore, new analyzers suitable for different
situations can be implemented and easily integrated in Cortex and consequently in the incidents. In
particular,in the current demonstrator, we have integrated the asset HADES. This is a system based on
Cuckoo for the analysis of malware samples. It has been implemented by the UMA and includes the
deployment of honeypots to capture malware samples and the gemefagports.

The result of the analysis performed is included in the information about thenhcBee an example in
Figure49.

14 https://github.com/TheHiv®roject/Cortex
15 https://thehiveproject.qgithub.io/CortexAnalyzers/
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Figure49: Observables added for data enrichment HUIRL

Other advantage of using TheHive is that it can be connected to one or several MISP instances ab the thre
intelligence data shared using this platform can be easily integrated in the information about the incident.
And additionally, information about an incident registered can be shared using MISP. However, this feature
will be explored in next phases oktproject and they are not included in the current version of the prototype
(phasel).

5.1.5.3 Incident impact assessment

Due to the lack of an asset or open source tool that implements the evaluation of the severity of the incidents,
classifies themaccording to the criteria and thresholds defined by the different regulations we are
considering in this phase of the project and determine if they need to be reported or not to the different
supervisory authorities, we have developed from scratch a hadidimited event classifier for the
demonstrator.

In order to integrate this functionality with the incident reporting platform, we have implemented it as a
TheHive respondét The responders are programs integrated with TheHive which receive the tidorma
about an incident registered, perform a set of actions (this is the core of the program which need to be
implemented for each specific functionality) and returns a result that will be shown to the user through the
graphical interface provided by Thatdi

For t his demonstrator, we have i mpl emented a re:
Classifiero which takes the information about the
following subset of PSD2 and ECB/SSM criteria andcesholds. Depending on the conditions, it is
determined if the incident has a lower or a higher impact:

REGULATION CRITERIA Thresholds
ECB/PSD2 Reputation impact 1 Lower: yes
1 Higher: N/A

16 hitps://github.com/TheHiv@roject/CortexDocs/blob/master/api/hdavcreatea-responder.md
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REGULATION CRITERIA Thresholds
PSD2 Service downtime 1 Lower: >120 minutes
1 Higher: N/A
PSD2 Payment Service Users (PSUs 1 Lower: >5000 and >109
affected total
1 Higher: >50000 or 259
total
PSD2 Transactions affected 1 Lower: >10% regular an
>10000
9 Higher: >25% regular o
>5000000

The event classifier evaluates those thresholds oinfienation provided by the user in the custom fields
associated to those criteria and determine that a
in the following cases:

M To ECB in case of one criteria is matched
f ToPSD2incaseofonensror e criteria at the O6Higher i mpact
OLower i mpact | evel d

Figure50 shows how the report is shown to the user in the demonstrator graphical interface, in this case
when there is only reputational damage but ther@itelated to PSD2 are not found in the incident.

®: | )

(acht_isgreiatoes reed)

Report of CS4EU Incident Reporting Event Classifier_1_0 responder

Figure50: Report generated by the Incident Reporting Event ClassifierWaR
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5.1.5.4 Incident reporting workflow enforcement

This functionality is provided by the asset AIREough the integration of a predefined incident reporting
workflow in the open source tool TheHive. Although TheHive is a security incident response platform, there
is freedom in the creation and assignement of the tasks by the different users redatevtincident
registered.

The responsibility of the service aiwerkflow-enforcement included in the AIRE is to manage and enforce

the different stages that need to be followed in a common incident reporting workflow of a financial
institution when a newsecurity incident is detected, from the registration of it in the platform and the data
gathering related to the incident, to the generation of the reports that will need to be sent to the supervisory
authorities. And each of these phases will need tobe by users with a different role and following-a 4

eye principle with managerial judgement to prevent accidental reporting.

The service airgvorkflow-enforcement integrates the ligiveight workflow engine Activit’ to follow the
workflow defined inBusiness Process Model and Notation (BPMN) file which tries to harmonize the
different incident reporting procedures currently existing according to the different regulatory frameworks
applicable to the financial institutions. In the current prototypehawxge focused only in the workflow
required for the generation of a the first mandatory report according to PSD2 and ECB regulations. We
foresee to extend it until the end of the project to support also the intermedium and final reports, and extend
it to other regulatory frameworks.

The interaction between the ainerkflow-enforcement service and TheHive is done through the service
airethehiveplugin, also included in the asset AIRE. This asset has been designed in this way so it can be
flexible enough tdave the possibility in the future to evolve and integrate with other incident management
tools different from TheHive. The interaction between the two services included in the asset AIRE is done
through REST APIs and the same with the interaction wittHiee

In particular, the air¢ghehiveplugin service is in charge of the following functionalities:

1. Receive in reatime any action performed in the tool TheHive. The service offers an API as a
webhook collector that will receive the webhooks generatéahwatically by TheHive with any
action (a new case registered, a field updated, a responder executed, a task closed, etc).

The webhooks received are analysed and translated to invocations to the API provided by the aire
workflow-enforcement service. For axple, when a new incident is created, it is translated to an
incident according to the data model we have defined in the demonstrator, it is stored in the Incident
Register database, and the airerkflow-enforcement api is invoked to start a new incident
reporting workflow process. And when a task is closed, it is also invoked thev@ikdow-
enforcement api to move the incident associated to that task to the next step in the workflow. It is
responsibility of the workflow enforcement to check if therusss permissions to close the task

and actuate in consequence.

2. Execute actions on the TheHive using the APl REST provided by this open source tool. This is
invoked for example by the aisgorkflow-enforcement in each stage of the workflow defined by
the ncident reporting BPMN file to create the tasks associated to that stage and to assign them to
the right user. The relationship between workflow stages, tasks and users allowed is defined in
configuration file so they can be adapted if required.

17 https://www.actviti.org/
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3. Receive rquests from the TheHive responders included in the demonstrator to check if the user
who invoked them has permissions to proceed with the execution of the tasks performed by the
responders on a specific incident depending on the stage it is in the irreiperiing workflow.

These requests will be resent to the-aiarkflow-enforcement service with the incident associated

to the TheHive case where the responders were launched.

5.1.6 Quality Indicators

5.1.6.1

Effectiveness and efficiency of the solution

In the Incident Reporting for financial institutions demonstrator we have evaluated the following indicators
which correspond to the following subcategories:

integration and interoperability (KP1_QAI_*)
documentation (KP1_QAD¥)

source cde management (KPI_QASCM_*)

1
1
1 usability (KPI_QAU_¥)
1
1

deployment (KPI_QAR¥)

Indicator

Description

Evaluation

KPI_QAI_01

Both, the asset AIRE and tH
open source tool TheHiv
included in the incident reportin
platform demonstrator offe
JSONbased REST APIs i
invoke the different mai
functionalities (e.g. to register
new incident in the reportin
workflow process or to genera
an Excel report for a specifi
incident regstered in the Inciden
Register database)

OK

KPI_QAI_02

It is foreseen to provide suppd
for SSO through the integratic
of the GUI provided by the ass
AIRE and the open sourc
TheHive with Keycloak, but i
will be done during next phase|

NOK

KPI_QAD_01

The demonstrator includes a ug

manual documentation. Since

OK
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Indicator Description Evaluation

this stage of the project th
demonstrator has been install
only on the developer partni
premises, documentation abd
installation, configuration an|
integration of the differen
compments have not bee
delivered to the endser for
validation. However, the ass
AIRE and the open source to
TheHive included in the
demonstrator provide READMI
files with documentation abot
installation, configuration an|
administration. And it is forgeen
to provide the installatior
manuals for next phase so t
endusers can do a deployme
Ain houseod on
established in requirement -F
OPO1.

KPI_QAD 02 The APIs provided by the ass OK
AIRE and the open source to
TheHive included n the
demonstrator are specified a|
documented. The asset AIR
also provides a Swaggt
specification.

KPI_QAD_03 No additional documentatio NOK
such as examples or tutorig
about the demonstrator a
available yet.

KPI_QAU 01 Minimal browser support is OK
provided for the demonstratg
Validation has been done wif
Firefox, but it has been alg
verified access using Chron
and I nternet

Encrypt® SSL certificates hav
been included to avoid issuq

18 hitps://letsencrypt.org/es/
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Indicator

Description

Evaluation

with  self-signed certificatey
detected during the validation.

KPI_QAU_02

Multi-platform  support  ang
responsiveness for the Ul hay
not been validated at this phase
the demonstrator. The main Gl
of the demonstrator i
implemented in Djang8 so it
should support any platfory
supporéd by Django.

NOK

KPI_QAU_03

Internationalization is no
supported by the demonstrat
yet and the open source to
TheHive included in the
demonstrator does not provig
this feature. However, the GU
provided by the asset AIRE
implemented in Django lkich
has support fol
internationalizatioff, so we
foresee to include this feature |
the end of the project at least
the main menu of th
demonstrator.

NOK

KPI_QASCM_01

The asset AIRE included in th
demonstrator make use of SC
and issue tracking throug
GitLab hosted by ATOS. Th
open source TheHive also used
the demonstrator uses GitHl
(https://github.can/TheHive
Project/TheHiv

OK

KPI_QAR_01

All the components included i
the demonstrator (asset AIR

and TheHive with the extensior

OK

19 https://www.djangoproject.com/

20 https://docs.djangoproject.com/en/3.1/topics/i18n/
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Indicator Description Evaluation

developed) are provided
docker containers.

5.1.6.2 User and stakeholder engagement and impact evaluation

The evaluatn of the users and stakeholders engagement as well as the impact the incident reporting
platform developed in this Use Case can have, will not be done at this stage of the demonstrator (phasel).

At this stage of the development the validation has beeslopthe stakeholders participating in the project,

that can validate if the development arranged gives the results expected during the design of the prototype.
The validation is a technological testing of the functionality of the tool. For this reasobetter user to

test it are the users of the Financial Institutions involved in the development, being also involved in
departments in charge of the Incident Reporting in their Organizations. These end users are in the same way
the correct people to exmlte the impacts in the Incident Reporting process of the usage of the tool and the
real needs to be accomplished. These evaluations will be done at the end of the development of the Incident
Reporting Platform.

5.1.7 Requirements Coverage

The following table shows the requirements that have been validated in this Use Case and the results of the
validation.

ID Validated Strategy Result Mandatory Comments
IR-FO2 Yes Test Case-l Success Yes All the
UC1, information
Test Case 2 required

related to the

St cyber incident
is collected
through
different
guestionnaires

IR-FO3 Partially Test Case-1 Success Yes The platform

UCs3 supports to

Test Case 2 include  new
uC3 templates with

the information
that need to be
included in the
reports. But it

is not
implemented
yet the
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ID Validated Strategy Result
IR-FO4 Partially Test Case -3 Success
uCl1
IR-FO5 Partially Test Case -3 Success
ucCi
IR-FO6 Partially Test Case -3 Success
uCl1

Mandatory

Yes

Yes

Yes

Comments

possibility to
upload/downlo
ad them from
the GUI.

Functionality
partially
covered by the
responder
Event
Classifier
included in the
demonstrator.

It only covers a
subset of the
criteria and
thresholds

related to
PSD2 and ECE
for validation
purposes.

Functionality
partially
covered by the
responder
Event
Classifier
included in the
demonstrator.

It only covers a
subset of the
criteria and
thresholds

related to
PSD2 and ECE
for validation
purposes.

The
demonstrator
identifies the
need for
mandatory
incident
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ID Validated Strategy Result Mandatory Comments

reporting, but it
only covers a
subset of the
criteria and
thresholds

related to
PSD2 and ECE
for validation
purposes (no
all the
reporting

requirements
and relared

assessment
methodologies
).
IR-FO7 Yes Test Case-1 Success Yes The

UC1, Test demonstrator

Case 2UC1, suggests  the

Test Case -3 operator  the

UCl1 mandatory

incident
reporting
processes to b
followed.

Different tasks
are created ir

TheHive to
indicate  the
incident
reporting
process tobe
followed by
the users

depending or
their functions.

IR-F12 Partially Test Case-1 Success Yes The platform
UC1, Test supports  the
Case 2UC1, tracking of the
Test Case-3 security event
ucCi lifecycle

registering any

action
performed in
TheHive. The

98



CyberSec4Europe D5i3Validation of Demonstration Case Phase 1

Cyber
Security

%: f_or Europe

ID

IR-F13

IR-F14

Validated Strategy

Yes Test Case-1l
UC1, Test
Case 2UCl1,
Test Case-3
uci

Partially Technology
based

Result

Success

Success

Mandatory

Yes

Yes

Comments

tracking is
shown in real
time through
the capabilities
provided by
TheHive GUI.
However, it is
not stored in
the Incident
Register
databasget.

An incident
reporting

workflow is
enforced in the
demonstrator,
creating and
assigning the
tasks in
TheHive that
the users nee

to do
depending or
their roles.

It is possible to
configure for
each stage ir
the workflow
what are the
tasks created
the description
shown in eact
of them, the
user assignel
and the tags
shown in the
incident. But it
is not possible
to change the
Incident

Reporting

Workflow by
the sysem
administrator
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ID Validated Strategy Result Mandatory Comments

without
changing the
BPMN file and
recompiling
the code in the
demonstrator.

IR-F15 Partially Test Case -3 Success Yes Functionality
uCi partially

covered only
for criteria and
thresholds
related to
PSD2 and
ECB. There is
no asset
implementing
IR-FO4 and IR
FO5 based or
configurable
criteria and
thresholds.

IR-F17 No N/A N/A No The
demonstrator
does not
contain a
report module
that allows
access to the
information on
the number of
incidents that
occurred in a
given time.

IR-F18 No N/A N/A No The
demonstrator
does not
provide a
section where
the variables
that are going
to be present ir
the creation ol
the incidents
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ID

IR-F19

IR-F20

Validated

Partially

Partially

Strategy

Technology
based

Test Case-1
uci

Result

Success

Success

Mandatory

Yes

No

Comments

can be
configured.

Each
application
included in the
demonstrator
has log files
with all the
actions
performed in
the
demonstrator
as well as
errors/message
S.

They are save(
in the system
and are alsc
available
through  the
docker
containers
logs.

Log files with
actions

performed by
the user using
the applcation
will be added
in next phases
of the
demonstrator.

Tooltips  with
help
information are
shown in eact
option of the
GUI menu to
help the user tc
understand the
actions
available.
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ID Validated Strategy Result Mandatory Comments

However, a
help button has
not been
included for
each screen i
the graphical
interface.

IR-F21 No N/A N/A No No regulatory
wiki has been
included in the

demonstrator.

IR-F22 Partially Test Case-1 Success No There is a Helg
ucCi section in the

main GUI

where  users
can find the
direct link to
mandatory
incident
reporting
regulations,
guidelines anc
directives
related to ECB
and PSD?2.

IR-F23 Partially Test Case-1 Success Yes The
ucCi administrator

can
create/modify/
delete  users
and assigr
them a
function.
However it is
not possible tc

assign the
same
permissions
into TheHive
tool, so the
users are
created  with
default
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Strategy

N/A

Technology
based

Test Case-1
ucCi

Mandatory

Comments

read/write
permissions.

The
demonstrator
does not
include the
possibility to
create anc
process rules
able to identify
and notify
specific
conditions for
monitoring
user activities.

The
components
used in the
demonstrator
include REST
APIs that allow
integration
with third-
party
technologies.

The
authentication
mechanism tc
access the
demonstrator is
based on
username an
password.
Strong
authentication
mechanisms
have not beer
implemented
in the
demonstrator.
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ID

IR-SP02

IR-SP03

Validated

Partially

Partially

Strategy

Test Case -1

UC1, Test
Case 2UC1

Test Case-1l
UC1, Test
Case 2UC1

Result

Success

Success

Mandatory

Yes

Yes

Comments

The
demonstrator
grants acces
to information
on a need ftc
know base anc
matching
authorisation
profiles. The
information
shown to the
user in the GUI
is different
depending or
his/her profile.
At the end of

the project,
when all the

information
required to
report the

incident  has
been includec

in the
demonstrator,
this
requirement
will be
completely
validated

(Currently, the
demonstrator is
focused on the
first
Mandatory
Report).

The
demonstator
ensures that thi
information
needed is mad;
available.

At the end of
the project,
when all the
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IR-SP04

IR-SPO5

Validated

Yes

Partially

Strategy

Test Case-1
ucCi

Technology
based

Result

Success

Success

Mandatory

Yes

Yes

Comments

information
required to
report the
incident has
been includec
in the
demonstrator,
this
requirement
will be
completely
validated
(Currently, the
demonstratois
focused on the
first
Mandatory
Report).

There is a
section in the
demonstrator
GUI to
configure users
and their
functions, in
order to ensure
limiting or
granting
permissions tc
each usel
based on theil
functions.

The platform
supports  the
tracking of the
security event
lifecycle

registering any
action

performed in
TheHive. The
tracking is
shown in real
time through
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IR-LFO1

IR-LFO2

IR-UO1

IR-U02
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Validated

Yes

Yes

Partially

Partially

Strategy

Test Case-1
UC1, Test
Case 2UC1

Test Case-1
UC1, Test
Case 2UC1

Test Case-l
UC1, Test
Case 2UCl1,
Test Case-3
ucCi

Test Case-l
UC1, Test
Case 2UC1
Test Case-3
ucCi

Result

Success

Fail

Success

Success

Mandatory

Yes

No

Yes

Yes

Comments

the capabilities
provided by
TheHive GUI.
However, it is
not stored in
the Incident
Register
databaseget.

The
demonstrator
includes a GUI
that allows the

interaction

with the
operator

The GUI
currently
included in the
demonstrator

only supports
English

language.
The GUI
should be

improved  to
guarantee tha
is user
friendly, offers
a better use
experience,
improves the
response time:
and facilitates
the navigation
between the
different
functionalities.

The GUI
allows the usel
to include all
the  required
information to
generate  the
first mandatory
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ID Validated Strategy Result Mandatory Comments
report  under
ECB and
PSD2. It will

need to be
completed with
the data
required  for
intermedium
and final
reports.

IR-U03 Yes Test Case-1 Fail Yes The

UC1, Test questionnaires

Case 2UC1 presented tc
the users of the
demonstrator
are not sel
adaptive. They
are not
customized
depending or
the information

already
provided aboult
the incident.
IR-OP0O1 Yes Technology Success Yes The Incident
based Reporting
Platform  will
be an
houseo
standalone
application
deployed on
the FI
premises.
IR-OP02 No N/A N/A No The
demonstrator
does not
include the
possibility of
selecting

currency in the
creation of the
incidents.
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ID

IR-OP03

IR-OP04

IR-MPO1

IR-MP02

IR-LRO1

108

Validated

No

No

Yes

Yes

No

Strategy

N/A

N/A

Test Case-l
uc

Test Case-1
ucCi

N/A

Result

N/A

N/A

Success

Success

N/A

Mandatory

No

No

Yes

Yes

Yes

Comments

The
demonstrator
supports
multiple time
Zones.

The
demonstrator
does not
include
business
calendars.

The
demonstrator
includes
configuration
mechanisms
for
incorporating
additional
regulations thai
may have
effect in
different
sectors.

The
demonstrator
has been

designed in &
flexible  and
modular way
to ensure that i
able to evolve
and cope with
regulatory
evolution over
the time and
geographies.

Incident
reporting
requirements
established by
the NIS
Directive  for
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ID

IR-LRO2

IR-LRO3

IR-LRO4

Validated

No

No

Yes

Strategy

N/A

N/A

Test Case-1
UC1, Test
Case 2UC1

Result

N/A

N/A

Success

Mandatory

Yes

Yes

Yes

Comments

Operators  of
Essentl
Services have
not been
considered in
the
demonstrator,
as they are no
included in the
scope of this
phase.

Incident
reporting
requirements
established by
the EU privacy
regulation
(GDPR) have
not been
considered in
the
demonstrator,
as they are no
included in the
scope of this
phase.

ENISA
Guidance on
Incident
reporting  for
elDAS have
not been
considered in
the
demonstrator,
as they are no
included in the
scope of this
phase.

Incident
reporting
requirements
established by
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ID Validated Strategy Result Mandatory Comments

Test Case-3 the ECB
uci framework
have beer
considered in
the
demonstrator.

IR-LRO5 Yes Test Case-1 Success Yes Incident
UC1, Test reporting
Case 2UC1 requirements
Test Case -3 established by
uCi1 the  Payment
Services
Directive
PSD2 have
been
considered in
the
demonstrator.

IR-LRO6 No N/A N/A Yes Incident
reporting
requirements
related to
Target2 systen
have not beer
considered in
the
demonstrator,
as they are no
included in the
scope of this
phase.

Table15: Incident Reporting IR-UC1 Validation Requirements' Coverage.

5.2 Use CasdR-UC2: Managerial Judgement

The main objective of this Use Case is to validate the effective possibility for the Controller to perform the
Managerial Judgement about the incident classification. The Incident Reporting Platform must give the
Controller the possibility to confirm, inease or lower the Incident Severity Level, as well as the possibility

to confirm the need for Incident Reporting suggested by the demonstrator.

This Use Case will be successfully validated if the decision taken by the Controller is reflected in the
incident reporting workflow, to proceed with the reporting to the competent authorities or to go back to the
previous stage of fAData Enrichmento.

The validation strategy has included the validation of functional requirements, security and privacy
requirements ahnonfunctional requirements, such as look and feel requirements, usability requirements,
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operational requirementsmaintainability and portability requirements and legal and regulatory
requirements.

The validation has been performtéatough the executioof the four different test scenarios of potential
security incidents detected in a financial entity describé&dlir2.1

5.2.1 Actors

The validation of this Use Casasbeen carried out by the two emgkrs involved in Task 5.4, BBVA
and Intesa Sanpaolo. In this particular Use Case, they represent users from their respective organizations
playing the role of Controller.

The validation of the qualityndicators has been performed by the technology owner, ATOS.

5.2.2 Test Case 1UC2: Managerial Judgement

5.2.2.1 Description

As it was described in D5.1 for the use case, Test Case 1 covers the authorization process in which the
Controller performs thevlanagerial Judgement about the incident classification. In this test case, the
Controller will confirm or not the incident severity level and the need for mandatory incident reporting
suggested by the platform. With this purpose, the Controller will bad@sther experience and further
considerations to analyse the specificities and details of the incident to determine the overall level of severity
through a Managerial Judgement, confirming, increasing or lowering the values suggested by the Incident
Reporting Platform.

Based on the assigned Incidémipact Severitythe most appropriate action plan to be implemented to
handle and respond to the incident will be determined by the platform according to the predefined incident
reporting workflow.

5.2.2.2 Test Cas&Vorkflow

Once the security incident has been classified, the next step in the workflow is the Managerial Judgement
done by the Controller.

First of all, the Controller has to check all the information about the incident that has been included in the
Incident Reporting Platform. Under the menu fAManage!
with the I mpact Classification. Selecting the op
Judgement Form is shown, detailing the Event Severitgs@ieation and the suggested mandatory

reporting based on the criteria of the regulations included in the scope of Phase 1 (PSD2 and the ECB/SSM
framework).

The Incident Reporting Platform also shows the authorities the Initial Report has to be Eemopedn
Centr al Bank, Nati onal Central Bank, Nati onal CSI1 |

The Controller has to confirm the options suggested by the Incident Reporting Platform.or change them, in
case it is necessary. Therefore, the Controller has the possibility to confiregsaar lower the Incident
Severity Level, as well as to confirm the need for Incident Reporting suggested by the demonstrator.

Once the Managerial Judgement has been done, the
t he t ask Advaenmaegnetroi.al Ju
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5.2.2.3 Test Results

The results of Test Case 1 have shown that the Incident Reporting Platform gives the Controller the effective
possibility to perform the Managerial Judgement about the incident classification. The Controller can
visualize the redtiof the classification (Significant or not Significant depending on the different scenarios)
and has the possibility to confirm it, as well as to confirm the need for Incident Reporting suggested by the
demonstrator.

It has also been verified that theaision taken by the Controller is reflected in the incident reporting
workflow to proceed with the reporting to the competent authorities or to go back to the previous stage of
AData Enrichmento. Automatically amdishel osed tae
Conversionodo is created to continue with the proce:

5.2.3 Technology Based Analysis

This Use Case validates the Managerial Judgement functionality of the demonstrator that is described below.

5.2.3.1 Managerial Judgement

The managerial judgee nt i s integrated in the incident repor
This means that they are steps requiring interaction with the user, in this case a user with the role of
Controller. This interaction is performed through forimegrated in the demonstrator GUI. In particular,

we have included two different managerial judgement forms:

1. Form to confirm the incident impact classification suggested by thipta(see Figurél) and
the reports that need to be submitted accordirige regulations enabled in the platform

& .
{conbrofer@inbeaaanpacho.com)

Comfirm mansgerisl frdgemant for the lecldent 517

Barad s dbe inlormuison vom bove compabed il thin potnt, e svordy sl vomr modess noclealid o Sapegfloam

Dy

1 %a

i

Mased on the informaing Sow hive dompabed ll this geial, yom aie ergaaied 1o sabmel & Wasdatiry looadmt Rejuet ta
&
{controlierd

Confirr mansgerisl judgement for the inddent

Baved o the information yow have compiied 8l thin poiat, you sev required 45 swbeit » Mandatory Incadent Report 4o

Your Numonal NIS Authormy Avthormes Vour Rawpe
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Figure51: Managerial judgement form (1RC2)

2. Form to confirm greefight to proceed with the reporting once the reports have been generated by
the platform (see use calseUC3).

@ .

iertrgdlen@iniesasanpacla ¢ om)

Cperliam qeaen lagh sapting Far tha beident |

Doe o ol i prietwied minl chor rogeiribag of this Srbdens [71%
1 M, s ety whey
T mra i Lt

Figure52: Greenlight managerial judgement ({RC2)

In these cases, the tasks associated to these steps in incident shown in the graphical interface of TheHive
are automatically closed once the userdwmapleted and submitted the form.

5.2.4 Quality Indicators

5.2.4.1 Effectiveness and efficiency of the solution

The indicators evaluated in this use case are the same described inssédidn

5.2.4.2 User and stakeholder engagement and impact evaluation

The evaluation of the users and stakeholders engagement as well as the impact the incident reporting
platform developed in this Use Case can have, will not be done at thimEtagalemonstrator (phasel).

At this stage of the development the validation has been done by the stakeholders participating in the project,
that can validate if the development arranged gives the results expected during the design of the prototype.
Thevalidation is a technological testing of the functionality of the tool. For this reason, the better user to
test it are the users of the Financial Institutions involved in the development, being also involved in
departments in charge of the Incident Rapgrin their Organizations. These end users are in the same way

the correct people to evaluate the impacts in the Incident Reporting process of the usage of the tool and the
real needs to be accomplished. These evaluations will be done at the end e¢kbyendent of the Incident
Reporting Platform.
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5.2.5 Requirements Coverage

The following table shows the requirements that have been validated in this Use Case and the results of the
validation.

Validated Strategy Result Mandatory Comments
IR-FO1 Yes Test Case-1 Success Yes The
ucz2 Managerial
Judgement
form included
in the
demonstrator

guarantees the
the Mandatory
Incident
Reporting is
not automatic,
to prevent
accidental
reporting (4eye
principle).

IR-FO8 Yes Test Case-1 Success Yes The

uc2 demonstrator
requests  the
authorization
of the FI
operator
(Controller) to
proceed with
the reporting.

IR-F12 Partially Test Case-1 Success Yes The platform
uc2 supports  the

tracking of the

security event

lifecycle
registering any
action
performed in
TheHive. The
tracking is

shownin real
time through
the capabilities
provided by
TheHive GUI.
However, it is
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ID

IR-F13

IR-F14

Validated

Yes

Partially

Strategy

Test Case-1l
ucz2

Technology
based

Result

Success

Success

Mandatory

Yes

Yes

Comments

not stored in
the Incident
Register

database yet.

An incident
reporting

workflow is
enforced in the
demonstrator,
creating and
assigning the
tasks in
TheHive that
the users nee

to do
depending or
their roles.

It is possible to
configure for
each stage ir
the workflow
what are the
tasks created
the description
shown in eact
of them, the
user assignel
and the tags
shown in the
incident. But it
is not possible
to change the
Incident
Reporting
Workflow by
the system
administrator
without
changing the
BPMN file and
recompiling
the code in the
demonstrator.
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IR-F15 Partially Test Case-1 Success Yes Functionality
uc2 partially

covered only
for criteria and
thresholds
related to
PSD2 and
ECB. There is
no assel
implementing
IR-FO4 and IR
FO5 based or
configurable
criteria and
thresholds.

IR-F17 No N/A N/A No The
demonstrator
does not
contain a
report module
that allows
access to the
information on
the number of
incidents that
occurred in a
given time.

IR-F18 No N/A N/A No The
demonstrator
does not
provide a
section where
the variables
that are going
to be present ir
the creation ol
the incidents
can be
configured.

IR-F19 Yes Technology Success Yes Each
based application
included in the
demonstrator
has log files
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ID

IR-F20

Validated

Partially

Strategy

Test Case-1
ucz2

Result

Success

Mandatory

No

Comments
with all the
actions

performed in
the
demonstrator
as well as
errors/message
S.

They are save(
in the system
and are alsc
available
through  the
docker
containers
logs.

Log files with
actions

performed by
the user using
the application
will be added
in next phases
of the
demonstrator.

Tooltips  with
help
information are
shown in eact
option of the
GUI menu to
help the user tc
understand the
actions
available.

However, a
help button has
not been
included for
eachscreen in
the graphical
interface.
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IR-F21 No N/A N/A No No regulatory

wiki has been
included in the

demonstrator.
IR-F22 Partially Test Case-1 Success No There is a Helg
ucz2 section in main

GUI where

users can finc
the direct link
to mandatory
incident
reporting
regulations,
guidelines anc
directives
related to ECB
and PSD2.

IR-F23 Partially Test Case-1 Success Yes The
ucz administrator

can
create/modify/
delete  users
and assigr
them a
function.
However it is
not possible tc

assign the
same
permissions
into TheHive
tool, so the
users are
created with
default
read/write
permissions.
IR-F24 No N/A N/A No The

demonstrator
does not
include the
possibility to
create anc

process rules
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ID

IR-F25

IR-SPO1

IR-SP02

Validated

Yes

Yes

Partially

Strategy

Technology
based

Test Case-1
ucz2

Test Case-1
uc2

Result

Success

Fail

Success

Mandatory

Yes

Yes

Yes

Comments

able to identify
and notify
specific
conditions for
monitoring
user activities.

The
components
used in the
demonstrator
include REST
APIsthat allow
integration
with third-
party
technologies.

The
authentication
mechanism tc
access the
demonstrator is
based on
username an
password.
Strong
authentication
mechanisms
have not beer
implemented
in the
demonstrator.

The
demonstrator
grants acces
to information
on a need ftc
know base anc
matching
authorisation
profiles. The
information
shown to the
user in the GUI
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ID

IR-SPO3

Validated

Partidly

Strategy

Test Case-l
uc2

Result

Success

Mandatory

Yes

Comments

is different
depending or
his/her profile.
At the end of

the project,
when all the

information
required to
report the

incident has
been includec

in the
demonstrator,
this
requirement
will be
completely
validated

(Currently, the
demonstrator is
focused on the
first
Mandatory
Report).

The
demonstrator
ensures that th
information
needed is mad
available.

At the end of
the project,
when all the

information
required to
report the

incident  has
been includec

in the
demonstrator,
this
requirement
will be
competely
validated

(Currently, the
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ID

IR-SP04

IR-SP0O5

Validated

Yes

Partially

Strategy

Test Case -1

uc2

Technology
based

Result

Success

Success

Mandatory

Yes

Yes

Comments

demonstrator is
focused on the
first

Mandatory
Report).

There is a
section in the
demonstrator
GUI to
configure users
and their
functions, in
order to ensure

limiting or
granting
permissions tc
each usel
based on thei
functions.
Logging,

timestamping
and tracking
mechanisms
have beer
incorporated a
all phases of
the  Incident
Reporting
process.

The platform
supports  the
tracking of the
security event
lifecycle
registering any
action
performed in
TheHive. The
tracking is
shown in real
time through
the capabilities
provided by
TheHive GUI.
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ID Validated Strategy Result Mandatory Comments

However, it is
not stored in
the Incident
Register

database yet.

IR-LFO1 Yes Test Case-1 Success Yes The
ucz2 demonstrator
includes a GUI
that allows the

interaction
with the
operator
IR-LFO2 Yes Test Case-1 Fail No The GUI
uc2 currently
included in the
demonstrator
only supports
English
language.
IR-UO1 Partially Test Case-1 Success Yes The GUI can
uc2 be improved to
guarantee tha
is user

friendly, offers
a better use
experience,
improves the
response time:
and facilitates
the navigation
between the
different
functionalities.

IR-OPO1 Yes Technology Success Yes The Inciden
based Reporting

Platform  will
be an
houseo
standalone
application
deployed on
the FI
premises.
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ID Validated Strategy Result Mandatory Comments

IR-OPO03 Yes Technology Success No The
based demonstrator
supports
multiple time
zones.

IR-OP04 Yes Technology Success No The
based demonstrator is
able to
consider
different
business
calendars.

IR-MPO1 Yes Test Case-1 Success Yes The

ucz2 demonstrator
includes
configuration
mechanisms
for
incorporating
additional
regulations that
may have
effect in
different
sectors

IR-MP02 Yes Test Case-l Success Yes The

uc2 demonstrator
has beer
designed in ¢
flexible and
modular way
to ensure that i
able to evolve
and cope with
regulatory
evolution over
the time and
geographies.

IR-LRO1 No N/A N/A Yes Incident
reporting
requirements
established by
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ID Validated Strategy Result Mandatory Comments
the NIS

Directive for
Operators  of
Essential
Services have
not been
considered in
the
demonstrator,
as they are no
included in the
scope of this
phase.

IR-LRO2 No N/A N/A Yes Incident
reporting
requirements
established by
the EU privacy
regulation
(GDPR) have
not been
considered in
the
demonstrator,
as they are no
included in the
scope of this

phase.
IR-LRO3 No N/A N/A Yes ENISA
Guidance on
Incident
reporting for
elDAS have
not been
considered in
the
demonstrator,

as they are no
included in the
scope of this

phase.
IR-LRO4 Yes Test Case-l Success Yes Incident
uc2 reporting

requirements
established by
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ID Validated Strategy Result Mandatory Comments

the ECB
framework
have beer
considered in
the
demonstrator.

IR-LRO5 Yes Test Case-1 Success Yes Incident
uc2 reporting
requirements
established by
the Payment
Services
Directive
PSD2 have
been
considered in
the
demonstrator.

IR-LRO6 No N/A N/A Yes Incident
reporting
requirements
related to
Target2 systen
have not beer
considered in
the
demonstrator,
as they are no
included in the
scope of this
phase.

Table16: Incident Reporting IR-UC2 Validation Requirements' Coverage

5.3 Use Case IRUCS: Data Conversion and reporting preparation

The main objective othis Use Case is to validate if the Incident Reporting demonstrator includes all the
needed information into the appropriate template/communication to be sent to the Competent Authority.The
tool must be able to convert the data collected in the previcaseph(Use Case 1) into the appropriate
formats and templates required by the Competent Authorities, depending on the nature of the incident.
Besides, the tool must be able to perform the actual reporting once the Controller has authorized it.

125



@ Cyber
Security
AN

NS for Europe CyberSec4Europb5.31 Validation of Demonstration Case Phase 1
\’ -

The validaton strategy will include the validation of functional requirements, security and privacy
requirements and nefnctional requirements, such as look and feel requirements and usability
requirements, through the execution of different test scenarios oftipbtsturity incidents detected in a
financial entity. This use case will be successfully validated if the reports associated to the two regulatory
frameworks considered in this phase 1 (PSD2 and ECB) are generated and populated with the information
aboutthe incident registered in the platform in the execution of the user cd$€1RThe reports generated

will be sent by email to the Incident Reporting Team (IRT); when the report is validated the IRT proceed
with the reporting and releasing of the ingitlezport to the competent Authority.

5.3.1 Actors

The validation of this Use Case will be carried out by the twoeusads involved in Task 5.4, BBVA and
Intesa Sanpaolo. In this particular use case, they represent users from their respective organizations playing
the following roles:

- Controller
- IncidentReporting Team (IRT)

The validation of the quality indicators has been performed by the technology owner, ATOS.

5.3.2 Test Case 1UCS3: Data conversion and reporting preparation to ECB

5.3.2.1 Description

The test case-WC3 aims at verifying the automatic generatof the correct template for ECB Authority.

The tool must be able to convert data collected in the previous phases (Use Case 1) into the appropriate
format and template required by the Authority. The prototype must be able to collect all necessary
information to fill in the correspondent sections of the template. In phase 1 itis released only the first report.
The first report must have the information about the Financial Institution which identify it, included
references of the contact persons. It giswvides the incident detection date and a general description of

the incident, in a free field. The tests executed aim at verify that the prototype is able to find and report all
required information in the correspondent fields in the correspondentatiempl

This test case is associated to the requiremeti®OBR- It must produce the appropriate template and
communication, in the appropriate format to be sent to the Competent Authority.

The validation has been performibdough the execution of the testenarios 1 and 3 describedbin.2.1

5.3.2.2 Test Case Workflow

The Use Case 3 starts with the data conversion. The task is assigned to the Incident Reporting Team (IRT)
that can add additional necessary data for the preparation of the template. Then, the IRT launches the data

conversionn nvoking the tefXepopodeéei nfjl Ddetsdhe t6ad able ¢orpst the 0 ; it
correspondent data in the template and generate the template file. The file is sent to the Incident Reporting
Team (I RT); the I RT must validate tvheer swrointot;e na futpe ri
it, the user with role of Controller will confirm if it is possible to proceed with the reporting of that report

to the Authority. TheCont r ol I er wi | | use the platform tab @dMan
with therepor i ng. After this authorization, the task AR

Reporting Team can send the template to the correspondent Authority. It is done out of the tool but after
doing it, the I RT will &hRed¢t etacinlgoseoft tdet avlol fRe
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reporting workflow and than, the report will appear in the dashboard as reported. At this stage, the workflow
can start again with the fAdata enrichmento stage

5.3.2.3 Test Results

Test conducted confirmed the correct compilation of the ECB template with the data about the Financial
Institution. There are correctly reported the name of the Financial Institution, the type of the entity
(supervised by SSM), the countof the entity affected, the contact references, primary and secondary
contact (name, email and telephone number) and the incident detection date and hours.

It will be detected in phase 2 the possibility of filling in automatically the templates witlrea detailed
general description of the incident reported in the correspondent field. The field in which describe the
incident is present in all three templates, first, intermediate and final.

5.3.3 Test Case 2UC3: Data conversion and reportingpreparation for PSD2

5.3.3.1 Description

Test case 2JC3 aims at verifying the automatic generation of the correct template for PSD2 Regulation.
The tool must be able to convert the data collected in the previous phases (Use Case 1) into the appropriate
format andtemplate required by the Authority. The prototype must be able to collect all necessary
information to fill in the correspondent sections of the template. In phase one it is released only the first
report. The first report must have the information alloet~inancial Institution which identify it, included
references of the contact persons. It also provides the incident detection date, the incident detector and a
general description of the incident, in a free field. The tests executed aim at verifetphedtotype is able

to find and report all required information in the correspondent fields in the correspondent template.

This test case is associated to the requiremeriOR- It must produce the appropriate template and
communication, in the appropte format to be sent to the Competent Authority.

The validation has been performibdough the execution of the testenarios 2 and 3 describedbid.2.1

5.3.3.2 TestCase Workflow

The Use Case 3 starts with the data conversion. The task is assigned to the Incident Reporting Team (IRT)
that can add additional necessary data for the preparation of the template. Then, the IRT launches the data
conversioninvoking therespnder fAl nci dent R e p detstthie tog able dotpat th€ o nv e r
correspondent data in the template and generate the template file. The file is sent to the Incident Reporting
Team (IRT); the IRT must validate the written up template closingthes k fiDat a Conver si on
it, the user with role of Controller confirm if it is possible to proceed with the reporting of that report to the

Authority. TheCont r ol | er uses the platform tab AManageri al
reporting. After this authorization, the task ARe
Team can send the template to the correspondent Authority. It is done out of the tool but after doing it, the

I RT wi | have to ichgps& Rdlee a saistkg 0 Adfe ptoreg t ool to pi

workflow and then, the report will appear in the dashboard as reported. At this stage the workflow can start
again with the fAidata enrichmentodatstage ai ms at pr
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5.3.3.3 Test Results

Tests conducted confirmed the correct compilation of the PSD2 template with the data about the Financial
Institution affected, the name of the Financial Institution, the country of the entity, the contact references,

primary and secondacontact (name, email and telephone number). Are also present the incident detection

date and hours and who detected the event.

It will be detected in phase 2 the possibility of filling in the templates with the general description of the
incident repated in the correspondent field. The field in which describe the incident is present in all three
templates, first, intermediate and final.

5.3.4 Technology Based Analysis

This Use Case validates the capability of the demonstrator to convert the data cabeciiettie incidents
and generate reports based on different templates and formats.

5.3.4.1 Data conversion and generation of reports

The main functionality covered by this use case is the automatic generation of the incidents reports
according to the different tgrtates associated to the mandatory incident reporting procedures defined in
PSD2 and ECB. Although the data model and the graphical interface are prepared to define different formats
of templates for the reports in the platform, this demonstrator is fd@msthe generation of Excel reports

since this is the format required by these regulations.

(=28

(admin_sgs@intesasanpacia com)

Temgplates Configuration

¢}

Regutation Racipier Foemat Filenarme

Figure53 Templates menu in RIC3

This functionality is implemented by the serviage-reportsgeneratorincluded in the asset AIRE. It
accesses to the information registered in the Incident Register database and uses the templates provided by
the supervisory authoidts for reporting (se Figure54 and Figure55). The Apache PGt library for

Microsoft Documents has been used to work with the Excel files.

The mapping between the element in the data model where the information is stored and the name of the
cell in the output Excel whererieeds to be written is defined in an Excel included in the configuration of

2! https://poi.apache.org/
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the service. In this way, in case the templates or the information required in them change, they can be easily
updated without modifying the service.
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Figure54: ECB Template (IRUC3)
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Figure55: PSD2 template (IRJC3)

5.3.5 Quality Indicators

5.3.5.1 Effectiveness and efficiency of the solution
The indicators evaluated in this use case are the same described inss&didn

5.3.5.2 User and stakeholder engagement and impact evaluation

The evaluation of the useend stakeholders engagement as well as the impact the incident reporting
platform developed in this Use Case can have, will not be done at this stage of the demonstrator (phasel).

At this stage of the development the validation has been done by theotdeke participating in the project,

that can validate if the development arranged gives the results expected during the design of the prototype.
The validation is a technological testing of the functionality of the tool. For this reason, the better user

test it are the users of the Financial Institutions involved in the development, being also involved in
departments in charge of the Incident Reporting in their Organizations These end users are in the same way
the correct people to evaluate the impatthe Incident Reporting process of the usage of the tool and the

real needs to be accomplished. These evaluations will be done at the end of the development of the Incident

Reporting Platform.
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5.3.6 Requirements Coverage

The following table shows the regainents that have been validated in this Use Case and the results of the

validation.

Validated

Comments

OB-SPO1

IR-FO1

IR-FO3

IR-FO9

Yes/No/Patrtial
ly

Yes

Partially

Partially

Strategy

Test Case
XXX,
Questionnaire,
technology
based

Test Case-l
ucs3

Test Case2
ucs3

Test Case-1
UcC3

Test Case 2
UcC3

Test Case-l
ucs3

Test Case2
ucs3

Success/Falil

Success

Success

Success

Mandatory

Yes/No

Yes

Yes

Yes

Any comments
here.

Mandatory
Incident
Reporting is
manual;  the
IRT send the
Report to the
Authority not
using the tool

The platform
supports to
include new
templates with
the information
that need to be
included in the
reports. But it
is not
implemented
yet the
possibility to
upload/downlo
ad them from
the GUI.

The tool
produce the
appopriate
template anc
communicatio
n, in the

appropriate
format to be
sent to the
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IR-F10

IR-F11

IR-F12

IR-F13

CyberSec4Europb5.31 Validation of Demonstration Case Phase 1

Validated

Partially

No

Partially

Yes

Strategy

Test Case-l
UC3

Test Case 2
UC3

N/A

Test Case-1
UC3

Test Case 2
UC3

Test Case-1
UC3

Test Case2
UC3

Result

Success

N/A

Success

Success

Mandatory

Yes

Yes

Yes

Yes

Comments

Competent
Authority for
the two
Regulations
considered
(phase 1
scope).

It provides the
appropriate

template anc
send it to the
IRT team.This
team will send
it to Head
Office ISO

It is not yet
possible to
validate this
functionality

The platform
supports  the
tracking of the
security event
lifecycle
registering any
action
performed in
TheHive. The
tracking is
shown in real
time through
the capabilities
provided by
TheHive GUI.
However, it is
not stored in
the  Incident
Register
databaseget.

An incident
reporting

workflow s
enforced in the
demonstrator,
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ID Validated Strategy Result Mandatory

IR-F14 Partially Technology Success Yes
based

IR-F16 Yes Test Case-l Success Yes
uc3
Test Case2
ucs3

Comments

creating and
assigning the
tasks in
TheHive that
the users nee|

to do
depending or
their roles.

It is possible to
configure for
each stage ir
the workflow
what are the
tasks created
the description
shown in eact
of them, the
user assignel
and the tags
shown in the
incident. But it
is not possible
to change the
Incident
Reporting
Workflow by
the sysém
administrator
without
changing the
BPMN file and
recompiling
the code in the
demonstrator.

The
Administrator
user is able to
to configurate
the
regulations,
the recipients,
the channels
and the
templates

133



Cyber
Security

%: f_°r Europe CyberSec4Europb5.31 Validation of Demonstration Case Phase 1
ID Validated Strategy Result Mandatory Comments
IR-SPO1 Yes Test Case-1 Fail Yes The
UC3 authentication
Test Case 2 mechanism to
UC3 access the
demonstrator
is based on
username and
password.
Strong
authentication
mechanisms
have not been
implemented
in the
demonstrator.
IR-SP02 Partially Test Case-1 Success Yes The
ucs demonstrator
Test Case-2 grants acces
UC3 to information

on a need ftc
know base anc
matching
authorisation
profiles. The
information
shown to the
user in the GUI
is different
depending or
his/her profile.

At the end of
the project,
when all the
information
required to
report the
incident has
been included
in the
demonstrator,
this
requirement
will be
completely
validated
(Currently, the
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ID

IR-SP03

IR-SP04

Validated

Partidly

Yes

Strategy

Test Case-1
UC3

Test Case 2
UC3

Test Case-1
UC3

Test Case2
UC3

Result

Success

Success

Mandatory

Yes

Yes

Comments

demonstrator
is focused on
the first
Mandatory
Report).

The
demonstrator
ensures that thi
information
needed is madk
available.

At the end of
the project,
when all the
information
required to
report the
incident has
been included
in the
demonstrator,
this
requirement
will be
completely
validated
(Currently, the
demonstrator
is focused on
the first
Mandatory
Report).

There is a
section in the
demonstrator
GUI to
configure
users and their
functions, in
order to ensure
limiting or
granting
permissions to
each user
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ID Validated Strategy

IR-SP05 Partially Technology
based

IR-LFO1 Yes Test Case-1
UC3

Test Case2
UC3

IR-LF02 Yes Test Casd-
UC3
Test Case 2
UC3

136

Result

Success

Success

Fail

Mandatory

Yes

Yes

No

Comments

based on their
functions.

Logging,
timestamping
and tracking
mechanisms
have beer
incorporated ai
all phases of
the Incident
Reporting
process.

The platform
supports the
tracking of the
security event
lifecycle
registering any.
action
performed in
TheHive. The
tracking is
shown in real
time through
the capabilities
provided by
TheHive GUI.
However, it is
not stored in
the Incident
Register
database yet.

The
demonstrator
includes a GUI
that allows the

interaction

with the
operator

The GUI
currently
included in the
demonstrator

only supports
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ID

IR-UO1

IR-LRO1

IR-LRO2

Validated

Partially

No

No

Strategy

Test Case-l
ucs3

Test Case2
ucs3

N/A

N/A

Result

Success

N/A

N/A

Mandatory

Yes

Yes

Yes

Comments

English
language.

The GUI
should be
improved  to
guarantee tha
is user
friendly, offers
a better user
experience,
improves the
response time:
and facilitates
the navigation
between the
different
functionalities.

Incident
reporting
requirements
established by
the NIS
Directive for
Operators  of
Essential
Services have
not been
considered in
the
demonstrator,
as they are no
included in the
scope of this
phase.

Incident
reporting
requirements
established by
the EU privacy
regulation
(GDPR) have
not been
considered in
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IR-LRO3

IR-LRO4

IR-LRO5

IR-LRO6
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Validated

No

Yes

Yes

No

Strategy

N/A

Test case-1
UC3

Test case 2
UcCs3

N/A

Result

N/A

Success

Success

N/A

Mandatory

Yes

Yes

Yes

Yes

Comments

the
demonstrator,
as they are no
included in the
scope of this
phase.

ENISA
Guidance on
Incident
reporting  for
elDAS have
not been
considered in
the
demonstrator,
as they are no
included in the
scope of this
phase.

Incident
reporting
requirements
established by
the ECB
framework
have beer
considered in
the
demonstrator.

Incident
reporting
requirements
established by
the Payment
Services
Directive
PSD2 have
been
considered in
the
demonstrator.

Incident
reporting
requirements
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ID Validated Strategy Result Mandatory Comments
related to

Target2 systen
have not been
considered in
the
demonstrator,
as they are no
included in the
scope of this
phase.

Tablel7: Incident Reporting IR-UC1 Validation Requirements' Coverage

5.4 Validation Summary

Validated Result Comments

IR-UC1 Partially Success The main functionalities
specifically related tc
data collection for the
generation of the firs
report for ECB anc
PSD2 regulations hav

been successfull:
validated.
IR-UC2 Partially Success The main functionalities

specifically related tc
manageria judgemer
for ECB and PSD:Z
regulations have bee
successfully validated.

IR-UC3 Partially Success The main functionalities
for data conversion an
generation of the firs
report for ECB anc
PSD2 egulations have
been successfull
validated.

Tablel18: Incident Reporting demonstrator's use cases validation summary.
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Once validated the requirements defined in D5,1 through the three use cases we can summarize that all the
main mandatory functionalities for each of the use cases are covered and most of the rest are partially
covered.

We need to highlight that during ghiirst demonstrator we have focused only onthe first mandatory report

under two regulatory frameworks (ECB and PSD2) whereas six regulations are included in the requirements.
For this reason, we have consi detwilldeedaevalidatetd | y 0o v
completely at the end of the project once the intermedium/final reports for the six regulations are available.

On the other hand, in this first version of the prototype we have focused on providing the main capabilities
that ned to have the incident reporting platform and in this sense we consider all the requirements have
been successfully addressed. It is worth noting that there are many mandatory requirements (17/36) related
not to functionalities of the incident reportiniatiorm but to security and privacy, look and feel, usability,
operational, maintanibility and portability which
considered that, although the functionalities are provided, they could be improueglrixit iterations of

the demonstrator. For example, the GUI could be moreftisadly, the administration of users could have

more capabilities (currently not supported by the open source tool used in the platform), or the logging and
tracking systemsould include more details (e.g. specific log files with a register of the actions performed

by the users). Additional requirements included in D5.1 and not currently covered, such as strong
authentication mechanisms, consideration of different businésisdeas, support for selecting currency
applicable, support for mutanguage or selfidaptive questionnaires, will be reviewed to check if they are
included in next deliveries of the demonstrator or they are not prioritary and those requirements can be
skipped.

5.5 Lessons Learned and Future Work

Through the validation perfor med inadentrbporingidthe i ver a
financial sectodo de monstrator can effectively offer suppor
of gathering information about security incidents and preparation of the mandatory incident reports that
need to be sent to the competent authorities.

However, duing the validation of the Incident Reporting Platform it has been verified that the open source

tool TheHive included as incident management and response solution in the platform has some limitations
for Data Collection. For example, fields to be completgth the information of the incident cannot be
grouped depending on the type of information to be provided (impact of the incident, incident type,
estimated costs, é) to make t hfrendly.rAodstheeitis noRespdd r t i n g
to create multchoice fields, it has been necessary to include several fields to select one by one all the
options (such as the impacts on personal data, on offered trust services, on essential services provided, etc).

It is also worth mentioning thauring the validation we have realized that, although we have a predefined
workflow covering all the incident reporting stages that should be followed for the regulatory frameworks
included in the demonstrator, the reality can be more complex and exsepiicsurrently managed by the
demonstrator can appear. The current incident reporting workflow needs more analysis to identify all these
potential exceptions to the main incident reporting workflow and determine how to proceed in those cases.

We have idetified several lines of future work to complete and enhance the incident reporting platform
demonstrator validated in this Deliverable. The priority will be to complete the incident reporting workflow
with the generation of the intermediate and final repfor the regulations we are currently working, ECB
and PSD2. We will also work on completing some of the requirements currently partially covered or not
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available yet, such as the single smn feature, the muHianguage or include the possibility to
upload/download report templates from the GUI.

As currently the platform only covers a subset of the criteria and thresholds established by the regulations
included in the scope of Phase 1 (PSD2 and ECB framework), in the next phases of the develaaent all
criteria and thresholds defined should be considered.

Tutorials and user manuals including the ones related to the deployment and installation of the incident
reporting platform will be also prepared and included in next releases of the demonstrator.

The validation sessions showed the necessity to implement the data model prepared. Next implementation
will consider furthermore the ability to support templates for the same regulation but from different
countries; as a matter of fact local regulationldanodify slightly the template required.

Additionall vy, related to the research chall enge
reports to increase cyber resilienced presented
integration of the demonstrator with the threat intelligence platform instances using MISP provided by
ATOS, KUL and UMU in the context of the task 3.4.

Finally, we would like to extend in the next iteration of the demonstrator the current platform in¢heding
generation of reports according to the templates of other regulatory frameworks (such as NIS directive,
GDPR or eIDAS regulation). It will depend on the progress of the development of the tool.
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6 Maritime Transport

The Maritime Transport demonstraisra representative example of a collaborative and complex process
that involves domestic and international transportation, communications and information technology,
warehouse management, order and inventory control, materials handling and import&ciptatidn,

among others. The maritime transport services include various interactions and tasks among the various
entities engaged (stakeholders and actors) having different goals and requirements. Multiple strategies will
be combined to validate the régements identified in D5.1 for the four use casescribed in the Maritime
Transport DemonstratioBelow, we describe in detail the validation of each use case scenario.

6.1 Use CaseMT -UCL1: Threat Modelling and Risk Analysis for Maritime
Transport Service

In the context of deliverable D5.2, MJC1 was broken down to a set of intertwined functionalities
represented bgubusecases:
1 MT-UC1.1: Assets Identification and IT Infrastructure Representation.

MT-UC1.2: Maritime Services Analysifid Representation.
MT-UCL1.3: Vulnerability Management.

MT-UCL1.4: Threats and Controls Management.
MT-UCL1.5: Threat Scenarios Specification.

MT-UCL1.6: Maritime Transport Risk Analysis.

MT-UCL.7: Attack Paths Generation and Representation.

=A =4 =4 =4 =4 =4

1 MT-UC1.8:Maritime Transport Risk Management.

For the use cases listed above, multiple aspects will be validated either partially or fully. Most of the
requirements that were previously set, and are considered necessary to successfully cary Glitavir
1 Securiy and Privacy Requirements.

1 Operational Requirements.
1 Usability Requirements.
1 Legal and Regulatory Requirements.
1 Social and Political Requirements.
To validate these requirements, a combination of three approaches will be utilized:

1 Technical Test Case$hese willbe used to validatél) the Security & Privacy Requirements (in
particular, part of the Vulnerability Assessmefi) the Operational Requirements (in particular,
Installation & Deployment, Functionality Testing, Unit Testing) é8ithe Usbility Requirements
(in particular, User Acceptance Testing)

i Target Group EngagemenQuestionnaires will be utilized to enable stakeholder evaluation, to
validate(1) the Legal and Regulatory Requiremeli® the Social and Political Requiremerand
(3) the Usability Requirements.
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1 Technology Based AnalgsDocument analysiwill be used tgartially validate(1) the Security &
Privacy Requirements (i.e., compliance with relevant security standards), (&pt#rational
Requirementsi.e., themethoddogy, software components and libraries utilizednplement the
architecture and theslevantfunctionalitie3, (3) the Legal and Regulatory Requirements and (4)
the Social and Political Requirements with respect to the relevant standards, best practices
directives and guidelines

Showcase ScenarioThe HAVehicles Transport Chaindo Service
numerous players, including shippers, transport operators that involve the shipment and receipt of various
types of vehicles anelquipment such as trucks, vans, truck trailers, threshing machines etc. This Service is

a relatively long and complicated process that involves domestic and international transportation, warehouse
management, order and inventory control, materials handimgprt/export facilitation, and information
technology. In this framework, the vehicles transport affects many sectors along the supply chain.

6.1.1 Actors
The validation approaches presented above are carried out by two main actors to cover both technical and
business aspects of the demonstrator

1 Security researchers from UPRC tested the proposed system to identify possible bugs and other
problems regarding functionality aspects.

9 Piraeus Port Authority (PPA) is a main actor in the Demonstration Scenario, PPA participates in
several Maritime Transport Services (such as Vehicle Transport Service). To appropriate the extent
to which the system neshnitassertgnestionmdiréesevare filed inbye e d s
PPA.

6.1.2 Test Case MTFTC1
MT-TC1 can be illustrated as a general Test Case containing a set of specific test cases:
I MT-TCL.1: Installation and Deployment of the Components.
1 MT-TCL1.2: Technical Evaluation.
I MT-TCL1.3: User Tsting.
1 MT-TCL1.4: Vulnerability Assessment.

6.1.2.1 MT-TCL1.1: Installation and Deployment of the Components

6.1.2.1.1 Description

The CS4E Maritime Risk Assessment system requires multiple components to be installed before the
application can be built and run. The deploytgfithe system is based on Java jdk 8 and Apache maven
(as Building Server), while the execution requires Apache solar (for Distributed search and index replication
Server), Mongodb and Mysqgl server (as Database Servers), Apache ActiveMQ (as Messagng Ser
Neodj(as Graph Database Server) and Apache Spark (as Job Server).
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6.1.2.1.2 Test Case Workflow

1 The first step of the installation process is to install Java jdk 8 and add its bin folder path to the path
environment variable. Java is essential in this casee i is used to install other components, to
build and run the project.

Then apache maven is installed, and its bin folder path is added to the path environment variable.
The rest of the servers are installed through executables or through their leirséop.v

Test that all servers are functioning, set credentials and ports.

Vulnerability-AssetWeakness Data are imported to Mysq|l.

Quartz Scheduler tables are imported to Mysq|l.

= =4 =4 =4 =4 =

Application.propertiedile, which is contained in the CS4E MRA project is adjusted to the
credentials and ports that were set for the installed servers.

1 Using CMD or bash, the command mvn install is executed in the main directory of the CS4E MT
RA project, which initializes procedure called dependency injection, which fetches all the required
libraries, connectors and such required to run the project.

1 Once the building procedure finishes successfully the application can be launched through a jar file.

6.1.2.1.3 Test Results

The application is installed, configured and deployed.
6.1.2.2 MT-TC1.2: Technical Evaluation
6.1.2.2.1 Unit Testing

6.1.2.2.1.1 Description

An iterative software development process where the smallest testable parts of an application (units) are
individually and independently scruithed to verify their proper operation. It stands at the base of the testing
pyramid and is a prerequisite for more complex testing operations (e.g. integration testing, performance
testing, functional testing, etc.). Individual software units must be adielguested before being combined

in groups at higher levels of the testing hierarchy. Proper unit testing, aside from verifying the correctness
of the individual software units, manages to:

Improve code quality.

Enable the adoption of agile methodologiee r oughout the devel opment |
Facilitate functionality changes.

Simplify integration between higher | evel comp

Identify design deficiencies through exposing strong coupling of software units.

=A =/ =4 =4 =4 =

Reduce turnaround time required for bug fixing.

6.1.2.2.1.2 Test Case Workflow

For each unit test a file from the source code will be chosen, then a specific scope is set, under which the
chosen file will be investigated, regarding the following aspects:
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1 Proper data retrieval.
9 Proper operation of dataodifying actions (create, updated, delete).
1 Proper authorization enforcement (e.g. business partners can only browse their assets).
9 Proper operation of any other supported functionality.

6.1.2.2.1.3 Test Results

Test Readl®usmmari zes the results of the unit testing.

Test Filename Test Scope Execution Results

RiskMethodologyTests.jav| Assess the  correctness
a vulnerability impact,vulnerability | .
level and risk level calculations q e
per the CS4E MIRA risk| ==
assessment methodology.

IAssetServiceTest.java Assesses the correct of all as
service operations. In more dete
data retrieval, data entry, dg o
editing, asset deleting, ar
unauthorized as
are being performed.

Tabll9e Summary of the results of Unit Testing

6.1.2.2.2 Integration Testing
6.1.2.2.2.1 Description

Integration testing is the software testing phase where individual modules (units) areembantd tested
as a group. This phase succeeds unit testing, and its purpose is to expose faults between integrated
components. CS4E MRA's integration testing activities involve the data access layer.

CS4E MT-RA works with four different data store tyge
1 Avrelational database (MySQL) that serves as the default database for the tool.
T A no SQL store (MongoDB) that is particularly
o Creating asset inventory replicas as a result of risk assessment executions and simulations.
0 Storing collected cybersecurity content by the open intelligence module.

1 A graph database (Neo4j) to support complex asset hierarchies and relationships.
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1 An enerprise search platform (Apache Solr) providing document indexing and fast searching for
the filtered cybersecurity content.

6.1.2.2.2.2 Test Case Workflow

The integration tests developed for the data access layer of the CS4EANJIO! provide 100% code
coverage (pplies to data access related functioigble 20 contains the exhaustive list of all data access
related integration tests and provides the following information:

1 Name of the file containing the test (all files are available in the projsade).
1 The type of the associated data store.

1 The operations under integration test (read, write, delete).

Integration Test Filename Data Store Tested Operations
AssetTestTest.java MySQL read, write, delete
NetworkTestTest.java MySQL read,write, delete

VulnerabilityTestTest.java MySQL read, write, delete
VendorTest.java MySQL read, write, delete
ProductTest.java MySQL read, write, delete
AttackScenarioTest.java MySQL read, write, delete
ThreatTest.java MySQL read, write, delete
ControlTest.java MySQL read, write, delete
SiteTest.java MySQL read, write, delete
BusinesspartnerTest.java MySQL read, write, delete
UserRepositoryTest.java MySQL read, write, delete
SupplyChainTest.java MySQL read, write, delete
ProcessTest.java MySQL read, write, delete
PendingActionTest.java MySQL read, write, delete
RiskAssessmentTest.java MySQL read, write, delete
RiskassessmentRunAssetTest.jg MongoDB read, write, delete
RAAssetTest.java MongoDB read, write, delete
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Integration Test Filename Data Store Tested Operations
AssetNodeTest.java Neo4j read, write, delete
SocialContentTest.java Apache Solr read, write, delete
Tab2a208ummary of the .java classes included in the

6.1.2.2.2.3 Test Results

Test ResultsSample Results @dusinesspartnerTest.jaaae illustrated ifFigure56.

File Edit Source Refactor Navigate Search Project Run Window Help

. @~ D % F v vQ -~
f# Package Explorer Y Type Hierarchy |du JUnit & ik m)
o” &1 BE Q@ > =

Finished after 10.267 seconds

Runs: 2/2 8 Errors: 10 B Failures: 0
S |
vt eu.mitigate.repository.relational.BusinesspartnerTest [Runner: JUnit 4] (0.152 s)

¢kl testBusinesspartnerCreateDelete (0.123 s)

Figure56: Results of Integration Testing

6.1.2.2.3 PerformanceTesting

6.1.2.2.3.1 Description

The performance testing has been carried out with all instances. CSH2ANSTan application that won't
expect high loads of requests and given its REST nature and the underlying design it will always respond
in a timely manner. Taskbat take a while to run are executed asynchronously.

The most resour ce ¢ o0ns u-RA g is theordkuassessneeit one.Hrepra@i&4 E MT
when an operator initiates and executes a risk assessment, the system performs the following tasks:

9 t collects assets that are part of the process under review for all business partners

T identifies and collects (if any) the asset:
partners

1 & merges the two asset sets in one containing all uniquesentrie
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1 H retrieves the vulnerability profile per asset and detects which vulnerabilities are not treated by
already applied security controls

1 H performs calculations as per risk assessment methodology and stores the final results

6.1.2.2.3.2 Test Cas&Vorkflow

Figure57 displays risk assessment execution time as a function of the number of assets it assesses. The time
value (in ms) on the vertical axis representsttital execution time needed from the moment a web user
clicks the button to initiate/execute a risk assessment on the browser till the latter receives a response from
the system (either successful or not). While the turnaround time does not dependrstielynomber of

assets included (number of vulnerabilities and security controls applied are also important), it is indicative
that the system's performance is predictable and the time complexity of the operation can safely be
considered as linearAs thegoal of this test case was to assess the risk assessment execution time and not
the accuracy of the results, both real and synthetic data were used, in order to increase the number of input
assets.

6.1.2.2.3.3 Test Results

Test ResultsSample Results of Performantesting are illustrated iRigure57

Assets

Figure57: Risk assessment performance results

6.1.2.3 MT-TC1.3: User Acceptance Testing

6.1.2.3.1.1 Description

Implementation of each Scenario is confirmed by either running one or more automated Ul Tests, or by
visually inspecting the results of test execution in the cases that test automation is not applicable or not
available. Automated Ul tests prade functional and integration testing of the user interface and validation

of user interface controls. They enable CS4ERA consortium to test that the user interface is functioning
correctly after code changes. They are quicker to run than mangal test

6.1.2.3.1.2 Test Case Workflow

Security experts from UPRC carried out the UAC procedure
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Self-RegistrationThe user creates a new account in the CS4ERATsystem.

Access the System: The user accesses the CS4RAMdystem to assess the security risks of the
Supply Chain Services in which his/her organization participates.

Initiation of a new Maritime Transport Service: The user creates the SCS that will be examined

Management of Maritime Transport Services: The user manages (view, edit, delete) the list of the
SCSs.

1 Initiation of a new Maritime Transport process: The user manages (view, edit, delete) the list of the
SCS6s processes.

f Management of the Maritime Transportods Service
del ete) the | i®t of the SCS6s process

1 Business partners Association: The user makes the association of the business partners to the
defined SCS processes.

T Acceptance of Busi ness Partner 6s i nvitation:
organization to the defined Maritime Tigport processes.

1 Review Business Partners in the Maritime Transport process: The user explores the business
partners involved on a defined SCS processes.

1 Process related Assets Identification: The user defines the assets required for the provision of the
examined process.

Asset Management: The user manages (create, view, edit, delete) the list of the assets.

Asset Related Information (Vulnerabilities, Threats & Controls) Management: The user manages
the Asset Related Informatigiulnerabilities, Threats & Controls)

Asset Networks Management: The user mas#ye Asset Networks.
Networks Management: The user manages (view, edit, delete) the list of the networks.
Site Management: The user manages (view, edit, delete) the list sifdk.

Initiation of a new Risk Assessment: The user initiates a new Risk Assessment.

=A =4 =4 =4 =4

Review of the Assets related Information (Vulnerabilities, Threats & Controls): The user explores
the Asset Related Information (Vulnerabilities, Threats & Controls).

T Individual Asset Threat Assessment: The user assesses the probability of occurrence for each
possible Threat for the asset under examination.

Execution of a Risk Assessment: The user executes a Risk Assessment.

Review of the Risk Assessment Results: The egplores the sample Maritime Transport Scenario
Results.

Threat Management: The user manages (create, view, edit, delete) the list of declared threats.

Threats Profiles Management: The user manages (create, view, edit, delete) the list of declared
threas profiles.
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1 Vulnerability Management: The user manages (create, view, edit, delete) the list of
published/declared vulnerabilities.

=

Vendors Management: The user manages (create, view, edit, delete) the list of declared Vendors.

=

ControlsManagement: The user manages (create, view, edit, delete) the list of declared controls.

6.1.2.3.1.3 Test Results

Regarding the usability perspective most of the beta testers confirmed, that the CS& $fFtem is

efficient due to the required time for its usageeasonable and improves the productivity of the users.
Furthermore, it is easy to learn and provides a comfortable usage. Most of them also stated that the system
already has an easg-understand logic and structure as well as helpful visualizationsmective control

about the working process and the reports. Regarding the expected functions and functionalities, most of
the testers were also satisfied with CS4E-RIR6s capabi |l i ti es.

Regarding the error messages and error recovery or undo functiang still saw a considerable potential

for improvement. Due to the beta stadium of the system, this is not surprising, but provides valuable
suggestions for further improvements. Despite the positive overall rating, many further recommendations,
and siggestions for improvements were collected and considered by the developers. For example, early
testers mainly recommended a clearer user interface and improved search functions, e.g. for the assets and
vulnerabilities, which are imported from externalatsses and thus form a large number. Both could have
been i mplemented early in the systemsd i mprovemend:
especially in larger organizations a huge number of cyber assets must be managed and keptinghe dat

CS4E MT-RA system to provide meaningful and up to date cyber risk assessment results. The suggestions
to develop and provide an import interface for external third party tools for BPNM or asset inventory
management and so make usage of potemtégddy existing repositories and data sources within companies
were taken up by the developers.

6.1.2.4 MT-TCL1.4: Security Testing and Vulnerability Assessment
6.1.2.4.1 Description

Security testing is basically a type of software testing that aims to check whethevaesafpplication is
secured or not, identifying if the application is vulnerable to attacks. At this stage our security testing
validation will only involve the identificatiomf the assetand the discovery of therelevant vulnerable
components.

6.1.2.4.2 Test Cas Workflow

To perform a successful vulnerability assessment, the initial stegnisrability discovey. The procedure

is essentiallya manualvalk-throughof the applicationto better understand the scope and functionality of
the application, the techlomies and design principles in use, and potential attack vectors within the
application.CS4E MTRA will be tested using the OWASP (Open Web Application Security Project)
Testing Guide as the basis to evaluate the CS4ERMTsystem and the supported seed discovering
potential flaws, improper configurations, or risky eumskr behavior.

6.1.2.4.3 Test Results

Test ResultsT a b2l 1ssts the findings of the discovery procedure
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ID Description

Finding 1. No Session Timeout

Finding 2. Stack Trace Debug Output Reveal Sensitive Informatiq

Finding 3. Deprecateciphers Supported

Finding 4. Lack of CAPTCHA

Finding 5. Outdated JavaScript library in use

Finding 6. API Key Exposed On Web Page

Tab2l®esults of the discovery procedure

6.1.3 Technology Based Analysis
In this sectiordocument analysis will be provided for technical aspects ofMCLL:
1 Compliance of the methodology with existing standards

1 Technical Details on the fulfillment of the requirements through existing technology

Compliance with Standards

This sectiorreportsonthe CS4EMRA G s system compl i an-cekltedwidelyused i ous ¢
standards, frameworks, models, programs, best practices and initiatives (including 1SO27001, 1SO27005,
1ISO28000, ISPS and more). Also, the report indicates the dinitipaof CS4E MT-RA system with the

Common Vulnerabilities and Exposures (CVE) and the Common Attack Pattern Enumeration and
Classification (CAPEC). Finally, the deliverable will specify the main steps and phases of the adopted
software development aritegration procedure.

The CS4E MTRA system offers a bundle of addealue security management services, the cybersecurity

related attributes, indicators and functions contained in those services can be logically grouped in seven
domains.Each of the 7 dmains contains a structured set of cybersecurity objectives that represents the
activities required for establishing and ensuring increased capability in the domain. These domains will be
used as reference points to check and evaluate the CS4EAystend s compl i ance to var
standards and regulations (including ISO27001, ISO27005, ISO28000, ISPS and more). A brief description

of the 7 domains is presentedlira b2l 2e

Domain Description

Establish, operate and maintain a cybersecurity risk manage
program to identify, analyze, and CS4E NRR cybersecurity risks t(
the organization taking into consideration tieéated interconnecte)
infrastructures, and stakeholders.

Risk Management
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Domain Description

Asset, Change, ano
Configuration
Management

Identify and manage all cyber assets which are necessary i
provision of the supported business processes and needed
protected commensurate witthe risk and impact resulting fro
various threats

Threat and Vulnerability
Management

Identify, analyze, manage, and respond to cybersecurity threat
vulnerabilities commensurate with the risk to the involved
infrastructure and organizationatbjectives.

Situational Awareness

Collect, analyze, correlate, and use cybersecurity security ang
related information, including information retrieved from onl
repositories, to form the security state of the cyber assets.

Information Sharing and
Communications

Establish and maintain relationships with internal and external er
which will reveal their commitment to identify all of the
organi zations6 cyber assets,
provide cybersecurity information, including threats @
vulnerabilities

Supply Chain and External
Dependencies Managemen

Identify, analyze, and CS4E MRA the cybersecurity risks associat
with assets that are dependent on other entities, commensurate V|
risk to the involved ICT infrastructure andganizational objectives.

Cybersecurity Program

Management

Establish and maintain an enterprise cybersecurity program tt

aligned with the identified risk to the examined infrastructure.

To establish compliance with known standards that the CS4ERMNTBystem properly implements and

Tab228ecurity Domains

integrates the following four core families of services:

1. Collaborative Risk Assessment and Mitigation Servic€ke core aim of these services is to specify
the functionalities of the CS4E MRA system in terms of collaborative risk assessment and mitigation
for ports and other ontologies in the maritime transport environment. A special focus is laid on the
assessment of multiimensional risks, spanning over multig
cascading effects. Regarding cysecurity, CS4E MIRA focuses into systems used for protecting

against

services covershe main aspects of 5 security domains (Risk Management; Asset, Change, and

Configuration Management; Threat and Vulnerability Management; Supply Chain and External

Dependencies Management; and Cybersecurity Program Management) and are in line with several

cybersecurity standards and approaches (ISO/IEC 27QR.:2[5O/IEC 27002:203,

27005:2011, ISO/IEC 21827:2008, ISO 28001:2007, NIST Security Considerations in SDLC, NIST

SP80016, NIST SP80{B7, NIST SP80&k3, NIST SP80&1, NIST SP80&b4, NIST SP80a.28,

NIST SP800137, NIST NVD, NISTIR 7622, NISTIR 7628, NISTIR 7628, Key SEI CMM, SCADA

AU RMF, Situation Awareness in Dynamic Systems and Supply Chain Risk Management Awareness).

Specifically, in order to meet their objectives, these services incogpatilaborative, mukattribute

risk management approach that collects the diverse seceiated knowledge located in the ports,

the portso
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data from online repositories and the results (e.g. threats, vulnerabilities metrics, prioritization of
countermeasuregproduced by the automated and samtomated risk assessment routines and
processes in order to: (i) determine the value of the information assets; (ii) identify the applicable
threats and vulnerabilities that exist (or could exist); (iii) identify thetawj controls and their effect

on the risk identified; (iv) determine the potential consequences; and (v) prioritize and rank the derived
risks.

Open Simulation Environment and ServiceShese services facilitate the design, execution and
analysis of riskand threats simulation experiments, as well as the calculation of the cascading effects
derived from interdependent threats. This group of services use the CSHAMpPproach to model

the Maritime Transport Services and employ the proposed attack geaphagjon algorithm in order

to cover the several aspects of two security domains, the Situational Awareness & Supply Chain and
the External Dependencies Management and to be in line with various security approaches (e.g.
ISO/IEC 27001:203, ISO/IEC 27002013, NIST SP80637, NIST SP80a.37, NIST NVD, OECD
Reducing Systemic Cybersecurity Risk, Situation Awareness in Dynamic Systems, Supply Chain Risk
Management Awareness, 1ISO 28001:2007 and NISTIR 7622). Specifically, CS4EAMTeates a

replica of the cuent state of the asset cartography and performs all calculations and actions on the
replica. This approach not only assists in decoupling the current asset cartography from any additional
risk assessment activity, but it also manages to keep it as oltise teal environment as possible.
Binding the state of the asset cartography with each risk assessment execution, enables operators to
effectively monitor the risk evolution over time due to afseted modifications.

Risk and Vulnerability Visualization Services: These services specify the risk visualization
functionalities of the CS4E MRA system. The first big task that CS4E NRA System successfully
implements is the specification of the means for a quick and visual reference to risk values. It then
i nvolves the identification of wvulnerabilities t
Relevant visual analysis functionalities are also specified to present all different patterns of data, identify
emerging vulnerabilities and attagkand respond decisively with countermeasures. These risk
visualization services also include novel visual interfaces for scalable and efficient data management
This group of services addresses covers various aspects of two security domains, the Asget, Ch
and Configuration Management and the Threat and Vulnerability Management and are in line with
several security standards and specifications (e.g. ISO/IEC 27QB1t3Q/IEC 27002:203, ISO/IEC
21827:2008, NIST SP8640, NIST SP80&k3, NIST SP80@4,NIST NVD and NISTIR 7628)These
services provide the risk assessment and risk visualization functionalities required for the visual
representation of a Maritime Transport infrastructure and in particular provide a visualization of the
current state of thasset cartography.

Prediction, forecasting, social engineering and Open Intelligence Servic@S4E MTRA gives
emphasis on the identification of patterns/paths of (potential) vulnerabilities and attacks in the maritime
transport sector. Focus is given the identification of interdependencies between threats in different
sectors and their cascading effects. This functionality is extended with forecasting procedures to
estimate future impact, including metrics for the assessment of the probabilityvairitnes risks and

of the overall resilience and reliability of the port infrastructure. This group of services addresses several
aspects of three main security domains, the Situational Awareness, the Information Sharing and
Communications and the Cyberadty Program Management and are in line with several cybersecurity
standards and approaches (ISO/IEC 270RB2050O/IEC 27002:203, ISO 27005:2011, ISO/IEC
21827:2008, ISO 28001:2007, NIST Security Considerations in SDLC, NIST SB300ST SP800

37, NIST SP80&63, NIST SP801, NIST SP80&4, NIST SP804.28, NIST SP80A37, NIST

NVD, NISTIR 7622, NISTIR 7628, NISTIR 7628, Key SEI CMM, SCADA AU RMF, Situation
Awareness in Dynamic Systems and Supply Chain Risk Management Awareness).
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6.1.4 Quality Indicators
In this section two types of questionnaires along with their feedback will be provided:

1 Technical User Questionnaire: A demonstration of the functionality is realized for the technical
users, then they are provided with specific instructions for a teego. Having completed the
test scenario technical users are called to fill in the questionnaire

9 Stakeholder Questionnaire: A questionnaire developed to gather information about the organization
in the context of its compliance with various internati@tahdards

6.1.4.1 Questions

The questions posed for the amthnical users are presentesow, onT a b2l 3e

. Possible
n. Question Answer Comments
answer

* Strongly Disagree:1, Disagree:2, Neutral:3, Agree:4, Strongly Agree:5

Is the time required by using the CS4E MR .
1 |systenreasonable? [1-5]

The CS4E MTRA system provides importa
2 |decision support for improving the organizati{ *[1-5]
risk situation.

How much money will your company save wit
the next five years and/or will be taken
additionally due to additional business if you wd
use the CS4E MFRA system? (# [EUR])

*[1-5]

Using the CS4E MIRA system, my organizatid
4 |improves its compliance with security standqd *[1-5]
(e.g. ISO 27001).

Would you like to use th€S4E MT-RA system a
5 |a Service (SaaS)? *[1-5]

The CS4E MTRA system provides convenié
6 |possibilities to exchange data with other softwal 1 5]
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, Possible
n. Question Answer Comments
answer

The CS4E MTRA system enables a collaborat
approach for supply chaparticipants to take care .
7 ltheir Critical Cyber Infrastructure. [1-5]

The CS4E MTRA system enables a collaborat
8 |approach for supply chain participants to take cg  *[1-5]
their Critical Cyber Infrastructure.

Have you tested theS4E MT-RA system yourself

©
=t =
S <

T o
o wm

OPTIONAL(requires yes on guestion 9)

I was able to compl e .
10 |scenarios easy using the CS4E{RA system. [1-5]

| felt comfortable using the CS4E MHA system.
11 *[1-5]

It was easy to understand the structure and log .
12 |the CS4E MTRA system. [1-5]

It was easy to learn how to use the CS4E-RHA]
13 system. *[1-5]

| believe | could become more productive using .
14 |CS4E MTRA system. [1-5]

How many errors did you encounter duri
15 |performing the task? [number]

The CS4E MTRA system gave error messages

16 clearly told me how to fix problems.

*[1-5]
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n. Question Answer Comments
answer
17 Whenever | made a mistake using the CS4ERN] X[1-5]

system, | could recover / undo easilyd quickly.

The information (such as online help,-streej
18 |messages and other documentation) provided| *[1-5]
the CS4E MTRA system was clear.

19 |1t was easy to find the information | needed. *[1-5]

The organization of information on the MITGAT

20 .
software screens was clear and tfsendly.

*[1-5]

The CS4E MTRA system has all the functions 4
21 |capabilities | expect it to have. If not, ple{ *[1-5]
comment what you are missing.

Overall, | am satisfied with the CS4E MRA

22
system.

*[1-5]

The CS4E MTRA system provides helpf
23 |visualization and interactive control of the work]  *[1-5]
process as well as the reports.

There are helpful shortcuts from omenction to

24 another.

*[1-5]

Tab238takehol der Questionnaire

6.1.4.2 Feedback

Results and observations were provided by PPA personnel that participated in the construction of the
demonstration scenario. The most important observation is related to the assets management and how this

is treated by the CS4E MRA system. In particulathe required information regarding the cyber assets of

the organization are often already available and mapped in computer environments like Business Process
Management Tools or existing inventory tools. Since the current version of the CS&A lg)fstendoes

not provide interfaces to such s yRAtplatiorm isavaitablea st an
this demands a duplicate data collection for the initial load of the system as well as during the data
management. That requires lot of time toobiginally created and difficulties are presented in maintaining

it. This procedure is not advantageous, particularly keeping in mind security patches or hardware
replacement.

The other significant observation had to do with the fact tisgraficant number of maritime users (e.g.

port operator s, maritime stakehol ders) perform t
advanced ICT based solutions. This resulted a significant obstacle and difficulty in convincing them first to
understand and then use the CS4E-RA Risk Assessment Toolkit.
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Currently the majority of users working for the maritime industry either do not perform Risk Assessments

on their infrastructures and i f t heg andlshortlistbfey use
vulnerabilities (i.efire, lack of physical protection of the spaaesufficient control of physical access to

space glectricity instability, etc.). Consequently, such risk assessments do not adopt known and accepted
methodologiesproducing subjective results, which most of times do not depict the real image, in terms of
security.

Analysis of the pilot user operations
These are our observations based on our experiences gained during the pilot operations:

1 Many users were suspicioand provide unwillingness in using their real assets and infrastructures
in the scenarios since they doubted that privacy issues and confidentiality is confirmed. The concept
of participating in a supply chain risk assessment is new to most users.

1 Users ealized the potential value of the CS4E MRA system but they stated that the results
generated from a supply chain risk assessment need to be reviewed by a security consultant, who
has to create a risk treatment plan for their organization. Only inatbéstbe CS4E MRA system
has real value for them.

9 Users suggested that CS4E MR would probably gain more value by running at least once a day
automatically and silently performing one and/or more risk assessments producing notifications to
many recipiets (i.e. security officers, IT departments, security consultants, etc)

1 Many users also suggested that an open API should be implemented in order for other Security
Systems in place to be able to communicate and automatically further process its results.

1 To succeed on the aforementioned, the management console should be extended and provide many
configurable and parameterizable options and services (i.e. generation of natifications if one new
vulnerability appears and requires immediate actions)

Almosta | | maritime users participated in the pilot (
hosting and provision of the CS4EMRA t ool and services respectively?:
such services should be provided by public trustedhaaities in order to ensure the privacy and
confidentiality level required for all participants. Other, however, suggested that the CSRA lgyistem

should be installed on their premises and only in order for them to be sure that privacy and cortfidentiali

is applied.

6.1.5 Requirements Coverage

D _vaidated ___Suateqy |

MT - Partially Test Case MATC1  Success The functlonallty anc
SPO1 security of the
authentication

mechanism was tested
MT-TC1.3 and MT
TC1l.4
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Vaidated ___Stateqy =

MT -
SP02

MT -
SPO03

MT -
SP04

MT -
SP13

MT -
SP15

MT -
SP19

MT -
SP20

MT-
uo1

MT -
OPO1

MT -
OPO02

MT -
OPO03

158

Partially

Partially

Partially

Partially

Partially

Partially

Partially

Partially

Partially

Partially

Partially

Test Case MATC1

Document Analysis

Document Analysis

Test Case MATC1

Document Analysis

Questionnaire,
Document Analysis

Test Cast MITC1

Questionnaire,
Document Analysis

Questionnaire,
Document Analysis

Document Analysis

Document Analysis

Success

Success

Success

Success

Success

Success

Success

Success

Success

Success

Success

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

MT-TC1.3: In the Asse
Management user
cannot view or edi
business partner asse
without confirmation

The risk assessmel
methodology as stated |
the technology base
analysis section analyze
risk for access contrc
mechanisms

The Security Services ¢
stated in the technolog
based analysis sectic
take network segregatio
under consideration

The system produce
logs that entail the
required data.

The Security Services ¢
stated in the technolog
based analysis sectic
take the availability of
critical services unde
consideration.

The Security Services ¢
stated in the technolog
based analysis sectic
cover the complianc
requirement

Covered
functionality

througt

Covered through the
stakeholder evaluation

Covered through the
stakeholder evaluation

Covered througt
technology basel
analysis
Covered througk
technology basel
analysis
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Vaidated ___Stateqy =

MT - Fully Questionnaire, Success The Security Services ¢

SPLO1 Document Analysis stated in the technolog
based analysis sectior
cover the complianci
requirement

MT - Fully Questionnaire, Success Yes The Security Services ¢

LRO1 Document Analysis stated in the technolog
based analysis sectior
cover the complianc
requirement

MT - Fully Questionnaire, Success Yes The Security Services ¢

LRO2 Document Analysis stated in the technolog
based analysis sectic
cover the complianc
requirement

MT - Fully Questionnaire, Success Yes The Security Services ¢

LRO3 Document Analysis stated in the technolog
based analysis sectic
cover the complianci
requirement

Tab2aar i ti me iMFULns pvad ti dati on requirements' cover

6.1.6 Comments/Considerations

In this first validation phase, all of the requirements were assessed and validated, either partially or fully.
The Legal and Regulatory Requirements, as well as the Social and Political Requirements were fully
validated through dasnent analysis, while the rest of the requirements were partially validated, based on

all three validation strategies. However, as the full validation requires further integration of the relevant
security services, this is expected at the next stage véligation.

6.2 Use Case MTUC2i1 System Hardening

In this phase of the project we have validated a series of hardening tools that enable memory safety of in
principle unsafe code (C/C++). In particulare have validated hardening tools in terms of secuauitd
performance overhead. The tools are the following.

0 VTPin. A pre-loader for protecting C++ binaries from VTable hijacking.
0 TypeArmor. A binary-only CFI solution.

For the next phase, we plan to validate how these tools can be enabled in the mariionstator;
currently, all validation is executed with these tools operating standalone in instrumenting vulnerable
genericsoftware. Both tools are validated in terms of performance and security.
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6.2.1 Actors

For this phase of the project the validation is demonstrated by researchers of UCY, that are part of the core
teams that designed and implemented both VTPin and TypeArmor.

6.2.2 Test Case MTTC2
6.2.2.1 MT-TC2.1Validation of VTPin Deployment

6.2.2.1.1 Description

For the VTPindeployment, the following characteristics were tested and validated.

Performance VTPin instruments a binary produced by a C++ compiler bylgading it and tracking all
object deallocations. We thus evaluate VTPin with a selection of the C++ benchimamkshe SPEC
CPU2006 suite, Mozilla Firefox v47, and Chromium v50. All experiments are carried out on a host running
Ubuntu Linux v14.04 (6bit), armed with a 2GHz quacbre Intel Core i83320M CPU and 8GB RAM.

Security. We evaluated the effectivene$a/d@ Pin by employing three publicly available exploits that target

Firefox and rely on usafterfree vulnerabilities and VTable hijacking. The tests were performed on an

Ubuntu Linux v14.04 (64bit) virtual machine, with the latest version of Metasplaniework running on

the host machine. Each corresponding Firefex vers|
enablecppr t t i 6 fl ag was added to the default configur e
so we had to port them toruix; they match the following CVEs: CVE131690 (Firefox v17.0), CVE

20120065 (Firefox v3.5) and C\VM20130753 (Firefox v17.0.1).

6.2.2.1.2 Test Case Workflow

1 Computational overheadWe summarize the results of the runtime overhead imposed by VTPin in
Table 25. All SPEC CPU2006 benchmarks run to completion and each experiment watetehO
times. For Firefox and Chromium, we run typical JavaScript/HTML5 benchmarks. SunSpider and
Kraken mainly stress JavaScript operations, and VTPin has an overhead of 4.1% and 1.2%, respectively
on Firefox. The overhead for benchmarks that do naresxely use virtual objects is close to zero.
xalanc, an XML parsing benchmark, massively allocates and deallocates memory and has an overhead
of 4.9%.

Benchmark Overhead
483.xalanc 1.049x
447 dealll 1.018x

450.soplex/1 1.015x

450.soplex/2 1.013x

462.libguantum | 1.007x
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444 namd 1.024x
453.povray 1.004x
473.astar 1.007x
Firefox

SunSpider 1.041x
Kraken 1.012x
Peacekeeper 1.027x
Octane 1.003x
Chrome

SunSpider 1.014x
Kraken 1.015x
Peacekeeper 1.036x
Octane 1.009x

Tab2258esults of Comput at

i onal

Cyber

\0
3=

Over head

Security
for Europe

i mposed

1 Memory overheadVTPin preserves VTabl@ointers of virtual objects. The memory occupied by
pinned objects is periodically reclaimed, however it is interesting to explore the amount of memory used
before garbage collectioable 26 summarizes the results for an instrumented Firefox running
benchmarks and for a selection of SPEC CPU2006 programs. Notice that, when the glibc allocator is
used, VTPin exhibits negligible memory overhead acrddb@benchmarks. When a slab allocator is
used (and VTPin needs to retain entire virtual objects), the memory overhead is, as expected, more

prominent .

Nonet hel ess, only

t wo

benchmar ks, P

configuration to garbagcollect dead objects after hitting the 100 MB threshold. Max memory refers to
the maximum cumulative allocation size observed during the execution of each benchmark. The
VTPin/norealloc column (default on Firefox) depicts the amount of memory used kg WiTdbsence

of adequate realloc support from the underlying allocator (e.qg.,, via a slab allocator). The VTPin/realloc
column (default on SPEC) lists the amount of memory used by VTPin when adequate realloc support

is available (e.g., via the glibc allad or ) .

leakage to 100 MB.

Not e

t hat

VTPI

noés

Benchmark

Max Memory VTPin/norealloc

VTPin/realloc

Firefox

defaul t
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SunSpider 131,309 KB 38,616 KB (29.4%) | 3,462 KB (2.63%)
Octane 321,166 KB 16,740 KB (5.21%) | 1,549 KB (0.48%)
Peacekeeper 624,546 KB 102,400 KB (16.4%) | 21,632 KB (3.46%)
Kraken 1,240,534 KB | 28,674 KB (2.31%) | 2,559 KB (0.20%)
SPEC CPU2006

483.xalanc 373,889 KB 102,400 KB (27.4%) | 68,350 KB (18.2%)
447 .dealll 107,035 KB 372 KB (0.34%) 272 KB (0.25%)
450.soplex/1 16,231 KB 496 B (0.00%) 24 B (0.00%)
450.soplex/2 15,758 KB 608 B (0.00%) 32 B (0.00%)
453.povray 3,278 KB 12 KB (0.36%) 552 B (0.01%)

Tab2édemor y

6.2.2.1.3 Test Case Results

Over head

Summary for

Based on the results discussed above, we summarize the results of this test case.

VTPi n

Performance The computationabverhead for benchmarks that do not extensively use virtual objects is
close to zero. xalanc, an XML parsing benchmark, massively allocates and deallocates memory and has an

overhead of 4.9%Tl'he same result holds for memory overhead, since based @sthgtesented above,
Peacekeeper

only two

benchmar ks,
objects after hitting the 100 MB threshold.

Security. All exploits successfully triggered the respective vulnerabilities, whiehcwesschecked by

inspecting their stacktraces, and they were all thwarted by VTPin.

6.2.2.2 MT-TC2.2Validation of TypeArmor Deployment

6.2.2.2.1 Description

TypeArmorhardens binary for Linux/64it.

6.2.2.2.2 Test Case Workflow

PerformanceThe evaluation testbed runs on an Inte280 CPU 3.10GHz with 8GB of RAM, while the

and xal

anec

’

f or ce

OS is Ubuntu 14.04 x86 64 running kernel 3.13. Performance evaluation is carried out on popular server

applications, since they are fairly popular and often targetsttackers. The selection of software contains
three FTP servers (namely, vsftpd v1.1.0, ProFTPD v1.3.3, andF¥&@ v1.0.36), two web servers

(Nginx v0.8.54 and lighttpd v1.4.28), an SSH server (the OpenSSH Daemon v3.5), an email server (Exim

v4.69), two SQL servers (MySQL v5.1.65 and PostgreSQL v9.0.10), a ggnanadse distributed memory
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caching system (Memcached v1.4.20), and a qudfrm runtime environment for serveide web
applications (Node.js 0.12.5).

6.2.2.2.3 Test Case Results
The results are gicted inT a b2l 7e

Application Overhead

Exim 1.068
lighttpd 1.116
Memcached 1.014
Nginx 1.132
OpenSSH 1.021
ProFTPD 1.007
PureFTPd 1.02
vsftpd 1.025
PostgreSQL 1.16
MySQL 1.239
Node.js 1.061

Tab27®ver head for tested Servers

6.2.2.2.4 Test Case Results

TypeArmorcan cope with a vast amount of cadeise attacks at the binary level. Additionally, TypeArmor
can mitigate statef-the-art codereuse attacks that have not been seen in the wild. These attacks are
commonly abbreviated as COOP (Counter@ject Orientd Programming) attacks. We have evaluated
our prototype with all published COOP exploits and they were all successfully prevented.

6.2.3 Technology Based Analysis

N/A

6.2.4 Quality Indicators
N/A

163



Cyber
Security

%I f_°r Europe CyberSec4Europb5.3i Validation of Demonstration Case Phase 1

6.2.5 Requirements Coverage

The requirement coverage for MIC2 is illustrated inT a b2l 8e

Req ID Validated Strategy Result Mandatory  Notes/Comments
Partially NA NA Yes Components  wert
MT - validated

successfully.  Full

SP10 S .
validation requires
integration

Partially NA NA Yes Components  wert

MT - validated
successfully.  Full

SP11 o .
validation requires
integration

Partially NA NA Yes Components  wert
validated

MT - successfully.  Full

SP15 :

validation requires
integration

Tab28Re quirement £'r -UlBRv er age

6.2.6 Comments/Considerations

At this phase the security and privacy properties were tested in the underlying components, which were
successfully validated. Full validation requires integration and is expected in the next phase of the validation

6.3 Use Case MTUC31 Secure Maritime Communications

This use case will conclude in a demonstrator application. The implementation of thestlatoors a work

in progress, therefore, in Phase 1, we will look at the requirements that we can validate based on document
analysis. These are the rfamctional requirements that are connected with law and regulatiorfSRALD1,
MT-LRO1). However, notéhat we only validate based on the design of the applicatidthase 2, we will
complete the demonstrator application. We will integrate with the PKI provided by SINTEF. At the end of
Phase 2, we will validate the rest of the requirements and competalitiation started in this phase.

6.3.1 Actors

For Phase 1, the validation is carried out by document analysis. This analysis will be performed by
researchers from CYBER.
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6.3.2 Technology Based Analysis

For this use case we will use Technology Based Analysis for the initial validatialysis of the following
documents and the implementation procedvais conducted

1. The NATO Alliance Maritime Strategy (MEPLO01);
2. Existing security standards: ISO/IEC 1) IALA guideline 1082 (an Overview of AlS),
IALA Guideline 1117 (VDES Overview) (MLRO1).

6.3.2.1 MT-SPLO1: Compliance with the NATO Alliance Maritime Strategy

The NATO Al l i ance Ma rAliedimargimeperagonsemgdyactidtiesecanengkaly h at
contributions to Alliance security. Such contributions may include:

1 Deterrence and collective defence;

9 Crisis management;

1 Cooperative security: Outreach through partnerships, dialogue and cooperation; and
f Maritime security.o

The design of thesecure maritime communications application emphasizes the use of authentic and
authorized shigio-ship and shigo-shore communications. This contributes to the maritime security aspect
of the maritime strategy.

By equipping the VTS and vessels with metmnsecurely communicate and authenticate themselves to each
other and NATO forces, the secure communications application also supports the strategy requirement of

Aln support of these needs, NATO forceweltansit be a
and equipped, rapidly deployable and sustainable at strategic distances, and fully interoperable with relevant
military and noami | i t ary counterparts. o

The application also helps work towards another interoperability goal defined irthtestgy i The Al | i
in accordance with the Comprehensive Approach Action Plan, will foster enduring relationships with
relevant national and international actors in the maritime environment, such as the UN and EU, to contribute

to our common goals of prewmting conflict, building partner capacity, ensuring the freedom of the seas,
uphol ding international mar i ti me l aw and promot.i
authorized communications greatly contribute to upholding the international negldtivn

6.3.2.2 MT-LRO1: Compliance with ISO/IEC 27001, IALA guideline 1082 (an Overview of AlS),
IALA Guideline 1117 (VDES Overview)

The software development process of the developer of the secure maritime communications application
(CYBER) has been ISO/IEC 270@ertified. The whole software development process (analysis, design,
implementation, testing) follows the standard procedures.

The maritime communications application has been designed based on the IALA Guidelines 1082 and 1117,
so the functional requingents are in compliance with these documents. In Phase 2, we will validate whether
the implementation also complies to the requirements of these guidelines.
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6.3.3 Quality Indicators

N/A

6.3.4 Requirements Coverage

Req ID Validated

Strategy

Result

Mandatory Notes/Comments

No
MT -
SPO1

No
MT -
SPO2

No
MT -
SP03

No
MT -
SP0O5

No
MT -
SP06

No
MT -
SP09

No
MT -
SP12

No
MT -
SP16

166

Demonstrator,
penetration testing

Demonstrator,
penetration testing

Demonstrator,
penetration testing

Demonstrator

Demonstrator

Demonstrator,
penetration testing

Demonstrator,
penetration testing

Demonstrator

NA

NA

NA

NA

NA

NA

NA

NA

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Requires furthel
integration. It will
be validated in
Phase 2

Requires furthel
integration. It will
be validated in
Phase 2

Requires furthel
integration. It will
be validated in
Phase 2

Requires furthel
integration. It will
be wvalidated in
Phase 2

Requires furthel
integration. It will
be validated in
Phase 2

Requires furthel
integration. It will
be validated in
Phase 2

Requires furthel
integration. It will
be validated in
Phase 2

Requires furthel
integration. It will
be validated in
Phase 2
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Req ID Validated

MT -
SP17

MT -
SP19

MT -
SP20

MT -
SP21

MT -
SP23

MT -
SPLO1
MT -
LRO1

MT -
LRO2

MT -
LRO3

Strategy

Demonstrator,

penetration testing

Document analysis

Document analysis

Demonstrator

Demonstrator

Document analysis

Document analysis

Document analysis

Document analysis

Result

NA

NA

NA

NA

NA

Success

Success

NA

NA

Mandatory  Notes/Comments

Yes

Yes

Yes

Yes

Yes

No

Yes

Yes

Yes

Tab29%®equirements

Requires furthel
integration. It will
be validated in
Phase 2

Requires furthel
integration. It will
be validated in
Phase 2

Requires  further
integration. It will
be validated in
Phase 2

Requires furthel
integration. It will
be validated in
Phase 2

Requires furthel
integration. It will
be wvalidated in
Phase 2

Will be completed in
Phase 2

Will be completed in
Phase 2

Requires furthel
integration. It will
be validated in
Phase 2

Requires furthel
integration. It will
be validated in
Phase 2

O€derage for MT
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6.3.5 Comments/Considerations

Since this use case is at an early implementation level, most of the requirements require further
implementation and integration before they are tested and validated. Some of the requirements were partially
tested based on document analysis. For the féis¢ sequirements validation will be performed at the next
phase.

6.4 Use Case MTUC4 - Trust infrastructure for secure maritime
communication

In this phase of the project we have validated the setup and enrollment of the maritime PKI that enables
secure maritime communication. This includes services for:

Enrolment of new actors in the circle of trust.

0
0 Issuing of cryptographic credentials thathallow the actors to communicate securely.

For the next phase, we aim to validate the integrated solution, which also includes the communication
equipment and end users. In this context, we are able to validate services for:

~

0 Checking the status of theyptographic credentials.
0 Exclusion of misbehaving or "expired" actors from the circle of trust.

The criteria for successful validation in this phase are either demonstrated through a functional prototype or
documented.

6.4.1 Actors

For this phase of the pegjt the validation is demonstrated by developers of the PKI technology owner
(SINTEF).

6.4.2 Test Case MTTC4

There are no test cases available for this phase of the validation in the current use case.

6.4.3 Technology Based Analysis

We have applied a technolotpa®d validation inferred from a starzdone prototype of the PKI. The
prototype is based on OpenXPKland adapted to the needs of a Maritime PKI. We have developed an
interface, which allows ships to submit CSRs and to retrieve signed certificates pregjcatiyn There is

also an additional verification layer for the CSR used by the PKI Operktgtse 58 shows how the PKI

22The Open XPKI Project, https://www.openxpki.org/
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is used in the enrollment process. From the ship point of view, Certificate Signing Requests are submitted
using either a Web interface or a machine API on top of the Ship communication system. The PKI Operators
use a Web interface for processing CerificSigning Requests.

Ship
e

_i'-!._

PKI Operators

Submit CSR

(s)a1R21y11492 129

Verify and approve CSR

Ship communication
system

PKI Interface

Submit CSR through RPC »

—

4 POST Certificates (

DB

_OpenXPKI

Figure58. Layout of the PKI enrollment.

Validation evidence of the PKI Web interfaces and the resulting certificate are shown in the screenshots
illustrated inFigure59, Figure60 andFigure61.

Homs »  Request -  PKIOperation ~  Information = Cenificate Search  Workflow Search  Bulk Approve/Reject
y

Review Request

‘Your request ks ready to be submitied. Please check if the information shown s corect. You can update i the plefte, please use the Submit bution to engueue the request for furiner processing
Certificate Subject GN=258000001, C=NQ, O=SINTEF, OU=SINTEF Boats
Workfiow Id si
Gertifcate Profiis Stip Certificate
Type certincate_signing requsst v2
Requastor Information Firstname
Jonn Croator Sintet-raoperator
Lastname
Doa state SUBJECT COMPLETE
Email address
John dosisintst.na Adtion
Phone
789456613 Run State manual
Tactnical Information Workdfiow Gontaxt
WorkTiow Aftributes
* Workfiow History
Submitrequest  Edit Subject  Ecit Cerificatenfo | Gancel Request Lol

Figure59. User interface for creating and submitting a Certificate Signing Request.
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Home ~  Request =  PKIOperation ~  Information ~  Gertificate Search  Workfiow Search  Bulk Approve/Reject Log out

 Catificats Envolment (#1022

Certificate Enroliment

Eror Code Request was not approved
Workfiow Id 1023
SCEP Endpoint enrol
Type ‘cantificate_enrol
Server intarface e
Creator ‘anonymous
Cartificate Subject CN=25B000003, C=NO, O=SINTEF, OU=SINTEF Boats
State PENDING
Comment Original Comment: A comment from SINTEF / Fingerprint: 9102Bc4ae61 12ca1c 18462181 4663173
Action
Cantficate Profie Ship Cenificats
Fun State manusi
Requast Mode il
Technical Intormation Workflow Conteit
Transaction 10 Workflow Attributes
L3 Workflow Hestory
Technicai Log

o s reane
e

Figure60. User interface for approvin@ertificate Signing Requests.

CKXZAWqg6_SkKPNqzw9QiT_wli3ic

Certificate:
Data: k
Version: 3 (@x2)
Serial Number:
01:ff:02:f4:1b:c4:a6:3d:67:e8
Signature Algorithm: ecdsa-with-SHA256
Issuer: CN=CysimsDemoIntermediateCA-@,0=NorwegianMaritimeAuthority,C=NO
validity

Not Before: Oct 5 ©6:52:30 2020 GMT

Not After : Oct 5 ©6:52:38 2023 GMT

Subject: (N=258000801,C=N0,0=SINTEF,0U=SINTEF Boats
Subject Public Key Info:
Public Key Algorithm: id-ecPublicKey
Public-Key: (256 bit)
pub:
04:cf:0f:69:cc:e5:30:89:83:df:88:c7:3b:4de: 2b:
cf:28:9f:83:a4:5a:¢1:9b:19:8d:51:7e:33:2a165:
@e:19:55:6b:6a:b5:7f:dd:23: f4:eb:d1:3c:9e:c3:
Tc:@f:5a:2c:82:7cibazccic9:94:6f:c6:19:09: 0a:
15:cb:a4:f3:9¢c

ASN1 0ID: prime256v1

NIST CURVE: P-256

X509v3 extensions:

X509v3 Authority Key Identifier:
keyid:9C:@C:E@:57:B1:13:DA:AD:3F:70:23:BB:C9:41:48:FD:B6:34:@B:E3
DirName:/C=NO/0=NorwegianMaritimeAuthority/CN=CysimsDemoRootCA
serial: 01

X509v3 Basic Constraints: critical
CA:FALSE
X509v3 Key Usage: critical
Digital Signature, Non Repudiation, Key Agreement
X509v3 Subject Key Identifier:
44:43:03:CC:46:59:DE:29:@9:C1:14:57:5E:DD:B4:19: AB:20:09:39
Signature Algorithm: ecdsa-with-SHA256
30:65:02:31:00:19:9c:08:1a:fc:b2:79:0e:c7:1d: 1b:ed: 96!
3a2:02:b4:9e:e5:catea:da:3d:catec:36:1c:46:0c:ba:1d:00:
le:d7:23:e4:eb:c4:dc:89:01:67:99:16:76:4b:eb:6d:04:02:
123:28:95:63:ed: b 6:3b:e2:88:34:52:53:
136:0e:4d:9f:7d:e 8:d2:57:79:7c:f1:9e!
54:4b:62:4e:ed:62:5e:aa:d5:81:e8:3e:57
————BEGIN CERTIFICATE———

MIICcDCCAfagAwIBAgIKATBCIBVEP]1n6DAKBggqhkjOPQQDA] BXMQswCQYDVQQG
FulINT2FiMOFECATNIEC ruaTmOuA U naWFu TWE v a¥AnhWRAYRAR T TndH L v T2 A hRARY

Figure61 Generated certificate in PEM format.
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6.4.4 Quality Indicators
N/A

6.4.5 Requirements Coverage

T a b3l Ghows coverage for the relevant requirements. The ones with comments "application specific" or
"ship specific" are not subject for validation in this phase.

Validated Strategy Result Mandatory Notes/Comments
Yes Technology based Success | Yes Part of the
MT -
demonstrated
SPO7
enrollment process.
No Technology based NA Yes Revocation not
MT - |m_plemented yet
SPO8 will be
implemented  anc
tested inPhase 2.
No Technology based NA Yes Revocation not
MT - {/r\r;ipl)llemented k3)/eet
SP14 .
implemented  anc
tested inPhase 2.
No Technology based NA Yes Not implemented
MT - yet. Will be
SP22 implemented  anc
tested inPhase 2.
Partially Technology based Success  Yes The PKI has beel
MT - configured for
OPO5 VDES bandwidth.
Final validation
requires integration.
Partially Technology based Success | Yes The PKI uses
MT - standardized
OP06 English
terminology.
Partially Technology based Success  Yes The PKIl is designec
MT - to be operated b
MPO1 IMO (or similar

organizations) as th
trusted root, anc
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Req ID Validated Strategy Result Mandatory Notes/Comments

with flag states a:
subordinates.

No Technology based NA Yes Not implemented
MT - yet. Will be
MPO2 implemented  anc

tested inPhase 2.
Tab3ORequirements -O€v¥erage for MT

Comments/Considerations

As described abovenithis phase we have validated the setup and enroliment of the maritime/tiie
includes the erolment of new actorsnd the $suing ofcryptographic credential$he partial validation was
successful, whiledr the next phase, we aimftdly validate the integrated solution

6.5 Validation Summary

The validation summary for the Maritime Transport Sector is illustrat&dairno3l 1e

ID ‘ Validated ‘ Result ‘ Comments ’

MT-UC1 @ Partially Success According to the validation plan, the fu
validation of MT-UCO1 will be performed ir
Phase 2 of the validation. Based on the res
of the technical test cases the stakeho
evaluation and the technology analy:
several improvements will be realizeahd
further tests will be implemented

MT-UC2  Partially Success According to the validation plan, the fu
validation of MT-UCO02 will be performed ir
Phase 2 of the validation.

MT-UC3  Partially Success According to the validation plan, th
requirements of MT-UC3 will be fully
validated in Phase 2. This is because
communications application is developed
Phase 1 and will be completed in Phase 2.
have looked at the validation cases basec
document analysis to the extent that they
be validatedwithout having access to tt
implementationSince MT-UC3 and MFUC4
will provide a common demo, in phase 2 thi
will be common test cases

MT-UC4  Partially Success According to the validation plan, the fu
validation of MT-UCO04 will be performed in
Phase 2 of the validationirée MT-UC3 and
MT-UC4 will provide a common demo, i
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D vaidated | Resut

phase 2 there will be common test cases

Tab31Mariti me Transport demonstrator's use cases

6.6 Lessons.earned and Future Work

Concerning MTUCL, in the current phase of the validation, we assessed multiple aspects of the Threat

Modelling and Risk Analysis service. As the service evolves over the next deliverables further test cases
will be required Basedon the results of the technical test cases the stakeholder evaluation and the

technology analysis, several improvements will be realized, and further tests will be implemented. To move
along with the roadmap provided in WP4, further research will be ctewloa multiple directions:

1 On the optimization of the attack path generation algorithm.

1 Enhancementen existing risk assessment methodologigdizing evidencebased and scenario
based risk assessment approaches

1 Improvements on the visual representatdvulnerable attack paths and attacenarios

Concerning MTUC2, the underlying security testing tools have been set up and in the next phases these
security hardening tools will be integrated with the risk mitigation component of the Risk Analysis service
(MT-UC1). Furthermore, the MPKI service degloped in MHUC4 will be tested.

As the implementation of the maritime communications applicatésived from MFUC3was planned to
be mmpletal in Phase 2, we have not been able to validate most of the requirdorettiis use case
However, care habeen taken that the ndunctional requirements of the usases are considered and
regarded with importance.

Finally, according to the validation plan, the full validation of MUC04 will be performed in Phase 2 of
the validationFor this phase of the validation a basic outline of the prototype is illustrated along with its
output.
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7 Medical Data Exchange

The huge amount of data generated everyday by citizens, public administrations and companies is a valuable
asset thabteed to be managed properly in terms of security and privacy. The digital economy boosts the use
of these data by companies and organizations which must follow the regulatory framework (e.g. GDPR)
and must assure the data are protected when stored angit.tSpecial consideration must be considered

when personal and sensitive data are shared between different actors. These challenges are tackling by the
Medical Data Exchange demonstrator. Namely the use cas&l®®is devoted to protecting user data by

using anonymization process when sensitive health records are shared between the data providers and data
consumers, leveraging the infrastructures provided by the d&viakchange platform. This platform was

created for exchanging data generated duriegbvid19 pandemic, in the context of the Medical Data
Exchange demonstrator.

Three use cases were already defined in DB:1 [

1 MD-UCL1- Sharing Sensitive Health Data through an API
1 MD-UC2- Sharing Sensitive Health Data through Files
1 MD-UC3i Enhancinghe security of ofboarding and accessing the COVID Exchange platform

Since the DANS asset was the unique one implemented and ready to be integrated in this Phase 1, only the
MD-UC2 has been validated.

7.1 Use Case MBUC2

1 This use case is intended to shhealth data files stored in the data exchange platform in a privacy
preserving manner.
1 The validation strategy followed by the medical data exchange demonstrator is mainly based on the
use of test cases. These test cases are created based onctme Ud®UC?2 covering how the
DANS asset (anonymization tool) is being used during the anonymization process of a file
containing health sensitive data. This process is performed by the end users (data providers) of the
platform. In this context the runningst cases help to validate the functional, the security and
privacy requirements and the nfimctional requirementdescribed in D5.1 [Jland compiled in
section7.1.9Requirements CoveragAt the end of this validation process conducted by the end
users it is expected to conclude that the provided anonymization asset héfilsntl users
expectations in terms of security, privacy and user experience, and accomplishes with the current
regulation when sharing sensitive data. Also, by using the DANS asset, it facilitates to data
providers the engagement to the exchange platfieimally, valuable feedback from the end users
has been received for improving the tools offered by the €t®idxchange platform, which helps
to control and take decisions to overcome the pandemic challenges.
The validation will be performed by runningetfollowing 6 test cases:
Test Case MBUC2-TC-001: validating the whole anonymization process, engaging end users;
Test Case MBUC2-TC-002: validating the anonymization functionality as a service, engaging
development team;
1 TestCase MBUC2-TC-003: validaing the anonymization functionality as a library to be integrated
in an application, engaging development team;
1 Test Case MBJC2-TC-004: validating the anonymization report provided by the anonymization
tool as a service, engaging development team;
I TestCase MDUC2-TC-005: validating the anonymization report provided by the anonymization
tool as a library to be integrated in an application, engaging development team;

=A =4 =
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1 Test Case MBUC2-TC-006: validating the anonymization service provides the right ansaérs
end users if the system is not working properly.

7.1.1 Actors

The initial plan for creating a trust, secure and priva®serving environment when sensitive data are
shared were focused on the creation of a medical data exchange platform. This datgeeptdtform was
intended to be used by different health actors such as hospitals, pharmaceutical companies arhhealth te
companies D5.2 [I&rovides detailed information on these actors). Due to the €djghndemic started

on March 2020 in Europe tlavailability of the different actors was compromised as their main efforts were
dedicated for the fighting the pandemic. In this context the initial planned data exchange platform was
adapted to the new situation and a Celfd Exchange platform was lauved, keeping the same
functionalities planned at the beginning of the project and able to interact with the user data privacy
preserving tools developed during the demonstrator time life. In this way the actors engaged are basically
research organizatiormming to share data retrieved from the Cei#&l pandemic which can help to
understand the behaviour of the pandemic and to obtain data for coping the challenges arisen.

The test cases described in the following sections have been run by three diffenent a

1 The development team for validating the basic functionalities provided by the DANS asset.

1 The data Covidl9 platform administrators for validating the functional requirements the Covid.19
Data Exchange platform must cover.

1 The end users (data proeis) of the Covidl9 platform for validating the functionalities provided
by the DANS asset and the platform performing the anonymization process on health data files to
be shared in a privagyreserving manner.

7.1.2 Test Case MDUC2-TC-001

7.1.2.1 Description

A data provider uploads a health data file with its metadata to €IBDEP. The sensitive data file is
anonymized by the DANS tool and encrypted by the platform. A data consumer consults the metadata, signs
a contract with the data provider for retrieving tiygeed data, and retrieves the anonymized health data file
ready to be analysed.

7.1.2.2 Test Case Workflow
Preconditions

A data provider is logged in COVHR9 Exchange platform.
The data provider is allowed to use the privaogserving services
A data consunteis logged in COVIDB19 platform.

Privacypreserving CS4EU services (e.g. anonymization service) are available at €OVID
platform.

9 The data provider creates a file with personal and sensitive health data from a specific source.

=A =4 =4 =9

1. The data providers go, on the COVID platform, to the profile of the cybersec4europe pilot; the
profile contains the link to the service.
2. Thedata provider goes to the service.
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7.1.23

The data providerselects the anonymization service (DANS) from the lisSC84EU privacy
preserving services.

Thedata provideranonymizes the file data by using the DANS service.

She uploads to the COVHD9 platform the anonymized file using the DANS.

the COVID-19 platform encrypts the result file as additiopadtection measure.

Thedata providerprovides the metadata to the DEP.

The data consumebrowses the catalogue and the metadata already provided, which gives her
information about how to manage the anonymized data file. An assessment tool is available for
improving the user experience during the browsing process.

Thedata consumecontacts to thdata providerthrough the DEP to settle terms and conditions on

the management of the requested data. The DEP provides specific contract services for this purpose
Thedata consumerequests the selected health data to the DEP data exchange marketplace.

The data exchange marketplace provides her the anonymized and encrypted file.

The data consumer decrypts the file containing the health data anonymized, andlsdbetas
perform any analytics over the data.

Test Results

The data consumer receives the anonymized health data file.

7.1.3
7.1.3.1

Test Case MBDUC2-TC-002

Description

A user (data provider) wants to anonymize a csv/excel data file with medical data records kheusing
DANS as a service. She analyses the gmized data by generating the related report.

7.1.3.2

Test Case Workflow

Preconditions

1

Steps
1.

A user (data provider) has a data file in csv/excel format, containing a set of peesusitive
health data. The first row ofish a file contains the name of the data fields (attributes), and the data
arranged in columns.
The user (data provider) knows which attributes are sensitive, insensitivejdgragying and
identifying. If the user wants to apply a generalization hees ttansformation process for the
anonymization, she needs to create hierarchies associated to the attributes of the input data.
Therefore, the user could has several hierarchy data files in csv format, used in the transformation
of the related data durirthe anonymization.
A microaggregation method could be applied as additional transformation procedure. The user must
decide among the available ones (Mode, Median, Arithmetic mean, Geometric mean or Interval).
The user must specify the privacy models tajpglied according to the attribute types, if she wants
to preserve the privacy of these attributes:

o For the quasidentifying attributes, Kanonymity and the K parameter.

o For the sensitive attributes;diversity and the L parameter.

Upload the data file:

POST https://vm.projects4eu.eu:9083/dans/uploadBile

2.
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3.

POST https:/vm.projectcs4eu.eu:9083/dans/uploadBbile

Choose to anonymize or to get an anonymization report:
a. If anonymizing the data file with the transformation input:

POSThttps://vm.projet.csdeu.eu:9083/dans/file/{fileld§ response content type = text/plain

b. If getting the anonymization report with the transformation input:
POSThttps://vm.projects4eu.eu:9083/daffile/{fileld} & response content type =

application/pdf

7.133

Test Results

If the data provider selected the anonymization option, she getniieymized data setin csv format,
according to the transformation procedure applied.

If the data provider chose éhreport option, she got threport with some statistical data about the
anonymization she specified to be applied to the source data.

7.1.4
7.1.4.1

Test Case MDUC2-TC-003

Description

A user wants to anonymize a csv/excel data file using the DaxidBymization tool as a java library. She
analyses the anonymized data by generating the related report.

7.1.4.2

Test Case Workflow

Preconditions

1

Steps
1.

A user (data provider) has a data file in csv/excel format, containing a set of peesusiave
health data on a local path at her computer. The first row of such a file contains the name of the data
fields (attributes), and the data arranged in columns
The user (data provider) knows which attributes are sensitive, insensitivejdgragying and
identifying. If the user wants to apply a generalization as the transformation process for the
anonymization, she needs hierarchies associated to theitsrof the input data. So, the user has
several hierarchy data files in csv format, used in the transformation of the related data during the
anonymization, on a local path at her computer.
A microaggregation method could be applied as another trangfommocedure. The user must
decide among the available ones (Mode, Median, Arithmetic mean, Geometric mean, Interval).
The user has to specify the privacy models to be applied according to the attribute types, if she
wants to preserve the privacy of thestributes:

o For the quasidentifying attributes, Kanonymity and the K parameter.

o For the sensitive attributes;diversity and the L parameter.

Invoke the following method belonging to the cld3ansSimpleServigespecifying to true if
anonymizihg or generating an anonymization report:

Resource dansData (DANSinput dansinput,
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boolean isAnonymFileReturned,
boolean isStatisticDataReturned,

String myPath)

7.1.43 Test Results

If the data provider selected the anonymization option, she geatniieymizeddata setin csv format,
according to the transformation procedure applied, in the specified path.

If the data provider chose the report option, she gateghert pdf file with some statistical data in the path
just specified, according to the anonymizatghe specified to be applied to the source data.

7.1.5 Test Case MDUC2-TC-004

7.1.5.1 Description

A user wants to anonymize a csv/excel data file, or to study the statistics data which would describe the
anonymization process for a transformation input dad&ided for the former data file

The data source or any given hierarchy file have not been uploaded.

7.1.5.2 Test Case Workflow
Preconditions

1 A user (data provider) has a data file in csv/excel format, containing a set of peessitive
health data. The fit row of such a file contains the name of the data fields (attributes), and the data
arranged in columns.

9 The user (data provider) knows which attributes are sensitive, insensitivejdprasgying and
identifying. If the user wants to apply a genemation as the transformation process for the
anonymization, she needs hierarchies associated to the attributes of the input data. So, the user has
several hierarchy data files in csv format, used in the transformation of the related data during the
anonymgation.

1 A microaggregation method could be applied as another transformation procedure. The user must
decide among the available ones (Mode, Median, Arithmetic mean, Geometric mean, Interval).

1 The user must specify the privacy models to be appliedrding to the attribute types, if she wants
to preserve the privacy of these attributes:

o For the quasidentifying attributes, Kanonymity and the K parameter.
o For the sensitive attributes;diversity and the L parameter.

Steps
1. Upload the data file:
POST 'https://vm.projectsdeu.eu:9083/dans/uploadbile

2. Upload the hierarchy files:
POST 'https://vm.projects4eu.eu:983/dans/uploadFite

3. Anonymize the data file or generate the report with a transformation input, but this input does not
contain the specified file identifiers got in the above steps:

POSThttps://vm.projectsdeu.eu:9083/dans/file/{fileld& response content type = text/plain or
application/json
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7.1.53 Test Results

The user gets an error message showing there is no data file/hierarchy file.
7.1.6 Test Case MDUC2-TC-005

7.1.6.1 Description

A userwants to anonymize a csv/excel data file or to generate the anonymization report using the DANS as
a java library, but the path to the files is wrong.

7.1.6.2 Test Case Workflow
Preconditions

1 A user (data provider) has a data file in csv/excel format, contamisgt of personalensitive
health data on a local path at her computer. The first row of such a file contains the name of the data
fields (attributes), and the data arranged in columns.

1 The user (data provider) knows which attributes are sensitive)sitise, quasidentifying and
identifying. If the user wants to apply a generalization as the transformation process for the
anonymization, she needs hierarchies associated to the attributes of the input data. So, the user has
several hierarchy data filés csv format, used in the transformation of the related data during the
anonymization, on a local path at her computer.

1 A microaggregation method could be applied as another transformation procedure. The user must
decide among the available ones (Modedian, Arithmetic mean, Geometric mean, Interval).

1 The user must specify the privacy models to be applied according to the attribute types, if she wants
to preserve the privacy of these attributes:

o For the quasidentifying attributes, Kanonymity and th& parameter.
o For the sensitive attributes;diversity and the L parameter.

Steps

1. Invoke the following method belonging to the clBssmsSimpleService with a wrong path or anon
existent one

Resource dansData (DANSinput dansinput,
boolearisAnonymFileReturned,
boolean isStatisticDataReturned,

String myPath) // Specify a wrong path here

7.1.6.3 Test Results

The user gets an error message since the files have not been found in the path just specified.
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7.1.7 Test Case MDUC2-TC-006

7.1.7.1 Description

A user vants to analyse the anonymization/or to anonymize the source data. During the anonymization
process something unexpected event happens, and an error is returned to the end user.

The unexpected events tested were:

The transformation input data are not cotre

The format of the files to be uploaded is not one of the allowed ones (csv/excel).
The hierarchy files/data source files are not found.

The certificate of the machine expired.

The DANS was not running.

= =4 =8 =8 =9

7.1.7.2 Test Case Workflow
Preconditions

1 A user (data provider) has a data file in a given format, containing a set of peyspsitive health
data. The first row of such a file contains the name of the data fields (attributes), and the data
arranged in columngSuppose that the file formatnigither cvs nor excel. An error occurs.)

1 The user (data provider) knows which attributes are sensitive, insensitivejdpragying and
identifying. If the user wants to apply a generalization as the transformation process for the
anonymization, she ees to create hierarchies associated to the attributes of the input data.
Therefore, the user could have several hierarchy data files in csv format, used in the transformation
of the related data during the anonymizati(@uppose not all the expected hiehy files are
uploaded. An error occurs.)

1 A microaggregation method could be applied as additional transformation procedure. The user must
decide among the available ones (Mode, Median, Arithmetic mean, Geometric mean or Interval).

9 The user must specifire privacy models to be applied according to the attribute types, if she wants
to preserve the privacy of these attributes:

o For the quasidentifying attributes, Kanonymity and the K parameter.
o For the sensitive attributes;diversity and the lparameter.

Steps

(If the DANS is not running, or the certificates expired or the server is down, the swagger API will not
work.)

1. Upload the data file:
POSThttps://vm.projects4eu.eu:983/dans/uploadFile

(If the format file is not allowed, an error will be returngd.
2. Upload the hierarchy files:

POSThttps://vm.projects4eu.eu:9083/dans/uploadFile

(If the format files a& not allowed, an error will be returnéd.

3. Choose to anonymize or to get an anonymization report:

(If the transformation string is not syntactically correct, an error will be retuned.

(If the transformation string is correct but the specified files aefound, an error will be returned.)
a. If anonymizing the data file with the transformation input:

180


https://vm.project-cs4eu.eu:9083/dans/uploadFile
https://vm.project-cs4eu.eu:9083/dans/uploadFile

CyberSec4Europe D5i3Validation of Demonstration Case Phase 1 §,

Cyber
Security
for Europe

>
\0’ -_

b.

POSThttps://vm.projects4eu.eu:9083/dans/file/{fileld& response content typetext/plain

If getting the anonymization report with the transformation input:
POSThttps://vm.projectsdeu.eu:9083/dans/file/{fileld&k response content type =

application/pdf

7.1.73 Test Results

No anonymization takes place. The user gets an error message showing what is happened.

7.1.8 Quality Indicators

This section provides the quality indioss based on the effectiveness and efficiency of the solution.

7.1.8.1

Effectiveness and efficiency of the solution

In the Medical Data Exchange demonstrator, the following indicators have been covered:

il

Integration and interoperability : DANS APIs are publicly exposed on the developer partner
premises. The Swagger APIs (generated with the OpenAPI Specifidatibrthe DANS asset
provides a direct access to the service and their functionalities (e.g. anonymize files, manage
hierarchy fles or retrieve statistic report of the anonymization process), providing examples of the
type of every parameter used. Since the anonymization service is running as a service, the operations
can be invoked from other systems;

Documentatior: A user guide dcumentation is provided to the end users for validation. This guide
contains examples, tutorials for easing the use of the anonymization tool, APIs provided by the
DANS tool are specified and documented. During this phase 1 the anonymization service (DANS
has been deployed only on the developer partner infrastructure for an easy management. The
documentation related with installation, configuration and integration of the anonymization service
will be provided to the end users in phase 2. README files ignoy information on the
anonymization tool is already prepared, and information on installation, configuration and
integration will be included in phase 2;

Usability: Based on the feedback provided by the-asers is foresee to provide a basic user
interface during the phase 2 for facilitating the use of the DANS as a service. The DANS asset is
provided in two flavours. DANS as a service to be deployed on the data provider infrastructure or
on third-party premises, and as a java library to be integratedeégacy applications developed by

the data provider;

Source code management and automated CI testinfhe DANS asset java code (DANS as a
service and as a java library), are managed through GitLab at ATOS premises. As any repasitory in
this software dvelopment platform, the version control, issue and merge request tracking, make
easier the code maintenance;

23 https://swagger.io/specification/
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1 Deployment DANS (as a service) code is ready to be dockerized and is deployed on the developer
partner premises as a docker container. On ther dtand, DANS library (a jar library) can be
integrated in modules or applications implemented by the end users (data providers).

7.1.9 Requirements Coverage

The following table shows how each MD requirement has been validated. The descriptions of the
requirenents come from #hdeliverable D5.1 [[L Notice the modal verbs in the description column indicate
the mandatory nature of each requirement, according to the RFCG TP [16].

ID Description Validated Strategy Result Comments

MD-SP0O1 Whenpersonal Yes Test Case MB Success k-anonymity

and sensitive UC2-TC-002 and Hdiversity
data are Test Case MD privacy _models
shared, data UC2-TC-003 are available tc
providers be used in the
MUST DANS asset.
preserve the
data su
privacy by
using privacy
preserving
techniques

MD-SP02 When personal Yes Test Case MB | Success k-anonymity
and sensitive UC2-TC-002 and |-diversity
data are Test Case MB privacy _models
shared, data UC2-TC-003 are available tc
providers be used in the
MUST DANS asset.
preserve the
data su
privacy by
using
anonymization
tools

MD-SPO03 Communicatio Yes Test Case MB Success See Dawex
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ns between UC2-TC-001
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through the
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health data

MUST be

security
police™


https://euc-word-edit.officeapps.live.com/we/wordeditorframe.aspx?ui=es%2DES&rs=en%2DUS&wopisrc=https%3A%2F%2Faitonline-my.sharepoint.com%2Fpersonal%2Fstephan_krenn_ait_ac_at%2F_vti_bin%2Fwopi.ashx%2Ffiles%2F2826fb60bb254cbbaab34e3ab022742b&wdenableroaming=1&mscc=1&wdodb=1&hid=6C44979F-1047-B000-A69F-52ACD2BC90E0&wdorigin=ItemsView&wdhostclicktime=1607963634309&jsapi=1&jsapiver=v1&newsession=1&corrid=5b875b7b-fcb2-418e-acb0-a5882879c31a&usid=5b875b7b-fcb2-418e-acb0-a5882879c31a&sftc=1&instantedit=1&wopicomplete=1&wdredirectionreason=Unified_SingleFlush&rct=Medium&ctp=LeastProtected#_ftn1

Cyber
Security

CyberSec4Europe D5i3Validation of Demonstration Case Phase 1 %z for Europe
\ -

ID

MD-SP04

MD-SP05

MD-SPO06

Description Validated Strategy Result Comments

protected by
security
associations,
in order to
avoid leaks of
sersitive
information

Communicatio Yes Test Case MP | Success See Dawex
ns between UC2-TC-001 security  and
data providers privacy policé
and data

consumers

through the

platform to

exchange

health data

MUST be

protected by

security

associations,

preserving

data integrity

Data su- N/A Not apply to
health data this UC
MUST be

protected at

any time by

using an

encryption

scheme that

allows to

ensure their

confidentiality

Data su - N/A Not apply to
health data this UC

MUST be

protected at

any time by

using an

encryption

scheme that

allows to
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MD-SPO7

MD-SPO08

MD-LFO1
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Description

ensure their
integrity

The enrolment -
and the access
processes to
the data
exchange
marketplace
SHOULD
provide a
strong
authentication
mechanism to
ensure only
those
legitimate
stakeholders
are allowed to
perform such
processes

The Yes
marketplace

MUST provide
sharing

contracts

between data
providers and

data

consumers

A schema for Yes
metadata
MUST be
defined and
provided by
Dawex
marketplace.
The schema
MUST use a
well-known
standard (such
as XSD).

Validated

Strategy Result

N/A

Test Case MB | Success
UC2-TC-001

Test Case MB  Success
UC2-TC-001

Comments

Not apply to
this UC

See Dawex
security  and
privacy policé

See Dawex
security  and
privacy policé
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ID

MD-LF02

MD-OP01

MD-0OP02

MD-MPO1

MD-SPLO1

Description Validated Strategy Result

Test Case MP | Success
UC2-TC-001

Metadata Yes
MUST be
provided to the
Dawex
marketplace
either using
the
marketplace
interface
configuration
or using a
supported
format type
such as csv,
xml, json or
shapefile

Test Case MBP  Success
UC2-TC-001

All the legal Yes
conditions for

the exchange

of sensitive

health data

MUST be

provided by

the

marketplace

Test Case MB | Success
UC2-TC-001

Definition of Yes
the taxonomy
related to

medical data
MUST be

provided

Test Case MP  Success
UC2-TC-001

Marketplace  Yes
SHOULD

consider the

final user

feedback for
updating the

platform

Dat a s u No Test Case MB | No case yet
personal data UC2-TC-001

MUST be

protected at

Comments

See Dawex
security  and
privacy policé

See Dawex
compliance
police?

See Dawex
security  and
privacy policé

Feedback fromr
end users ha
been collectec
(see  sectior
2.3)

We are not
using persona
data as the dat
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https://euc-word-edit.officeapps.live.com/we/wordeditorframe.aspx?ui=es%2DES&rs=en%2DUS&wopisrc=https%3A%2F%2Faitonline-my.sharepoint.com%2Fpersonal%2Fstephan_krenn_ait_ac_at%2F_vti_bin%2Fwopi.ashx%2Ffiles%2F2826fb60bb254cbbaab34e3ab022742b&wdenableroaming=1&mscc=1&wdodb=1&hid=6C44979F-1047-B000-A69F-52ACD2BC90E0&wdorigin=ItemsView&wdhostclicktime=1607963634309&jsapi=1&jsapiver=v1&newsession=1&corrid=5b875b7b-fcb2-418e-acb0-a5882879c31a&usid=5b875b7b-fcb2-418e-acb0-a5882879c31a&sftc=1&instantedit=1&wopicomplete=1&wdredirectionreason=Unified_SingleFlush&rct=Medium&ctp=LeastProtected#_ftn2
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ID

MD-SPL02

MD-SPLO3

MD-LRO1
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Description

any moment
avoiding third
parties can
learn fromthe
data

Data providers
MUST be able
to provide data
from multiple
sources in an
adequate form
to data
consumers for
analytics

The data
exchange
marketplace
SHOULD
allow shared
data
monetization.
The data
owner can be
remunerated
when its health
data are used.

The data
subject
privacy MUST
be preserved
at any time.
Towards this
end, data
providers and
data
consumers
MUST fulfil

Validated Strategy Result

TestCase MD  Success
UC2-TC-002

Test Case MB
UC2-TC-003

Partially

Yes Test Case MB | Success
UC2-TC-001

Yes Test Case MP  Success
UC2-TC-001

Comments

are
anonymized.

The allowed
formats of the
data files from
the data
providers are
csv and excel.

The available
formats for the
anonymized

data files to be
consumed by
the data
consumers art
csv and pdf
(this one with
repat data.)

See Dawex
security  and
privacy policé

See Dawex
compliance
police?



I oy
CyberSec4Europe D5i3Validation of Demonstration Case Phase 1 %z for Europe
\ —
ID Description Validated Strategy Result Comments
the GDPR
regulation and
accomplish the
data su
rights.
MD-LRO2 The Yes Test Case MP | Success See Dawex
marketplace UC2-TC-001 security  and
MUST provide privacy policé
sharing smart
contracts

between data
providers and
data
consumers

Table32: Medical Data Exchangé& MD-UC2 Validation requirements' coverage.

I https://www.dawex.com/en/securibrivacy/

2 https:/iwvww.dawex.com/en/compliance/

7.2 Validation Summary

The Medical Data exchange pilot has been validated by passing the test cases specified in the former section.
Some of those test cases were performed by the end users, and the most technical ones were passed by the
development team.

The following table povides the validation summary:

ID Validated Result Comments
Test Case MDUC2- Partially Success This test validates th
TC-001 COVID-19 Exchange
platftorm  with the
DANS asset.

Two requirements ar
not completely covere
yet: MD-SPLO1 and
MD-SPL0O2 (seeTable
1. T5.6-1 IDMD-UC2
Validation
requirements’
coverage.)
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https://euc-word-edit.officeapps.live.com/we/wordeditorframe.aspx?ui=es%2DES&rs=en%2DUS&wopisrc=https%3A%2F%2Faitonline-my.sharepoint.com%2Fpersonal%2Fstephan_krenn_ait_ac_at%2F_vti_bin%2Fwopi.ashx%2Ffiles%2F2826fb60bb254cbbaab34e3ab022742b&wdenableroaming=1&mscc=1&wdodb=1&hid=6C44979F-1047-B000-A69F-52ACD2BC90E0&wdorigin=ItemsView&wdhostclicktime=1607963634309&jsapi=1&jsapiver=v1&newsession=1&corrid=5b875b7b-fcb2-418e-acb0-a5882879c31a&usid=5b875b7b-fcb2-418e-acb0-a5882879c31a&sftc=1&instantedit=1&wopicomplete=1&wdredirectionreason=Unified_SingleFlush&rct=Medium&ctp=LeastProtected#_ftnref1
https://eur01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.dawex.com%2Fen%2Fsecurity-privacy%2F&data=04%7C01%7Cjuan.perezb%40atos.net%7C2692d75ffb09445c209808d8a03cd42a%7C33440fc6b7c7412cbb730e70b0198d5a%7C0%7C0%7C637435530402923462%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=%2BTh3%2FupKT3gARGdWI5PXQpw6fdBJZRgRkUGOA0YNToc%3D&reserved=0
https://euc-word-edit.officeapps.live.com/we/wordeditorframe.aspx?ui=es%2DES&rs=en%2DUS&wopisrc=https%3A%2F%2Faitonline-my.sharepoint.com%2Fpersonal%2Fstephan_krenn_ait_ac_at%2F_vti_bin%2Fwopi.ashx%2Ffiles%2F2826fb60bb254cbbaab34e3ab022742b&wdenableroaming=1&mscc=1&wdodb=1&hid=6C44979F-1047-B000-A69F-52ACD2BC90E0&wdorigin=ItemsView&wdhostclicktime=1607963634309&jsapi=1&jsapiver=v1&newsession=1&corrid=5b875b7b-fcb2-418e-acb0-a5882879c31a&usid=5b875b7b-fcb2-418e-acb0-a5882879c31a&sftc=1&instantedit=1&wopicomplete=1&wdredirectionreason=Unified_SingleFlush&rct=Medium&ctp=LeastProtected#_ftnref2
https://www.dawex.com/en/compliance/
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ID Validated Result Comments

Test Case MDUC2- | Yes Success This an asset tes

TC-002 without integration in
the COVID-19platform.

Test Case MDUC2-  Yes Success This an asset tes

TC-003 without integration in
the COoVID-19
platform.

Test Case MDUC2- | Yes Success This an asset tes

TC-004 without integration in
the COVID-19
platform.

Test Case MDUC2-  Yes Success This an asset tes

TC-005 without integration in
the COVID-19
platform.

Test Case MDUC2- Yes Success This an asset tes

TC-006 without integration in
the COVID19
platform.

Table33: Medical Data Exchange demonstrator's use cases validation summary.

7.3 Lessons Learned and Future Work

The validation of theaquirements indicated in Table @monstrates that the initial goals planned for-MD
UC2 has been reached. According to the summary of the validation shown in Gatriéy2ne of the Test
cases has been covered partially as not all the protected tedisdradeveloped in phase 1 (crypto tool for
endto-end encryption will be completed in phase 2).

Additionally, a highly valuable feedback has been provided by the end users (team of data scientist working
for a French health corporation (pharmaceuticat@®). The main aspects to be considered in the future
releases of the DANS asset are related to the next points:

1
f

188

Returned codes Provide more returning codes, in order to give more detailed information of the
results to the user.

Graphical user interface: Substitute the swagger API into a more tfsiendly interface, not so much
technical.

Ease of Use The guide that represents the usage of a tool to anonymize sensitive data, on a
theoretical level, the idea is clear and well represented. On the othdr tie technical
representation is insufficient especially for inexperienced userstéebnical users). The structure

of the file that specifies the hierarchy of quasnsitive attributes is superficially explained. The
JSON input for the metadata witary according to the file to be anonymized. For this reason,
inexperienced users will be unable to test or benefit from such a tool.

Importance of the tool The concept of anonymization of sensitive data through either the
generalization and fitting attiutes into highetevel classes. The mictaggregation procedure or
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the privacy models like quaglentifying attributes (Kanonymity) and the sensitive attributes (L
diversity) remain very important methods. When they deal with sensitive data and iidartieey
facilitate the transferability of data and information yet keep-tégkl compliance with the privacy
issue, especially in sectors tackling personal data.

Based on this feedback the future work planed for the following versions of the DABIS adtbe the
following:

1 Develop a basic user interface that can help the end users to work with this asset in a friendly way;
1 Add new code messages providing more useful information to the end users. The information

provided will be enough to be informed on the process but keeping security, not giving information
can compromise the service.

1 Update DANS user guide with additiore{planations.
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8 Smart Cities

Smart cities demonstrator cases have been focused on two main goal:

i Setup and put in operation a user centric infrastructure to support sensor and other urban data
platform and infrastructure for identity and personal datahange and their reuse in public
services, in compliance with GDPR;

1 Setup an Open Innovation cycle that will drive city stakeholders from cyber security risks and needs
assessment to the identification of the related solutions for cyber securityiay pr

In order to address Smart Cities security and privacy objectives a set of challenges have been identified in
line with the results of WP4 activities. In this context the demonstrators of Murcia, Porto and Genova have
been focused on implementingdaputting on operation, some of the use cases identified and described in
D5.1 and D5.2 by deploying, testing and validating a set of solution prototypes, scouted from WP3
activities, mainly in this first stage individually, to address the identifietestges.

The main outcome of Smart Cities demonstrator activities is to enable a novel ecosystem capable to foster
business models based on personal data exchange and usage in Smart City and Public Services while
properly managing the related cyber segurisks and regulations compliance based on trust in order to
increase user confidence concerning personal data exchange and usage and to pave the way for a cyber
security competence centre on Smart Cities.

Specifically the contexts of use cases validdtethis first stage in Murcia, Genova and Porto are the
following:

1 Murcia: extending the security and privacy aspects in smart city data platform;

1 Genova: user centric privacy consent management, assessment and prevention of cyber security
attacks and eishating attacks impact;

1 Porto: anonymization and privagyeserving models for sensor network platform.

For each use case a set of validation test cases have been planned and performed to validate the security and
privacy requirements identified in D5.2018e requirements have been (or partially) covered through the
adoption of specific solution adopted in the defined validation scenarios. The selection and adoption of the
identified solutions have been validated also from a quality point of view by ar@lyzfirst phase only

indicators on their effectiveness and efficiency.

Although in general only internal actors have been involved in this first phase, some questionnaires have
been presented in order to make a first evaluation on the quality ofitiersa

8.1 Use Case SMAJC?2

For the first phase, we have planned to validate subcases related to data consumption from the Smart City
platform. For this phase, only internal validation (using a lab test) is planned, analysing the technology
involved in thetest cases. As no emuder questionnaires will be made, the success of the validation will
depend on the correct execution of the test cases and the evaluation of the technologies used, along with
internal (but normembers of the project) questionnairesdieack about the quality.

In this evaluation, three of the assets identified in WP3 for the Smart City challenges will play a key role

1 ppldM: It is used to perform the authentication and authorization of users against theigmart
platform in a privacypreserving way. In the demonstrator, it corresponds to the specific deployment
of an OLYMPUS virtual IdP composed of three individual IdPs.
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1 Mobile pABC : As the tool to gain privacy in authentication/authorization. This demonstrator is
basedin a new pABC approach evolving from previous solutions like Idemix. Issuance and
presentation processes are those of ne8Scrypto that increase thefficiency.

1 eIDAS browser It is key for performing ieproofing of the users against the ppldM, achieving
strong linkage with physical identity. In the demonstrator, it is integrated in the Android app for
elDAS authentication via NFC using Spanish IDdc@DNIe), and also for using digital certificates
based oriCl@veSpanish system. It relies on the Keyrock component as a bridge to elIDAS.

8.1.1 Actors

For the first phase, the only actors involved in the evaluation will be developers, which will carry out
techrical tests, and researchers/experts that will complete a questionnaire for feedback. Other actors (and
stakeholders) that have been identified as potential participants of the use case, like citizens or service
providers (as per D5.2), will be includedsnbsequent evaluations.

8.1.2 Test Case SMGUC2-TCO1

This section describes a technical test case to validate some of functional dodatienal requirements
related to security and privacy aspects covered by the use case.

8.1.2.1 Description

The test case is based an application that uses the services offered by the MiMurcia Smart City platform.

It has to follow the necessary steps for authentication/authorization, and we can test that they are correctly
integrated, secure and privapyeserving. For the test cageee services will be used, which present the

user with a map that contains specific information:

1 Public transport: The user does not need any special characteristic to use this service.
9 Parking availability: The user needs to be over 18 to use thisserv
1 Water consumption: The user needs to be from Murcia to use this service.

Multiple components are involved in this tdsgure62 shows them, as well as a simplified flow of the test.
In the following, we include a brief description of the componantstheir role:

OLYMPUS viIdP: OLYMPUS virtual identity provider comprised of multiple individual IdPs. Leverages
distributed pABCs to offer privacypreserving (minimal disclosure and unlinkability) authentication
(presentation of attributes).

Keyrock: Identity management system used as a bridge to eIDAS (i.e., handles SAML communication flow
with eIDAS node to obtain certified attributes).

elDAS node:Handles authentication (of a natural person in the first pilot) with an electronic certificate or
nationd elD following the eIDAS specification.

MiMurcia: Smart city platform that offers services for Murcia city.
- ServicesPublic transport, parking availabilityé 1In
- PEP: Controls access to the services, checking that the request includes a valid capability token
(i.e., the request is authorized).
- Capability Manager: Generates capability tokens that bestow authorization to use specific
services. Relies on the PDP for trecion (using XACML).

PDP: Checks if an authorization request should be conceded, using the OLYMPUS verification library to
validate the presentation token against the policy.

191



@ Cyber
Security
AN

NS for Europe CyberSec4Europb5.31 Validation of Demonstration Case Phase 1
N

8.1.2.2 Test Case Workflow

The following figure summarizes the test caswkflow:

Figure62: Test case SM@CO02TCO1 summary

The user, not registered, clicks the butiddéew Credential and selects sign up to create a new user to
generate the credential. After writing the needed information (usepassivord), the user clicks on the
confirm button and is redirected to Keyrock to logitep 1.). The user selects to login with elD, is
redirected to the Spanish elDAS node and chooses between using electronic certificate, national elD, or
login as a Ewpean citizendtep 1.2. Finally, the eIDAS node and the IdM respond with the assertion
which contains the certified attributes, so the user can perform Id Proving and her OLYMPUS account will
have the information needed to generate credensitdp (. Before going back to the main menu, the app
transparently retrieves a credential for the usegp( 3. Now, the user can click to use a service. The
application will retrieve the policy associated to the service from the Smart City Platform and askéfrthe

wants to share the requested attributes from her credential. If she accepts, the app will use the credential to
perform a ZereKnowledge presentation and obtain an authorization todtepg 3.1 and 3)2The user is

then redirected to the servicaggps 4.1 and 4)2In future interactions, the user will be able to reuse the
stored credential to access services and also obtain new credentials (e.g., when the stored one expires) simply
by login with the username and password she chose.
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