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Abstract: This deliverable reports on the Momentum! summit event which took place on 1 and 2
December 2022 at the Representation of the State of Hessen to the EU in Brussels and was live
streamed online.
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Executive Summary

This deliverable reports on the Momentum! summit event which took place on 1 and 2 December
2022 at the Representation of the State of Hessen to the EU in Brussels and was live streamed
online. The event comprised several distinct but interrelated components:

e presentations by each of the ten work package leaders

e keynote addresses by three distinguished speakers from the perspectives of government,
industry and technology

e presentations from the owners of the six key exploitable results chosen through a filtering
process carried out by the T9.4 team and the external, independent two-person jury

e an evening panel discussion involving representatives from the European institutions and
agencies, as well as a keynote address live streamed from Kyiv.

The event was an opportunity for the project partners to come together for the last time in the
context of CyberSec4Europe and, not only reflect on the work carried out over the last four years,
but also consider what would come next for the European cybersecurity community that captured
the overall theme of the event, 'Forward with Momentum!'
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1 Introduction

The CyberSec4Europe project funding is coming to an end in December 2022 after almost four years.
During this time its 43 consortium partners, friends and associates collaborated creatively and effectively
across many different domains associated with cybersecurity.

In order to celebrate what we’d done and what is still yet to come, CyberSec4Europe hosted a two-day
event, Momentum!, on 1 and 2 December at the Representation of the State of Hessen in central Brussels.

The overall goal of the event was not only to look at our achievements with work leaders reflecting on topics
ranging from governance to standardisation, from blueprint research to skills training but also to highlight
our visions for the future.

One of the highlights of the event was a showcase of six shortlisted ‘key exploitable and innovative assets’
for project partners to present or demonstrate. A two-person jury then appointed two winners from the
presented assets. Attendees also heard our keynote speakers share their visions and expectations for the
coming years from the perspectives of technology, industry and politics. All in all, this was a memorable
and unmissable opportunity to learn what we have learnt and what we see as the way forward for the
European cybersecurity community.

1.1 Attendance Registration

As with most previous CyberSec4Europe events, the event registration process was managed
through the Hessen Representation, available in English, French and German. The total number
of registrants as at 30 November was 182.

Their in-person attendance was split as follows:

e Thursday, 1 December - daytime: 126
e Thursday, 1 December - evening: 134
o Friday, 2 December: 114

The number of those registering for online only across the whole of the two days was 29.
However, this does not reflect those who attended one or more sessions in person and others
online.

The geographic distribution was according to Table 1

R RPN W oo

EU and EEA Rest of the World
Austria 5 France 3 Poland 2 Brazil
Belgium 39 Germany 32 Portugal 3 Ghana
Croatia 1 Greece 18 Romania 2 India
Cyprus 2 Italy 20 Slovenia 3 Saudi Arabia
Czech Republic 6 Lithuania 2 Spain 4 Ukraine
Denmark 2 Luxembourg 1 Sweden 2 United Kingdom
Estonia 5 Netherlands 2 United States
Finland 4 Norway 5 Switzerland 2

Table 1: Geographic distribution of Momentum! registrants
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The registrants represented the following types of organisations:

e Government 38
e Industry 19
o Knowledge Institute 65
e Other 49
e SME 11

It should be emphasised that not all registrants actually participated in the event as they had
indicated; and that some actual attendees did not indeed register.

1.2 Agenda
The agenda across the two days was designed with the following criteria in mind:

o we should provide the opportunity for the work package leaders to reflect on and highlight the work
done in their domain but also give an indication of how their work would be followed through in
the future;

¢ interspersed amongst the work package reports, six carefully chosen exploitable assets and solutions
that had been distilled from the output of all the project beneficiaries were showcased on the first
day, with a two-person jury assessing each one to present their conclusions;

e it was considered important that the summit of CyberSec4Europe's achievements should not be
entirely inward looking or even self-congratulatory and for that reason we invited several keynote
speakers to present their views on the future of cybersecurity in Europe from different perspectives
- government, industry and technology;

o one of the characteristic features of so many project meetings has been the evening panel discussion
with expert speakers from the European institutions and agencies. For Momentum! we wanted to
invite back some of the speakers who have supported us in the past, but also to introduce a couple
of new dimensions so as to show momentum in looking forward.

1.3 Branding

The approach taken to the branding of Momentum! was to put a strong focus on the future, rather than
simply present the conference as a review of all the work that had been completed during the lifecycle of
the project. The conference wanted to convey a sense of how much more work could be undertaken to build
on the achievements of the project partners, and to highlight which project recommendations would have a
future impact for policy makers across Europe. In presenting the trajectory of the project, the word
'momentum’ seemed to best encapsulate this ambition.

The logo and associated branding for the conference are built on the existing CyberSec4Europe logo and
palette used by the project for all its mainstream activities. In addition, the logo gives a sense of energy and
action, capturing the spirit of momentum, primarily pushing forward but also looking back reflectively. This
branding was followed through in a number of important project applications.

Figure 1: The main Momentum! logo
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1.4 Pre-Event Publicity

1.41 Website
For the month prior to the event, the banner headline on the CyberSec4Europe home page pointed
to the dedicated Momentum! page which contained the latest agenda, with links to the short bios
and photos of everyone involved in the event - the keynote speakers, the evening panellists, the
CyberSec4Europe partners, the exploitation and innovation jurors and the session moderators.

@ Cyber

Security
for Europe

SN AR

1st & 2nd
December 2022
| Brussels

CyberSec4Europe - working together to boost the security of all citizens
of the European Union in their everyday digital transactions.

Figure 2: The website home page promoting Momentum!

1.4.2 Social media
We created Momentum! GIFs for use in posting on Twitter and LinkedIn. These GIFs were also
used to provide an animated main screen backdrop during breaks in the conference itself.

1.4.3 ECCC newsletter
Momentum! was announced in the monthly ECCC newsletter on 16 November - see Annex B

1.4.4 Press release
In addition to posting on LinkedIn, a Momentum! press release was issued on the EIN Presswire on
the morning of 1 December - see Annex A
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1.5 Application Branding

1.5.1 Slide templates

Cyber HESSEN
Security —ru—
S:: f_or Europe g

Momentum!

Key Exploitable Results

CyberSec4Europe
1 December 2022

Figure 3: The key exploitable results Powerpoint template

Cyber
[ CO Security

R oo B2 Momenttind!

Keynote Speaker

CyberSec4Europe
1 December 2022

Figure 4 The keynote speaker Powerpoint template

Cyber
CO Security

g4 e Momentum!

Work Package Leader

CyberSec4Europe
2 December 2022

Figure 5: The work package leader Powerpoint template
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1.5.2 Conference agendas

Agensa Momentum! ~ Agenda somdlrd

Thursday 1 December 2022 - Day Thursday 1 December 2022 - Evening

1100 Wolcorre Mart Friecich Rminnarch, Hoad of Usil Aluins of Us Hesslan) Winkstry of
The Iiteriar and for Sparts, lieprescrtation of the Stata of |hssaan fa the (U

Kai Rarnonborg, Gustiio Univirsiy Froshlurt anv SturSucAEarpe coonialr

1800 Drivks & snacks

1300 Wolcome Weartn Frioceich Reinmarct, Hosd o Usil. A of (b Hrssin Moy of
g N Wt st o Sparts. R o1 tha Stako vt Hossan 1t £

0 Goverrance erko, Kal Rainenberg. Goetys Unversity frankfurt anc Cyberseoflutops oxdimtor
1135 Achieverment 1940 Keynote Cybersacirity In Europe Post, Frasent and Futise

1150 Beprint rasearch & desigs

1215 Achiovamant

]
Lina Kamm, Spbsantics AS

Antanle Skarneta Unseriy of Murcia

1820 Dseusson panel
With special guest speakers

Tevgon iadimirox, Intwenationd Cybersecority Uriversity Ky
Tarvars Taira, Ministor Counsclior, Cybar Bsios, vyt icats and Asineormanon
Fananet Aipnsenzon of Crosis 1 U Earopesn Uk

owidrawski, Extupesmn Dala 1wl Supeior (E0PS)

Wojcwoch
Jani P janen, JAMK Watarzyn russicGéaiac lioad of Dgha A s U in Pomusnce Rapioacrtation
o Pudand ¥ Uho EU. Dupsty s of
Geeoming Boand
Francesco Bardsta drogrinme O
Capancity Bl 16 CONNECH by
Cltudio Tetxetea, 1 cqpal Onces ~ Dighal s Ganaurer Kights, Ihe Hiropsan
Comsumer Ongunisation {BEUC)

1230 Pallics keynote Mirio Carmpotargo, Socndary 1€ St fur Digiialkilon

et Acdminestrative Modemisaton, Goveramant of Parugal

1300 Buftet lunch

Moderator. Alorao Ferrers, GNIS Woderator, Kal Rannenberg Gocth Universiy | anktart and
CoturSecAEuTUpS coomsiRla
1400 Inciustry keynote Oiiver VasIrou, (3 0, Opbonctica

1430 Roadmapping Evarigelon Markalos, SORTH 2030 Recoption

1455 Achievement vt Tee
Aessancro Sforzn NEC Liboratares bumps Gabi

1510 Educaton Siwia Vidor, Uniwsrsity of Trenko
16:35 Achievement une
Vincento Savarine. Erxgiwerg ligwanveis Informatics SpA

1550 Coflos

1610 Applicatian comor:

Nessancro Sforen KEC Liboralures Eumpe Caibk

1635 Achlevement: aiz
Gunappe Maneo, Conaigi Naionai

£

1650 Tosls Vasnek Matyas, Masarh Unfisrsiy

1715 Achieverren SecCerts, botr Surda, Masaryk Uniersry

1130 Teehnology keynote Bart Presest | icad ot Campiter Nocuttty and InAusnal Cogtngrmphy (COSKC) KU | &uwsn

Achievements :
Agenda Momentum ] CyberSec4Europe M m!
F Key Exploitable Results

CyberSectCirope's legacy beyond the end of the sroject can be seen |1 e
Security results of the work cerriec oul by 8 perlners over 1e past four yesrs.

Friday 2 December 2022 - Day

e s inchethi o nied s otion e
et o, g fhon
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Figure 6: The Momentum! four page agenda
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1.5.3 Conference bags

Every delegate or participant at the event received a tote bag containing the conference agenda, several
policy briefs (see D9.28 Policy Recommendations 3), a conference pin, tins of conference-branded mints
and a copy of the Stories book.

1-2 December 2022
Brussels

Forward with

Momentum!

/7/7/ i
A ///

Forward With

Momentum!

cybersec4europe.eu

Figure 7: The Momentum! tote bag, mint tin, personal pin badge
1.6 Stories - The narrative of a European cybersecurity community

Stories is the narrative of all the project’s achievements, a book to present the life cycle of the project, its
achievement and outcomes and the areas that merit future work. This was a summary of all the blog posts,
edited by theme, that had been published on the website over the last four years, including deliverable reports
mixed with news and opinion pieces. This is a high-quality production to reflect the depth and breadth of
the research activities of CyberSec4Europe.

Figure 8: Stacks of Stories books
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1.7 Video live streaming and recording

The whole of the two-day event was live-streamed and made available on YouTube and the Home Page of
the project website. It also involved remote participation by Mario Campolargo in Portugal, levgen
Vladimirov in Ukraine and David Goodman in Scotland. The video recordings for both days are available
through the CyberSec4Europe YouTube channel and the project website?.

Cyber
Security

B/ troroee Momenttnd!

Cybersecurity Standardisation

Liina Kamm, Cybermetica

Cyber
Security

@ for Europe
About Our Community ¥ Work Packages OurResults ¥ Events ¥ News¥ Contact ¥

Cyber
Co ‘ Security
for Europe

Figure 9:Video streaming on the home page of the website

2 Welcome

Martin Friedrich Reinhardt, Head of Unit, Affairs of the Hessian Ministry of the Interior and for Sports,
Representation of the State of Hessen to the EU welcomed the Momentum! conference to the Hessen
Representation in Brussels. He told the audience that he was proud of the strong partnership that had grwon
throughout the years between the Hessen Representation and CyberSec4Europe. He introduced the day’s
event aimed at looking towards the future with momentum, confident that the conference would be
unforgettable.

Kai Rannenberg, Goethe University Frankfurt and CyberSec4Europe coordinator, thanked Herr Reinhardt,
the Hessen Representation and its employees for making this event work. He expressed pride about the
results CyberSec4Europe had produced over the previous four years. He also looked out into the future and
elaborated on how CyberSec4Europe will impact new challenges. Finally, Kai presented the agenda that
consisted of a mixture of topical content as well as achievements and exploitable results.

1 Day one: https://www.youtube.com/watch?v=8Fo7PfX2INA;
Day two: https://www.youtube.com/watch?v=XfvKR09QaXxA
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Figure 10: Kai Rannenburg welcoming the audience

3 Work Package Leaders

The event comprised short overview presentations from all ten work package leaders, each followed by
questions from the audience. All the presentations can be viewed on the CyberSec4Europe website?.

3.1 Governance

Natalia |I. Kadenko, TU Delft

We developed recommendations for a governance model for the interaction between the ECCC, the NCCs
and local cybersecurity communities. We created the concept of CHECKs (Community Hubs of Expertise
in Cybersecurity Knowledge) to organise the Community, to address existing challenges, while providing
flexibility, accounting for the needs of the local community and creating real added value

We recommended that dedicated funds should be provided, for example, under the Horizon/Digital Europe
Programmes, to deepen the cooperation and coordination of such stakeholders, alongside dedicated funds
to set up CHECKSs in all Member States.

2 https://cybersec4europe.eu/events/momentum/momentum-report/momentum-work-package-leaders/
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Challenge accepted!

Goal:
+ We aimed to design a governance model to institutionalise sustainable
development of the European cybersecurity community.
Means:
« Stakeholder input collection and research (D2.1)
+ Validation of the assumptions on the governance structure (D2.2)
* Further development of the govemance model (D2.3)
«C ity setup i, Y ion toolbox, policy
recommendations (D2.4)
CHECKs (C ity Hubs of Expertise in Cybersecurity Knowledge)
We developed, validated, and improved a flexible governance structure that has the
potenhal to address urgen( cybersecunty challenges through capitalising on the
@i "d ensuring robust cooperation.

4 Natalla Kadenko
*¥” Governance, TU Delft

Figure 11: Natalia presenting governance

3.2 Blueprint Research & Design
Antonio Skarmeta, University of Murcia
CyberSec4Europe research and innovation was focussed on:
e Privacy-preserving IdM, strong AAA and secure and private communications
e Usability aspects of security assets
o Certification frameworks and continuous monitoring
o Automated tools for verification and enforcement of security policies in software
e GDPR compliance for use in SMEs
e Methodology for the individualised evaluation of requirements
e Advanced threat intelligence services for deploying adaptive security solutions

A functional cybersecurity architecture was developed based on research work, considering 75 software
assets, 18 of which were integrated with application demonstrator use cases. In addition , we recorded more
than 36 papers in workshops, conferences and journals.
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Figure 12: Antonio presenting blueprint research and design

3.3 Roadmapping

Evangelos Markatos, FORTH
We produced three extensive annual reports with an analysis of trends and challenges, as well as short-,
medium and long-term roadmaps, in the project’s seven application domains:

e Fighting fraud (in Open Banking),

e Supply chain security (and the use of blockchain)

e  Privacy-preserving identity management (in Higher Education)
e Incident reporting (in the financial sector)

e  Maritime transport

o Medical data exchange

e Smart cities (and the use of personal data)

We participated in the Roadmapping Focus Group with the other pilots, ECSO and in collaboration with the
cybersecurity ATLAS to produce a set of priorities in cybersecurity.

3.4 Application Demonstrators
Alessandro Sforzin, NEC Laboratories Europe GmbH

Featuring the seven application domains (see 3.3 Roadmapping), we ran two phases over the course of the
project reporting the following:

e A requirements analysis of demonstration use cases
e The specification and set-up of the demonstration use cases
e The validation of the demonstration use cases

The use cases integrated, where appropriate, software assets developed in the project (see 3.2 Blueprint
Research). Some of these application areas will be commercially exploited after the end of the project.
Altogether 29 use cases were defined identifying the common research, development, and innovation
concepts developed by the project and were integrated in 14 demonstrators over the course of the project.
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3.5 Education

Jarno Salonen, VTT on behalf of Silvia Vidor, University of Trento

The main objective was “to define guidelines and tools that support the design of capability building
instruments”. The key questions addressed were:

o Which cybersecurity knowledge areas/units/skills can be taught?

¢ In which areas/units/skills are we educating people?

e How to choose knowledge areas/units/skills for a specific profile?

e How should an education unit be designed and offered?

e How does one assess and evaluate the quality of an education offer?

A survey was performed to verify which skills are considered important in cybersecurity for academia and
industry. The conclusions were that there are critical skills that are not currently being taught by
cybersecurity programs; and, at the same time, there are critical mismatches between industrial and
academic skills — with seven out of the top ten skills different between the two fields. We produced a
collaborative crowd-sourced database of cybersecurity-related education programmes with other pilots and
ENISA

3.6 Tools

Vaclav (Vashek) Matyas, Masaryk University

We examined and provided open tools for certification and validation, in close relation to education and
standardisation. This included a completely open cyber range — portable, lightweight virtual lab
environment.

We worked with and mapped existing cyber ranges and industry requirements and provided specifications
for implementation, including a sample integration/federation. We examined the role of certification for
cybersecurity and its implementations. We created an ‘Open Tools Portal” with tools for end-users as well
as a set of developed open-source tools for professional use

3.7 Standardisation

Liina Kamm, Cybernetica AS

There were three main objectives: communicate and liaise with SDOs, map standards to application areas
and give a comprehensive overview of different SDOs.

We made the following recommendations:
o ECCC should liaise and work with SDOs.
o Standards should be made freely available to universities or independent cybersecurity researchers.
e EC should support standards development and encourage free access to results.
e ECCC could make regular recommendations as to which standards to pick for financing by the EU.

e Member States could support national SDOs to include more international standards in national
standardisation collections.

e« Member States could translate standards into national languages to increase uptake

3.8 Dissemination, Communication & Exploitation

David Goodman, Trust in Digital Life Association
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We managed the project website and social media, weekly news posts/blogs and branding for events, and
other purposes. We collected project partner dissemination/communication activities and scientific articles.
We also organised events and webinars as well as reported on summer schools involving or organised by
partners.

In addition we produced:

e An analysis of SME awareness programmes and recommendations for better outreach based on
survey in seven Member States — as well as awareness effectiveness

e Supply chain security recommendations, particularly for SMEs, also based on a narrative of supply
chain work across the project

e An exploitation and innovation strategy based on input from all partners
e A series of policy recommendations based on project findings

We provided a report on the dissemination, communication and exploitation activites reflected in the 28
deliverables (mostly reports) which included maintaining the website and regular social media,

o The website grew from small beginnings to contain overview information about the European
cybersecurity community from the ECCC and NCCs to the project beneficiaries, associates and
friends

e The project's presence on social media has consistently and steadily grown on Twitter, LinkedIn
and YouTube

e The Insights series of webinars which were mostly directed by the standardisation team

e Extensive brand development from badges for beneficiaries, associates and friends to distinctive
branding for all three concertation events but specifically the two Convergence events; and for
Momentum!

o We reported on CyberSec4Europe organisation and participation in summer schools, notably the
IFIP and FOSAD

e Under raising awareness, we featured three sub-topics:

o SME cybersecurity awareness with a particular interest in reaching out to micro-enterprises
and non-IT SMEs through national SME federations, and collaboration with the other
H2020 projects

o Supply chain security recommendations created from a narrative built from the work on
supply chains from across the project in T4.5, T5.2, WP6 and T9.4

o Awareness effectiveness, primarily that of cybersecurity programmes

e A rregular review of the project beneficiaries strategies for exploitation and innovation including a
methodology for filtering the final results leading to the challenge presented at Momentum!

e Policy recommendations

Beyond Momentum!, the social media accounts and the website will continue to be maintained for five
years after the end of the project.

Antonio thanked David and the team for doing a great job! Afonso showed his appreciation for the Stories
book.

3.9 Community
Mark Miller, CONCEPTIVITY
The objectives were:
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o Concertation and clustering with related and concurrent projects for joint learning, information
sharing, cooperation, benchmarking and achieving significant impact

o Cooperation with existing cybersecurity ecosystems and communities building upon important
experience and capabilities developed over time

e Collaboration with EU bodies and agencies to address the strategic research and innovation
agenda elements (cPPP) and to contribute effectively to the work of ENISA, Europol, EU
agencies and bodies in relation to cybersecurity

He highlighted the role of CyberSec4Europe regarding community creation and collaboration alongside the
activities of the other pilots.

We organised three annual concertation events two of which were branded as CONVERGENCE with
recommendations. We reported on partner collaboration with ENISA, DG CONNECT, Europol, ECSO and
working groups, EOS, EDPS, IDSA, IETF, IEEE, AIOTI, 1oT Forum as well as standardisation bodies. We
are looking forward to the results of the ECCO community proposal which will involve stakeholders across
many communities.

3.10 CyberSec4Europe
Kai Rannenberg, Goethe University Frankfurt

Following all the individual work package leaders was always going to be difficult, so in consideration Kai
provided his reflections on some of the aspects of the CyberSec4Europe journey since February 2019. He
reiterated the original aims of the project and how in so many ways we had surpassed expectations,
particularly when you look at the pillars and the work packages as a whole.

Kai went on to give an overview of the numerous general meetings, events, keynotes, workshops, and
reminded us of the works of art created at the end of many an online internal meeting that started during the
pandemic and then took on a life of its own as an expression of the community created amongst partners.

All in all the status CyberSec4Europe achieved was that of a vibrant pilot.

Kai summed up by considering the challenges for the future beyond the end of CyberSec4Europe funding
in terms of geopolitics, platforms and European investment in cybersecurity research and development
which will be driven by the new infrastructure that the project was funded to pilot.

Figure 13: Kai presenting CyberSec4Europe's achievements
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4 Keynote Speakers

There were three keynote speakers representing different external perspectives on cybersecurity
» Mario Campolargo, Secretary of State for Digitalisation and Administrative Modernisation,
Government of Portugal who previously worked at DG CONNECT
*  Oliver Vaartndu, CEO of Cybernetica AS, an Estonian SME
» Bart Preneel, Head of Computer Security and Industrial Cryptography (COSIC), at KU Leuven.

4.1 Mario Campolargo, Secretary of State for Digitalisation and
Administrative Modernisation, Government of Portugal

Figure 14: Mario giving his keynote presentation from Portugal

Mario is working towards modernisation in the Portuguese government in the sense of digitalisation which
requires a new mindset and doing things in a new way, with people being at the centre of this. New
technologies have value for companies to develop intelligent territories. We need to tackle cybersecurity as
one of the key points. We also need safe digital services. We would like to have better services and not leave
anybody behind - a human-centric and whole-society approach. The Portugal presidency has stressed a fair
and digital recovery for Europe.

The issues of trust prevent further adoption. Digital technologies are key for a new society and economy but
we must ensure safe and trustworthy digital technologies with cybersecurity being one of the components
that enables trust. Covid accelerated the migration to cyberspace. It diversified the threats landscape — the
current main threats are ransomware and social engineering. Cybersecurity has become a business venture
— ransomware as a service or even open-source. Cyber threats accounted for 5.5 trillion EUR. The new
political reality is another key aspect that impacts cybersecurity.

The new cybersecurity strategy is important — a safer single digital market. The new Cybersecurity
Resilience Act (CRA) shows the direction of development — a critical regulatory instrument to ensure the
security of the whole supply chain.

Europe has developed a regulatory framework, but we need to go further. We need to have cybersecurity
present in everyday life. Cybersecurity should be seen as an investment, not a cost. CyberSec4Europe is
related to these concerns and related to ECCC and the NCCs. The mission of the ECCC is to provide a
dedicated approach with the use of the Digital Europe and Horizon Europe programmes in order to facilitate
strategic cybersecurity projects and to achieve quorum among Member States, deepen strategies and assure
coordination inside the EU.
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In summary, Mario believes it is important to foster digital skills and people, by endorsing smart solutions
in the private and public sectors and bringing digital (automated) (public) services closer to the citizens.
Digitalisation efforts are important for personal (users) and societal perspectives. The issue of threat is
present in all aspects of digitalisation: digitalised solutions should be both safe and trustworthy. Mario
agrees with the most important issues that ENISA has pointed out in their report, estimating that 10TB of
data are stolen every month. The implementation of cybersecurity has to be met with the same ambition and
commitment as it is to developing promising new technologies, such as 5G, loT and Al. The new
Cybersecurity Resilience Act and NIS2 directive are good examples of this.

The challenge is to make cybersecurity a part of the everyday lives of people and organisations - how to
make it important and relevant to them. The ECCC will help with joint/focused funding/research and
European independence and of course national governments play a key role (by how they implement the
regulations). Cybersecurity is important for resilience and recovery.

In Portugal, they have C-academy for ICT professionals (public and private) with 44 courses spread across
the country. The C-academy is an addition to the more generic training that existed before. Scale and
distance from the main centre diminish involvement/intensity. In Portugal, they have, for this reason, a C-
network — seven centres spread across Portugal’s regions to give local support in the cybersecurity efforts
which are somehow connected to the C-academy and could serve to support the Portuguese NCC. A
Cybersecurity Hub was established in Portugal which has produced best practices and some certification
possibilities - a national certification scheme following EC certification schemes).

As a result of these initiatives, Portugal recently advanced on the global cybersecurity index from 47" to
14" place.

Question from Kai: How does the implementation so far integrate/translate to the current
NCC/ECCC efforts? What do you expect from NCC/ECCC?

Mario: National strategy work has to be aligned with the goals of the EU. National strategies /work /efforts
should form /mould /lead the EU goals and policies. Collaboration in the cybersecurity field and with related
fields/disciplines is important and connects the goals of Portugal’s efforts and ECCC’s goals.

4.2 Oliver Vaartndu, CEO Cybernetica

Oliver expressed his thanks for being given the opportunity to provide insights from an industry perspective
on cybersecurity.

He started by telling the story of eEstonia with Cybernetica’s place in it, how over the last 60 years an
organisation has blended research and development with cybersecurity always at its core.

Cybernetica was founded in 1960 as a research institute called Institute of Cybernetics under the Estonian
Academy of Sciences. It was a direct response to Norbert Weiner’s famous book from 1948, which
established the discipline of cybernetics, called, as he put it, “Control and Communication in the Animal
and the Machine”. The discipline essentially studied how with the use of technology one could make
societies and systems more efficient. The Cybernetics Institute was really focused on applied science(s), on
how to develop practical solutions, for example, to the mining industry, on how to improve factory
production systems etc. At its height, the institute had around 700 employees and was servicing not only
Soviet Estonia but also the wider Soviet ecosystem.

Estonia gained its independence at the end of the eighties. All links to Russia were cut and the institute's
funding and client base collapsed. That did not only happen to the Institute of Cybernetics, but to all other
15 institutes that existed at that time, plus universities. The Estonian government faced a serious challenge
on how to gear its research and innovation system towards its own national goals — what were the goals,
what was the optimal innovation system for its current and future needs? A decision was taken that these
institutes were to be merged with universities which meant becoming the main research and development
agencies in Estonia, of course with radical decrease in funding and personnel.
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Figure 15: Oliver responding to a question from the audience

There were a few exceptions, however, the Institute of Cybernetics being one of them. It became a company,
which played a key role in creating the new governance structure for Estonia. It had struck a relevant balance
between understanding computer science, governance or governance systems and information security (or
cybersecurity as the discipline is known today). The first two disciplines are evident from the definition, but
information security perhaps not. The decision to start developing information security as a discipline, was
taken in the mid-1990s after having seen that IT systems would become prevalent in their usage. The
security aspect is one of the most fundamental characteristics in order to guarantee their widespread.

So when Estonia really started to build up its institutions in the mid-1990s (the first years of independence
were a transition period), it had the guts and the entrepreneurialism to think what is the new form of
government. Perhaps it was not about building brick houses to serve its citizens, but rather something new.
Estonia took a plunge, as the Economist magazine noted some years ago.

The politicians who were in their twenties and thirties had heard of computers and a thing called the Internet,
perhaps even seen them and played the first computer games, programmed a line of two of code. They
created the Tiger Leap Program and organization called the Innovation Fund to engage the researchers to
look into the future, to design something new. A digital government, or a digital society? Some of the issues
that needed to be solved had to be designed on the societal level rather than only for the governmental
purposes.

And so the journey started; funnily enough, it didn’t start by creating technology, applications and
architectures, it started by creating a relevant legal framework, the rules and regulations for the government
to interact in cyberspace, and to do this securely. Creating the norms for technologies that could be used for
interacting. Cybernetica had a modest role here in advising the Estonian Parliament on the creation of the
Digital Signatures Act and in amending the Public Information Act.

Then came the work on two essential building blocks — on the architecture of the eGovernment system and
on identity in cyberspace. Firstly, how does an eGovernment architecture look like for a small country — is
it centralised or is it decentralised, what kind of security requirements does it stipulate, what standards does
it use? One could argue just like today, in the case of cloud discussions, in order to achieve efficiency, one
should put all data into one big repository and use this as a hub for the provision of governmental services.
There was a strong school of thought propagating this so-called efficiency-based solution. The other school

16



Cyber
Security
S,: for Europe Final conference on the project results
-

of thought, which was put forward by Cybernetica’s researchers and engineers, noted that for a democratic
society a decentralised system, where organisations interact with each other via peer-to-peer
communication, the data resides with the organisations that are responsible for it, and where the security
aspects (like certification management, timestamping of the transactions etc) of the system is given to a
relevant responsible government body. This system today is called the X-Road, which is basically the
operating system of the Estonian eGovernment. It has over 700 organisations connected to it, with annually
over 2.7 billion transactions being made from healthcare to transportation. The decisions based on security
assessments made in the mid-2000s have enabled this technology to have had zero downtime over the years
and enabled it to succumb to the first ever major cyber attacks directed against a nation in 2007. Yes, certain
nodes failed, but the system was redundant and stayed operational. Cybernetica is happy to note that based
on the experiences learnt form building the Estonian X-Road, it has created a product called the Unified
eXchange Platform, which enables to power around ten eGovernment systems around the world, and will
be adopted as a base technology for the first ever Japanese Data Bank.

The second building block is identity. In order to provide anybody services on the Internet, one needs to
know with whom they are interacting; that is, a strong identity is needed, both from an enrolment
perspective, but also from the technology tool perspective as well. Furthermore, imagine the efficiencies for
the society (and Oliver fully understands that this is not the case always for all countries) if this identity is
universal: that is, it is not only used by governments but also by private and other sectors as well. After
extensive technology and security studies, a PKI-based identity card system was opted for. First, a pilot was
run, and the cards were enrolled in 2002. It took some years, for people to get accustomed to the card, the
private sector to push it, but today there is really no imaginable alternative. Estonians authenticate to all
web-based systems (not only government) and sign all documents with their elD tools. Over the years, they
have made the infrastructure more resilient, introducing the mobilelD and then also Smart-1D, a purely
software based elD solution that provides an alternative to a chip based infrastructure.

There was a slight scare in August 2017 when a security threat was discovered that affected 750,000 ID and
e-residency cards issued between 2014 and 2017. It was reported that a code library developed by Infineon,
which had been in widespread use in security products such as smartcards, had a flaw (later dubbed
the ROCA vulnerability) that allowed private keys to be inferred from public keys. Luckily, they had the
capabilities in the country to analyse and design a workaround to the system.

In this context, it is important to note that an elD and its technology are the basis of a nation’s sovereignty.
From the lessons learned in Estonia, we cannot overly rely on one technology in these critical cases, but
need to have multiple options between what to choose from. To Estonia, this is very relevant today in EU
discussions on the elDAS2 regulation about the next generation EU digital identity, the EU wallet
ecosystem. The solution proposed should not only be under the full control of the user to initiate interactions,
the wallets themselves need to be under the full control of the countries that issue them. The dependence on
secure hardware components (bearing in mind that no serious smartphone makers are from Europe) is maybe
not always advisable, they are hard to replace or cumbersome to modify. Software-based solutions, with the
option to quickly modify, upgrade them, is a must and should definitely be stipulated as one technological
alternative, especially if it has proved its security and usefulness.

The creation of these two key cybersecurity solutions has enabled Estonia to secure its foundations, create
a culture for security and enable it to build quite a sophisticated ecosystem on top of it. Estonians declare
their taxes in 30 seconds, do not carry prescriptions, access all of their medical data online, and vote online.
In the last elections about 45% of Estonians voted via the web. And that is at the general elections, which
no country in the world is actually doing, because of mostly cybersecurity fears. Since 2005 they’ve been
showing the world that the impossible is possible. That subjective fears that often are spread can be
overcome with logical research-based argumentation and proof that the technology works as described and
not in any other ways. Also, during the 17-year experience that Estonia has been running this system, there
have been no security incidents: yes, there have been misinformation campaigns, but no incidents. In the
next local elections, they will try out Internet voting system mobile...
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Oliver believes that, for all these innovations to succeed, three fundamental things are required: first,
understanding the state of the art in technology and research, foresight on how these technologies impact
the society or its users and incremental investment in order to keep them alive. As soon as you stop investing
in these technologies and the underlying research, the technology becomes vulnerable, it becomes unusable.
The complexity of the technology world is increasing, is in constant flux, one needs to invest regularly in
order to stay in the game, let alone stay ahead of the game.

So what does the future hold for Cybernetica and Estonia, what are they currently working on?

One aspect that they are keen to understand better is the notion of privacy in the digital world. What are the
technologies that enable us to give people more control, more transparency over the usage of their data? Are
there any solutions that when deployed, could give data holders competitiveness in the usage of this data in
away that personal data is not revealed, or only revealed when there is a real cause or need for it. Cybernetica
has been working on privacy enhancing technologies (PETS) since early 2010, including being part of the
last three DARPA privacy programs. Today, we see that the world is getting ready for technologies like
secure multiparty computations or zero knowledge proofs - more and more service providers, with even the
likes of Meta are coming up with practical needs. The Estonian government has initiated a Privacy
Enhancement Technologies program, which is in its infancy today, but probably has great potential for
bringing additional guarantees, trust to the owners of the data, but also enables the unlocking of some of the
value in confidential data.

Finally, Estonia is not an island, by far. It is a small, micro player in a big pond, it is dependent on everyone
in the ecosystem, from browser manufacturers, to hardware producers to operating systems developers. All
these stacks have an occasional vulnerability, serious flaw diagnosed that’ll have a significant impact on
infrastructure like the ROCA vulnerability diagnosed for ID cards in 2017. In order to be safe, there has to
be a good operational picture on what is going on in the world, one needs to build coalitions with
governments and relevant institutions to get information on possible threats and vulnerabilities as soon as
possible. One needs to have the capability to process this information if relevant and have a clear
understanding of its impacts. The world is interconnected — one vulnerability might impact in a place where
least expected. Some interdependency analysis has been done in Estonia, but there is a lot more to do.

Oliver hoped that his speech gave quite an explicit overview why they believe that investing in cybersecurity
is a must. Without these investments one actually cannot guarantee the credibility of a digital ecosystem.
The thought of being left out of a cybersecurity competence centre, as was possible when the eventual
evaluation results were announced, was disturbing. For Cybernetica, being part of the European ecosystem,
is fundamental, especially in today’s geopolitical context where they see more and more regionalism.

He was very happy to see that the work done over the last two years on the competence centre pilot program
has had real impact. That all four projects have delivered concrete results in their specific domains, like
looking at the challenges in, for example, supply chain security assurance or medical data exchange. He was
also glad to learn that all four pilot programs are in the process of formulating a unified research roadmap
for the Competence Centre Program. Cybernetica already sees that the network has enabled them to
strengthen their existing ties but also formulate new ones in the European cybersecurity ecosystem - pursue
new projects, create new alliances. It is evident, that when collaborating, they are stronger, better prepared
to the challenges that lie ahead.

Finally, he noted that we hope that the European Cybersecurity Competence Network and Centre will
leverage the work done in the four pilots and continue the pursuance of their goals, also the facilitation of
contacts between different research bodies. At times, looking from Estonia, it is not clear how the new big
picture with activities being pursued by national governmental nodes will all fit together into a European
wide network. But then again, he was sure that, as with any new initiative, time will sort things out.
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4.3 Bart Preneel, Head of Computer Security and Industrial Cryptography
(COSIC), KU Leuven
The last session before the evening event on the first day of Momentum! was a keynote speech by Professor

Bart Preneel. The talk showed a common understanding with CyberSec4Europe's visions in many important
areas.

Figure 16: Bart engaging with the audince

Following the previous talk, Bart agreed on the importance of certification for building secure systems.
However, while certification nowadays is mainly focusing on limited components like smart cards, complex
systems (e.g., smart phones, computers, etc.) are hardly ever certified, increasing the risk of market failures.
As a consequence, current certification schemes need to become more efficient and cheaper, and at the same
time significant additional research efforts are required to also certify complex real-world systems. This will
also require a paradigm shift from detecting security incidents (e.g., with the help of Al) to building secure
systems in the first place.

The task of building secure systems directly leads to the challenge of more secure processing of (outsourced)
data. While confidential computing using trusted enclaves such as, for example, Intel SGX or ARM
TrustZone, offers one part of the solution, it still requires trust in chip manufacturers or the like. Another
important part of the solution is the use of advanced cryptographic primitives such as secure multi-party
computation (MPC) or fully homomorphic encryption (FHE), which protects data while it is being
processed. These solutions started with a overhead of up to 10712, and now reached sufficient efficiency
for certain applications, with an overhead of about 1'000. DARPA is investing money to increase efficiency
by an additional factor of up to 100 by hardware support, leading to fully practical solutions there.
Unfortunately, while Europe could definitely make a difference here, Bart points out a lack of a clear
European strategy and funding in this domain.

Therefore, in order to reach European sovereignty, the European Union may decide to accept, for example,
the US as a strategic partner with all the related implications regarding self-sovereignty. If not, Europe needs
to build their entire own ecosystem, going beyond the European Chips Act, but also including software,
operating systems, network equipment and the like. However, as it might not be feasible to fully rely on
EU-only products, a possible way out is the use of end-to-end secure architectures, which could, for
example, allow the transfer of sensitive data over potentially insecure network layers (leaving aside the
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important challenge of metadata). However, this may lead to tensions with strategies of law enforcement,
for example. Therefore, clear policy decisions need to be taken. Furthermore, open systems will play an
important role on the way to European sovereignty.

The last major topic of the keynote speech was related to the current research landscape. With many
important players such as the ECCC and its national coordination centres (NCCs), ENISA, ECSO, Europol,
as well as national governments with major investments in cybersecurity, it is hard to generate a common
European vision. This leads to the situation that excellent research is performed within the EU, but final
decisions - for example, on the selection of post-quantum cryptography - are taken by NIST. What is thus
needed is a politically supported, bottom-up strategy to bring the many different views and approaches
together. Finally, Europe needs to continue their large-scale investments in research funding, but should
thereby critically question the current approach - while sometimes a novel idea can lead to a market-ready
product within a year or two, other research activities require decade(s) to reach maturity, as was the case,
for example, with MPC or FHE. This should be better respected by the funding models, where currently
most projects have roughly the same duration, such that more flexibility of the funding mechanisms for
different research ambitions is required.

5 Evening Panel

The agenda for the evening keynote and panel discussion which followed a short networking break was:
e Welcome by Martin Friedrich Reinhardt (Head of Unit, Affairs of the Hessian Ministry of the
Interior and for Sports, Representation of the State of Hessen to the EU), mentioning the crisis in
Europe (including the Russia-Ukraine conflict) and the importance and role of CyberSec4Europe.

o Keynote: by levgen Vladimirov (International Cybersecurity University, Kyiv): entitled “First-of-
a-kind cyber war” covering information about the history of Russian-UKkrainian conflict in both the
physical and cyber spaces and highlighting the importance of cybersecurity in this concept.

Panellists:

o Tamara Tafra, Minister Counsellor, Cyber issues, hybrid threats and disinformation,
Permanent Representation of Croatia to the European Union

o Wojciech Wiewidrowski, European Data Protection Supervisor (EDPS)

o Katarzyna Prusak-Gorniak, Head of Digital Affairs Unit in Permanent Representation
of Poland to the EU, Deputy Chair of the European Cybersecurity Competence Centre
Governing Board

o Francesco Barbato, Programme Officer, Cybersecurity Technology and Capacity
Building, DG CONNECT, European Commission

o Claudio Teixeira, Legal Officer — Digital and Consumer Rights, The European
Consumer Organisation (BEUC)

Moderator:
o Kai Rannenberg, Goethe University Frankfurt and CyberSec4Europe coordinator
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Figure 17: The evening panel discussion

5.1 Cybersecurity in Europe: Past, Present and Future

Martin Friedrich Reinhardt welcomed everyone to the evening panel and introduced a team from the
Hessen Code of Audit who were present. He said that we have learned to live with crises and that this is no
reason for giving up but that we instead need functioning crisis management. We need to find the right way
forward. to protect the critical infrastructure from cyber attacks, but also to build cyber defence. Data
protection, law enforcement. Development of resilience in general and cybersecurity in particular.
CyberSec4Europe is a strong voice in developing democracy, peace.

levgen Vladimirov introduced his keynote speech, 'First-of-a-kind global cyber war' by reminding the
audience that life is the most important investment. And the importance comes to people if it is interrupted.
War is the disruptor.

SO’ levgen Vladimirov % ‘ (

*#” Intemational Cybersecurity University, Kyiv ‘
(
— 4 — !

Figure 18: levgen giving his keynote speech on the line from Kyiv
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There are five recognised dimensions or domains of warfare: land, sea, air, space and cyber - the latter added
in 2016 by NATO. The fifth is important because it has three interrelated layers of cyberspace. All layers
are interconnected. Starlink has helped Ukraine in its cyber defence.

00 W

Domains of Warfare in Ukraine

There are five recognised dimensions, or 'domains of warfare’in Ukréiné n
. Land
. Sea
. Air
. Space
. Cyber (information included)
kraine is the first-of-a-kind battleground in all five dimensions.

1 Decomber 2022 Copyright 2022

Figure 19: levgen's opening slide

The first cyber war was held in Ukraine and it started much earlier in 2014 than the current aggression that
started in February 2022. Ukraine was the most targeted country from July 2020 to June 2021. There is a
really clear connection between the cyber attacks and what is happening on the ground in Ukraine right
now.

Cyber attacks can hit targets much further away than any rocket can reach which we can see with the number
of countries that have been targeted. We all have one overriding question: if all of the attacks were military
instead, how could we prevent and not make a mistake with a price that might result in a worldwide war?

How to move forward? This is the first real cyber war which has been ongoing already for eight years. We
have to research it and draw conclusions for the next generations. We invite you to join on this journey so
that we can create the basis for new legislation. We have to understand the difference between military and
non-military cyber attacks.

A number of examples:
e 2014 - a cyber attack on the election system at the time of Ukrainian parliamentary elections
e 2014 and 2015 - cyber attacks on the energy grid
e 2021 - the same attack on US critical infrastructure

Any cyber attack on state military and critical infrastructure which causes the failure of a critical service is
equivalent to military aggression. If we consider, this then we could be prepared. But we cannot or do not
see a cyber attack in the same way as we see attacks on the streets of our cities.

To conclude, we are making a call for collaborative research and European-wide legislation.
Question from the audience: What kind of data do you have?

Answer: All kinds of data which we have been gathering since 2014, collected by government
stakeholders, which we are willing to share.
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levgen's presentation can be viewed on the CyberSec4Europe website®.

Kai introduced the panelists and then started the discussion saying that there were three things that we were
not expecting when we were designing CyberSec4Europe or that our momentum would somehow need to
cover. Firstly, the Russian attack on Ukraine.

Wojciech: CyberSec4Europe started in 2019 and in the middle of the cyber attacks against Ukraine!
Meantime there were several software attacks on thousands of Ukrainian companies. There are several
lessons to consider: firstly, war is not just against the military! We were already inside the time of attacks
on the Ukraine, and we had examples of the special threats that we have to access (notPetya). This was
reused on thousands of companies in Ukraine, including companies that were not expecting this. A
bookkeeping company was used as the vessel for distributing the cyber attack.

The second lesson learned as one of the data protection authorities in Europe which tries to raise awareness
of data protection is: formal achievements of the countries might not reflect and not be as important as the
practical outcomes. Russia also has a strong data protection act. But just because someone has a law, it does
not mean that they are in line with the ideals of other countries.

Tamara: We must engage in dialogue with our counterparts from Ukraine: we can help them and also learn
from them. Russia is also a part of the UN that has laws for proper conduct in cyberspace and they are not
looking at the problem: We can do more together with the Ukrainian side to call upon Russia and bring them
to the courts at the international level. We need to talk about this and see how we can do it. The EU has also
invested in providing software and hardware to Ukraine - we are not stopping, we are continuing as there
are a lot of things that we can do. The issue is that the physical attacks are more severe than the cyber ones.
Cyber is not the main focus for that reason but it is important and we are trying to bring it into focus.

Figure 20 Tamara explaining a point

Katarzyna: There is a working group to cooperate with Ukraine in the board of the ECCC, preparing the
first meeting of the group to discuss further and look to strengthen the framework for crisis management.
By strengthening our resilience, how can we improve the framework, how can we help the people of Ukraine
involved in the war. Many have fled and some have entered Poland which united Ukraine's digital wallet

3 https://cybersec4europe.eu/events/momentum/momentum-report/keynote-speakers/
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with the digital wallet of Poland, so the Ukrainians could have documents. This will hopefully lead to yet
more developments with eIDAS.

Francesco: It's good when things work out for a project especially one this large which has had such impact
and importance. The ECCC has started its own operations for a cybersecurity strategy of the Union. We
have seen the results of cybersecurity aggression. The operational aspect is improving our situational
awareness strategies using security operation centres (SOCs) as early as next year. We believe that there is
room for improvement, not only to create links but to create links between SOCs across borders. Information
sharing is important and also a lesson learned about what we need to do: that is, to share data across borders,
and to learn from experiences. Financial resources are being dedicated to improving social awareness and
information exchange between Member States and cross border (from the Digital Europe program). We
have learnt lessons from the war and about what we could and should do. All this leads to strengthening the
competitiveness of Europe leading to strategic autonomy and the creation of space for stakeholders to grow
in Europe.

Claudio: It only shows how relevant cybersecurity is. You might be doing bookkeeping today but
everything is interconnected and threats are becoming more dangerous than we could possibly imagine a
year ago. NIS2 is the most important legislation: most of the devices that we use all the time are
fundamentally unsafe, and vulnerable to attacks. Cyber resilience is of utmost importance. Our infrastructure
and cyberspace are vulnerable to attack. This is an opportunity to make and show that we are safe! We
should not waste it! The government needs to step up and provide protection. This is changing and needs to
be put on the spot.

Kai: The second thing: we need the impact of regulation on the market: which of the long list of regulations
plays the biggest role in expectations and hopes?

Katarzyna: We are missing people who will carry out this legislation which is about people, professionals
and communities. There is no skilled force, and not enough competences. NIS2 is the most important and
we need work on the Cybersecurity Resilience Act (CRA). We should focus on what we already have and
be sure to have implemented it.

Francesco: We started to define what we needed for implementation. For me it's the one that creates the
competence centre: making the centre operational and financially independent and then scale up the
communities across Europe, strengthen European competitiveness and industry in the cybersecurity domain.
Implement things with real users. There is an opportunity in European industry and research to needs to
meet the requirements of the legislation.

Wojciech: The activity of the people in the Member States is vital. we cannot wait for legislation from the
top - this approach is not enough, we have to start from the bottom. Hessen is the place where the data
protection law was first taken into effect. They started from the bottom and did not wait for instructions.
Skills - the people are around and we do not have to wait but to find them and pass them the skills.

Tamara: Legislation - all are important. Since 2017 and the introduction of the Cybersecurity Act, in five
years we have managed to enact three complicated legislative acts and we're working on a fourth one. All
of them are interconnected: for example, the CRA gets certification from the Cybersecurity Act. It's
important that all the stakeholders are involved. Skills are the most important. We do everything for society
and citizens. We need to start thinking about how to bring digital issues closer to our youth. We need to use
the opportunity to share the important messages, especially among youth. We need to promote it more!
Cybersecurity is not just for the specialists but for all.

Question from Stefan Bumerl: We in Europe are good at identifying the right thing but bad
at implementing them. eIDAS has been in place for some time and still there are very few
elDAS-compliant digital signatures out there. NIS2 is upcoming. There is the possibility to
get the ball rolling as 160,000 organisations need to be standardised. The wish is to remain
onside with our goals and laws. How can we improve the efficiency of implementation?
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Figure 21: Stefan asking a question

Question from Stelian Brad: Al is explainable and trustworthy, but cybersecurity is no way
to prove the trustworthiness of a solution. We can accelerate this bottom-up. What do you
think?

Wojciech: We do not want to kill industry and their operations. At the time when GDPR was created, the
request was not to over-legislate and in the implementation phase we got questions like, "Where are the
templates and guidelines?" There is work to do. There is a lot of legislation ongoing but it's not clear why.

Katarzyna: | have huge hopes for eIDAS but you need substantial use cases. People will use wallets only
when they see that they are useful. This is the future. We are progressing but maybe not as fast as we would
like.

Question from Indra Spiecker: In the GDPR we have privacy-by-design. Is this something
we need in cybersecurity as well so that it is not an add-on at the end. Would this solve things
in the end?

Francesco: The CRA is going toward that solution. Anything with digital components needs to be
cybersecurity compliant. We can improve.

Tamara: Have the CE marking for cybersecurity as well. So you know that the solution is cyber secure.
Also individuals need to have cyber hygiene, but this is going to protect those of us who do not have that
good cyber hygiene.

Claudio: Around half of the devices that are interconnected are not covered by any legislation that requires
them to be cyber secure: for example, the GDPR does not give an enforcement framework like the CRA
will. This is needed if products are fundamentally unsafe. We need to have these requirements.

Question from Luis Antunes, University of Porto: There is a lack of trust in the scope of
cybersecurity. Otherwise we will not share information. Are we in a position where the trust
is in place or do we need face-to-face meetings to build trust?

Wojciech: It is OK to talk about trust at the beginning of a project, but it is sorry to discuss it at the end and
after years of cooperation!We will never have the level of trust that we would like. It can be killed by big
politics that are not connected in ways that the people and companies want.

Katarzyna: Trust is personal and a work in progress. We have framework networks and these help build
trust. There is cooperation within the Council as well
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Tamara: It is still ongoing but much better than it used to be.

Francesco: All the activities we do together, we hope will help to build trust.
Luis: If we work as 27 separate countries, we will not win this war.

Kai: How can we deal with that?

Francesco: SOCs and cross-border components support the idea of trust by having common projects for
Member States. We are trying to build this and facilitate it at the European level.

Claudio: Give power to the people. If we have good legislation this should allow us to collaborate. Ensure
that we create the means for reporting on these vulnerabilities and also keep manufacturers honest.

As the discussion came to a close, Kai thanked the panellists and gave them each a gift!

6 Key Exploitable Results

In addition to the printed general event agenda for the event, the attendees were given an additional page
listing the assets to be presented and an explanatory text to provide the context for the process (See figure
6):

"CyberSec4Europe’s legacy beyond the end of the project can be seen in the results of the
work carried out by all partners over the past four years.

In a series of reports, we highlighted the individual and joint exploitation and innovation
plans, involving assets and solutions across the different project domains, ranging from, for
example, maritime transport to the Flagship cyber range challenges.

As CyberSec4Europe comprises diverse organisations — from software vendors, commercial
businesses, universities, research institutes, SMEs, legal and consultancy firms to not-for-
profit organisations — each type of partner has evolved exploitation strategies in line with their
own needs and opportunities. And we celebrate each and every one!

At Momentum! we are showcasing six of the key exploitable assets and solutions over the
course of the first day. As difficult as it was to narrow down the results to six, our independent
jury members — Stelian Brad from Cluj IT Cluster and Stefan Bumerl of CRYPTAS it-Security
GmbH — will identify just two to go forward to the European Commission's Horizon Results
Platform."

6.1 The six presentations

The six assets and their owner presenters are listed below together with links to the presentations. To
watch and listen to the presenters, these can be found in the video recording of the first day of
Momentum!*

1. OBSIDIAN Sharemind MPC Extensions®
Improving the fight against banking fraud ensuring GDPR compliance and banking secrecy

Liina Kamm, Cybernetica AS
(Authors: Liina Kamm, Baldur Kubo, Cybernetica; Mederic Collas, Informatique Banque

Populaire)

2. Flagship®
A realistic cyber security exercise using a feature rich live cyber range

4 https://www.youtube.com/watch?v=8Fo7PfX2INA
> https://youtu.be/mCOtotxhxkk
& https://youtu.be/GIVOMZRbg-0
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Jani Paijanen, JAMK

3. Replica TEE’
Enabling Seamless Replication of SGX Enclaves in the Cloud
Alessandro Sforzin, NEC Laboratories Europe GmbH
(Authors: Claudio Soriente, Ghassan Karame, Wenting Li, Sergey Fedorov, NEC)

4. CaPe®
A consent-based personal data suite to manage personal data in compliance with the GDPR
Vincenzo Savarino, Engineering Ingegneria Informatica S.p.A.

5. EBIDS® (An ensemble-based intrusion detection system)
Pushing Intelligence in Threat Sharing Platforms
Giuseppe Manco, Consiglio Nazionale delle Ricerche (CNR)

6. SecCerts: datamining security certification documents'®
An analysis tool for certificates of security products
Petr Svenda, Masaryk University

The speakers were given 15 minutes each, which included time for questions and answers. They were told
to imagine that they were presenting to a set of potential investors who already were quite familiar with the
description and strengths of their solutions but were looking for that something special that would
differentiate them from the others and had a credible opportunity in a competitive marketplace.

The two jurors were able to question the presenters at the end of each presentation and also took the
opportunity to discuss with them during the coffee and lunch breaks.

6.2 The jury summing up

At the beginning of the second day of the summit event, Stelian and Stefan together gave a fulsome
description of their approach to the task of adjudication. Here is a more or less transcript of their summing
up of the process they undertook and their views on innovation that informed their decisions. Their
description is also available onlinet*.

Stefan: It started a couple of weeks back when David asked for someone external to look at the efforts of
the 43 partners and | asked how much time will be necessary for so many results. | was not part of the
project, and they were about many areas of expertise that | had no personal core expertise of, so | expected
it to be a bit challenging. We had luck — David and his team did a really good job taking the total number
of assets and reducing the shortlist to 13 topics that we should look a little deeper into it.

During the first round we really wanted to create a formal process, to create a number of criteria to use to
score the assets.

Based on the answers provided in advance we were able to look at criteria such as the needs and challenges,
the business model, the network, the market etc, the project dividend. All of this information was gathered
and provided to us in advance of the judging. To go ahead, we originally had three evaluators, and to have
a common ranking we had an extensive points system based on sustainability, technology market readiness
level, policy priorities they address, reusability, affordability, the power of communities and the green
aspect.

7 https://youtu.be/ouG127CaDUU

8 https://youtu.be/LkocGEaO-6E

®  https://youtu.be/johb8bUyrlc

10 https://youtu.be/nyMUchrdChbs

1 https:/fyoutu.be/XfvKR09QaXA?t=1373
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We narrowed it down to six finalists, and it was really interesting to see in more detail what the projects
were really about when presented here — although it didn’t make it easier for us!

The goal however was not to stick to simply numbers and points, and we had a lot of discussion about all
of the original points we had scored. We tried to look at our role as potential investors.

Stelian: Firstly, | would like to congratulate all the finalists because in our view you did a great job. We
have seen the implications of all the teams and from this perspective all are winners. Difficult to compare
apples with pears for as you have seen each project was focussed on a different area. We looked at each
one’s innovation readiness level (which is different from market readiness): every detail of the capability of
transferring to be adopted by the market is important. From this perspective I’d like to introduce these
projections of innovation for you and | hope you will all understand | make an assessment of your work
where you have strengths and where you might have to improve. Maybe from this point of view, you will
learn how to reposition yourselves.

About technology readiness it is something that has been introduced, in the pre-selection phase. What was
very important to the jury was to differentiate. Both Stefan and | had experience in the market of related
products and it is a highly competitive space.

The capacity to differentiate by strategy, by value proposition, by IP (intellectual property) readiness level,
from similar technologies, or substitute technologies in the market — we have related experience in these
highly competitive markets. The capacity to provide blue ocean space to create radical innovation or
disruptive innovation is important. We look where there were gaps in the market that need to be filled with
something because, if an ecosystem is not functional because it has a gap, that creates a problem for all of
us. This was an important criterion.

Also we had to look at other criteria such as the IP readiness level — in some cases the patents. Patents are
OK but they have a value associated with certain business models. Otherwise, they have no value. Here, |
have to make a comment about the weakness of the European landscape We are encouraged by the
Commission to fund these projects and push them to publish their results because once published they
become public good for all of us, not just Europeans, but the world. However, | feel aligned with Professor
Bart Preneel’s comments yesterday that sometimes in our European innovation landscape is difficult — the
businesses which are driven by radical, disruptive technologies we have to take care of how we tackle
intellectual property e.g., the example of DARPA.

In terms of market readiness, some of the projects were easier to be introduced, some were needing more
work to educate the market for adoption. Sometimes we have to go deeper to understand the behaviours of
the market to adopt — and sometimes we have to care for the end users. What will be done with the results
further? We need the projects to highlight this and explain what they want to do further. We need to see
commitment to move forward rather than just an intellectual exercise to demonstrate professionalism or
creativity, and, when seeking capital for finance, we expect to see some more sense of this from the project
presenters. Something about the readiness of the company, something about the scalability. We tried to
interact with the presenters to find out more information. Also, the capacity to deploy in different locations
—that’s an important issue. These factors shaped our final decisions.

Some projects are ready now to be in the market, and some need more attention and maybe more
encouragement, but they have a huge potential in the cybersecurity landscape. These criteria together shaped
the decisions on the winners.

Stefan: We had partners from industry and some from academia and we wondered if this should also shape
our decision because of the different backgrounds they originated from. My expectation was there should
be a gap between them, but we decided to give two awards which meant we could get round this problem.
We decided to give an award to one from each category.

Announcement!
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Stefan: The first winner is a clever idea, a new idea — a new idea that makes you think, why isn’t that
standard out there, because in supply chains, in terms of software sub-components, you need to have a way
to address the challenge. You know you have on the one hand commercial supply chains contributing to any
product however the reality is that you have a lot of sub-contractors and you don’t know how many
components are embedded in the product which can affect them. That kind of process you need to map these
CVD (coordinated vulnerability disclosure) reports on a daily basis and how they are affecting us — if you
are not a vendor yourself and you are working with many vendors you cannot understand how faults might
be affecting you: it may not be good enough to rely on their reports. SecCerts had that idea and created the
mapping - whenever you identify something broken you can see what else needs to be changed. This idea
has a lot of potential and | would apply that kind of methodology to the reports coming out of certification,
if you are using open source you are forced to mention in the documentation to see what is claimed to be
embedded. To have a quick open source library to see what is embedded. So the first winner is SecCerts!

Stelian: 1 would also like to add something — apart from the name which was interesting, but ... they open
a new space of consolidating our cyber resilience in Europe. Because if we move a little bit forward to think
about innovation, it is not always the most important thing but consolidation of the business environment is
also important. We can align these with the forthcoming rights enshrined in the Cyber Resilience Act and
align these with strong customer rights.

The trophy is awarded!

Stelian: It's my turn to introduce the second winner. Also because the asset is a niche product: that is, it
addresses a niche area which is very important and also the passion you transmit to the public about the
product is very important: the courage to demonstrate uniqueness — something that is difficult to replicate
by anyone to consolidate European cybersecurity.

To contribute to the resilience of the cybersecurity of Europe was one way the product fulfils this
requirement.

Yesterday we interrogated this winner a lot because we realised that they are capable of creating an
automatic system that will strengthen the capacity of firewalls and other devices in order to identify any
suspicious behaviours. You need to work more on the promotion of this product.

Stefan: We advise that you should look at promoting this product to vendors within the OT field because
you have quite different systems in the OT field your technology could be adaptive enough to cope there.

The second trophy is awarded to EBIDS!

Antonio Skarmeta, the session moderator, thanked the jury, observing how fundamental it is to have external
views on the work we do and complimented them on having done a very good job!

Figure 22: Stelian describing the jurors’ approach to innovation
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Figure 23: Stefan announcing one of the winners

6.3 The winners

Figure 24: Stelian and Stefan with VVashek Matyas, receiving the trophy on behalf of SecCerts

o = —— . e e

Figure 25: Stelian and Stefan with Giuseppe Manco, with his trophy for EBIDS

For more on the background to CyberSec4Europe's work on exploitable results, see deliverble report D9.27
Exploitation Strategy 3.
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7 Application Demonstrator: Supply Chain Security

Martin Wimmer lines out that the topic of supply chain is very broad. With this presentation he aims to
show how to support and control the stakeholders of supply chains. Martin Wimmer lines out that this
demonstration is to be understood as a teaser. The demonstration was built with synergies between WP3, 4
and 5. The results we have are good but in WP9 we come up with concrete recommendations. While things
are produced, designed, and developed monitoring is required to identify issues. The first use case is about
retail business and the second is about a custom way for the end customer. A digital version of the supply
chain enables monitoring and ensuring that suppliers follow the rules. Relationships of manufacturers,
suppliers and subsuppliers are taken into account to keep the quality high. To overcome the issue of
revealing secret information for the subsupplier to, for example, the manufacturer, the blockchain
technology was chosen. In their architecture they chose a three-tier representation. The user interface was
designed for the engine with the aim to verify, achieve and validate that the technology works as expected.
Furthermore, Martin outlined the interaction between the deliverables and provides selected examples such
as feedback taken to the roadmap and is coming up with concrete recommendations.

A final question to be answered is whether blockchain is the right choice for supply chain. He starts by
analyzing the technological environment within the recent years using the Gartner hype cycle and presents
influencing technologies, e.g. smart contracts, consensus mechanisms, decentralized application, and others.
He concludes that we can use blockchain to enforce business compliance, to ensure non-repudiation and
ease dispute resolution but the setup and operation of decentralized systems imply additional costs and
efforts. He also lines out the demand for future research and development to ease the use of blockchain
technology.

Question from the audience: What are the pain points of the players in the supply chain. How
difficult is traceability?

Martin: We did not choose a use case for blockchain, we did it the other way round. The aim was to digitise
the supply chain. Building up trust without a trusted party was one of the key goals.

Question from the audience: The USA is stopping its activities in the Far East? What does that
mean for the European Union?

Martin: The EC has split with markets. We want to be in a position to trade with all of them.

Question from the audience: Who is liable if something fails in, for example, a multi-country
supply chain?

Martin: We do not have all the answers yet. Basically, you cannot build up a system without the
stakeholders. However, there is a traceability of documents in cases of conflict that works in the use case
provided.

8 Seizing The Momentum!

The final panel session featured all of the work package leaders who were scattered around the hall and
responded in turn to prompts from Kai Rannenberg who coordinated the session.

[WP2] Natalia gave an overview of what has happened during these times, and, despite the challenges, we
have persevered and built a community.

[WP3] Antonio mentioned the impressive integration that has been done to produce the results. Research,
collaboration and integration

[WP4] Evangelos highlighted the collaboration inter- and intra-pilots which is reflected in the deliverables.
The Blue Book is something to be remembered in the future.
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[WP5] Alessandro echoed Antonio and Evangelos on collaborations. Finding the common theme among
the diversity of the deliverables and tasks was a challenge that was successfully managed.

[WP6] Jarno mentioned having to go through all the global frameworks (more than 15 different areas) and
500 subtopics, and putting into a work group into 55 skills. You can see it in the deliverable D6.6.

[WP7] Vashek was still thrilled that SecCerts was one of the successful results of the project! He thanked
the team for the Flagship support, certificate supports, Cybernetica, interaction with WP6 and the
appreciation for the CyberSec sandbox.

[WP8] Liina was grateful for the networking and the collaboration. She felt that recommendations were the
achievement to be mentioned, as well as the standardisations.

[WP9] David picked up on Kai's observation that 43 partners can be easier to manage than ten and went on
to remark that this event has shown the achievement in terms of how well everyone gets on with each other,
working closely together across all work packages and that is a credit to Kai's leadership.

[WP10] Mark stated that it was the most interesting challenging to take and continue - a cybersecurity
flagship. We were the only pilot who put all the pilots and ECSO together into concertation events. Our
legacy is putting all the pieces together within the concept of Trust in Digital Life. He believed that we were
the primary pilot project and thanked everyone and Kai, the coordinator.

Kai then asked each of the work package leaders, this time in reverse order to address what were the
important things to do in the future:

Mark: The community exists and will continue. We need to push for funding to get more aspects
from it. We should consider the tenders to look after. Funding should be continued at both
national and European levels. and we need to make sure SMEs are one of the priorities.

David: We have built a community and we should not let it go. We can make our very best efforts.
As Europeans we are missing some points that as a community we can push policy makers
to get the story continued. This is not the beginning of the end, but just the end of the
beginning. We can help to protect the future of Europe.

Liina: We need to make practical deployment of the research into the technology. We can help
others also with the standardization (by the standards matrix).

Vashek: The future is bright! The future is open! We have started the discussions to go forward with
our current developed tools (including SecCerts).

Jarno: Also had a dream - working for an NCC and being asked to carry out some tasks which
hightlighted the education challenge to get people into the roght jobs and professions.

Alessandro:  The software we produced should be used, deployed and utilised in the future.

Evangelos: We will continue the roadmapping approach. We have created the research roadmap and
need to continue.

Antonio: The review is coming and we need to collect the outcomes. The future is blue! Our countries
are providing some funds that we need to continue and demonstrate our existence!

Natalia: Don’t forget the community. CHECK! Think of it and be inspired.

Afonso asked if he could make an announcement. We have had a big, ambitious and creative project, we
have friends from the NCCs and we have expertise in cybersecurity. Afonso said that he convinced his
organisation, CNRS, to make a limited amount of money available to keep the community connected
through a new project, EU-CHECK, which has 11 CyberSec4Europe partners. We have money on the table
and legitimacy, so we could have some spin-offs from CyberSec4Europe as we did before.

David then sang a paean to CyberSec4Europe based on the tune of a well-known bolero song from Mexico.
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Finally, Kai presented gifts of thanks to Charlotte Schrauben, Christine Jamieson and Romy Goodman
for their hard work in making Momentum! a highly successful and memorable event.

9 Summary

The end of the Momentum! summit event marked the pinnacle of the achievements of the CyberSec4Europe
pilot project. So much was achieved over these four years which these two days reflected as far as was
possible given the time available. It proved to be a satisfying and emotional end to a collaboration that
involved so many partners and diverse activities that ultimately coalesced and as a whole was greater than
the sum of its parts.

Despite the finality - at least of the funding - the title of the event, Momentum!, was chosen as it owed more
to looking forward with hope and energy than simply looking back reflectively - and there is enough to
suggest that the community that has been created will in various shapes and forms continue to engage in the
furtherance of cybersecurity research for several years to come.

Forward with Momentum!
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CyberSec4Europe Hosts Momentum! a Two
Day Cybersecurity Summit Event

fomenturm! a two day cyhersecurity event

Cyber
Security

\: for Europe
\ fo

CyberSecdEurope, a European cyhersecurity project

BRUSSELS, BELGIUM, December 1, 2022 (R NP e sswire cOmy -- W a Horizon 2020 pilot project, are hosting an
unmissahle two-day event, omenturnt?, on 1 and 2 Decermnber at the Representation of the State of Hessen in central Brussels and
also streaming live. Wyith the creation ofthe European Cyhersecurity Competence Centre in Bucharest and the establishment of
Mational Competence Certres, cvbersecurty experts framthe project will present their vision on how the European cybersecurity
community will continue to collaborate over the coming years.

Cur keynote speakers will share their insights and future expectations from the perspectives of technology, industry, poltic s and cyber
war and its social impact. They include:

= W ario Campolargo, Secretary of State for Digitalisation and Administrative Modernisation, G overnment of Portugal

= Oliver Waartndu, CEQ, Cybernetica AS

= Profegsor Bart Preneel, Head of Computer Security and Industrial Cryptography (COSIC), KU Leuven

The conference includes an evening panel discussion and social evert, featuring a keynote and special guest speakers sharing their
thoughts and discussing, 'Cybersecurity in Europe: Past, Present and Future.!

Fraom the frontline of cybersecurity challenges, levgen Viadimiray, a founder and honarary member of the International Cybersecurity
University, will give a keynote address on a live link from Ky,

Other guest speakers and panellists include:
= Tarmara Tafra, Minister Counsellar, Cyber issues, hyhrid threats and disinformation, Permanent Represertation of Croatia to the
European Union
= Wnjciech Wiewidrowski, European Data Protection Supervisor (EDPS)
= Katarzyna Prusak—Gdrniak, Head of Digital Affairs Unitin Perrmanent Representation of Poland to the EU, Deputy Chair of the
European Cybersecurity Competence Centre Governing Board
= Francesco Barbato, Programme Manager, Cybersecurity Technol ogy
and Capacity Building, DG COMNMECT, European Commission
“ = Claudio Tet:eira, Legal Officer — Digital and Consumer Rights, The
At Momentum! CyberSecd Europe’s 43 partner European Consumer Qrganisation (BELIC)
consortium celebrate the hreadth and creativity

of European cybers ecurity that will positively Another highlight of the eventwill be the dermonstration of si
protect Europe’s citizens and society over the shartlisted project 'key exploitable and innoyative results" which an
coming years.” — Professor Dy, Kai Rannenberg  independent jury wil then review. Project leaders will showcase their

achievements on governance to standardisation, from blueprint
research to skilstraining and alsa share their visions for the future in
each ofthese areas.

Lttpe:wromw, elnpressnrive oo article-print't 04 142945 cybetsect enrope- hisB-momentn m-a-twro-1 2 -cyb ersecnrity -su it event )
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21/12/2022, 17:55 CyberSecdEurope Hosts Momentum! a Two Day Cybersecurity Summit Event

All in all, this will be a memorable opportunity to discover what Europe has learnt and hear expert visions for the way forward for the
European cybersecurity community.

The event webspace is https.//cybersec4europe. eu/events/momentumy/.

Lead co-ordinator, Professor Dr. Kai Rannenberg, Goethe University Frankfurt, says: “CyberSec4Europe formed as a strong
consortium with partners in 20 EU Member States and two Associated Countries, who aimed to neot only strengthen the EU position in
cybersecurity but alse to enhance the concept of European cybersecurity by keeping it connected with European values like freedom
and respect for the individual as well as protection for the most vulnerable, when they most need it. In a nutshell the purpose of
Momentum! is to celebrate the breadth and creativity of the many approaches to advancing the European cybersecurity agenda and to
demonstrate how Europe will positively protect its citizens and society over the coming years.”

About CyberSec4Europe
After four years, funding for CyberSec4Europe and its 43 consortium and many associate partners will end in December 2022, having
collaborated creatively and effectively across many different cybersecurity domains.

The CyberSec4Europe pilot project is a research-based consortium with 43 participants from 20 EU Member States and two
Associated Countries. CyberSec4Europe was funded to pilot the establishment of a European Cybersecurity Industrial, Technology and
Research Competence Centre and the Network of National Coordination Centres, legislation for which came into force on 20 May

2021

CyberSec4Europe partners address 14 key cybersecurity domains, 11 technology/ application elements and nine crucial vertical
sectors. With participation in over 100 cybersecurity projects amongst them, CyberSec4Europe partners had the considerable
experience to address a comprehensive set of issues across the cybersecurity domain. The project demonstration cases addressed
cybersecurity challenges within the vertical sectors of digital infrastructure, finance, government and smart cities, health and medicine
and maritime transport. In addition to the demonstration of a proposed governance structure and operation of the network,
CyberSec4Europe developed a strategic roadmap and recommendations to help drive future cybersecurity-related funding programme
calls, including those in Horizon Eurcpe and Digital Europe.

CyberSec4Europe is funded by the European Union under the H2020 Programme Grant Agreement No. 830929

David Goodman

Trust in Digital Life
david@trustindigitallife.eu
Visit us on social media:
Twitter

Linkedin

1 https://cybersecdeurope.eufevents/momentum/
2 https.flcybersecdeurope.eu

This press release can be viewed online at: https:/fwaww.einpresswire.com/article/604142845/

Disclaimer: If you have any questions regarding information in this press release please contact the company listed in the press
release. Please do not contact EIN Presswire. We will be unable to assist you with your inquiry. EIN Presswire disclaims any content
contained in these releases.

© 1995-2022 Newsmatics Inc. All Right Reserved.

hitps://www. cinpresswire.com /article- priny604142945/eybersecdeurope- hosts-mom entum-a-two-day-cybersecurity-summit event 2

Figure 26: The EIN Presswire release
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Figure 27: The ECCC news article on Momentum!
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