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Abstract:  

This deliverable is the third in a sequence of three reports that select policy recommendations 

from the CyberSec4Europe project and present them in a way that can be easily understood and 

used by interested parties, and especially by policymakers. The policy recommendations cover 

a wide variety of areas ranging from awareness to research and target a wide variety of 

stakeholders including the European Commission, European agencies, European organisations 

and policymakers in EU Member States. In this final deliverable we present the 

recommendation reports as “policy briefs”: two-page-long documents that present the problem 

and the proposed solution in a way that is quick and easy to grasp.   

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

This document is issued within the CyberSec4Europe project. This project has 

received funding from the European Union’s Horizon 2020 Programme under grant 

agreement no. 830929. This document and its content are the property of the 

CyberSec4Europe Consortium. All rights relevant to this document are determined 

by the applicable laws. Access to this document does not grant any right or license 

on the document or its contents. This document or its contents are not to be used or 

treated in any manner inconsistent with the rights or interests of the CyberSec4Europe 

Consortium and are not to be disclosed externally without prior written consent from 

CyberSec4Europe. Each CyberSec4Europe Consortium Member may use this 

document in conformity with the CyberSec4Europe Consortium Grant Agreement 

provisions and the Consortium Agreement.  

The information in this document is provided as is, and no warranty is given or 

implied that the information is fit for any particular purpose. Any use thereof is at the 

user’s sole risk and liability. 
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Executive Summary 

Over the past four years, the partners of the CyberSec4Europe project have been doing research 

and development in the area of cybersecurity. The experience that they gained can be used not 

only in technical contributions for cybersecurity technologies but also in policy interventions. 

Towards this direction they have collected their policy recommendations in this deliverable. To 

disseminate them in a fast and easy way they have formatted the recommendations into two-

page-long “policy briefs”. Each policy brief deals with one issue: it presents the problem, the 

findings, and lists 2-3 policy interventions that can be used to address the problem. The policy 

briefs prepared are:  

• Develop new funding instruments to support blue-sky research in the area of 

cybersecurity 

• Support the design and development of new password-less authentication methods 

• Institutionalize the Cybersecurity Competence Community  

• Support projects working towards exploring the role of Privacy Enhancing 

Technologies (PETs) in reducing risk and advancing European data protection policy to 

promote the use of advanced PETs 

• Encourage cybersecurity research projects targeting sector-specific SMEs, as well as 

with efficient and actionable plans to attract relevant SMEs 

• Encourage the European Data Protection Supervisor to issue an Opinion clarifying the 

application of the data controller role to the scenarios described for the issuance of the 

EUDIW in Article 6a (2) of the eIDAS2 Proposal. 

• Fund and support research towards the development of comprehensive vulnerability 

attribution and characterization frameworks 

 

In addition to the above the partners have made contributions to several European and Member 

States organizations and institutions including ECSO, ENISA, JRC, DG JUST, the European 

Parliament, and others.  
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1 Introduction  

This is the third deliverable of Task 9.6: Policy Recommendations. According to the Description 

of Action, the task identifies and prioritises1 policy recommendations based on the results of the 

conclusions and roadmaps associated with the demonstration activities, to define a sustainable path 

for the technologies developed in CyberSec4Europe.  

 

Indeed, several of the project deliverables have produced solid scientific and technical results that 

can be used to guide future policy recommendations. Capitalising on these results, the project can 

have an impact not only technically, but also in the field of policy.  

 

To pave the road towards effective policy recommendations, the project is following a two-pronged 

approach:  

• A proactive approach. The CyberSec4Europe members create two-page-long policy 

briefs, each one of which focuses on a single issue. They present the problem and the 

recommendations in a quick and simple way that is easy to grasp.  

• A reactive approach. The CyberSec4Europe members decided to accept (to the extent 

possible) requests for contributions to policy documents at either the EU or Member State 

level.  

This deliverable describes the outcomes of these two approaches.  

 

 

  

 

 
1  Prioritisation is at two levels. First, we collect all possible policy-related recommendations of the Deliverables and 

list them in Annex I. Then, we select some of these recommendations we expend them, we provide more 

information and we list them as subsections in section 3.   
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2 Policy Briefs 

To make our policy recommendations easier to distribute we have formatted them into 2-page-long 

policy briefs. All policy briefs follow the same format:  

• Policy Recommendation Title 

• Context and Findings  

• The problem  

• The scene  

• The implications  

• Policy recommendations 

• References  

• Contact 

In this deliverable we include the following policy briefs:  

• Promote Blue-sky Research 

Password-less Authentication 

• Data Protection by Design 

• Community Engagement 

• SMEs 

• European Digital Identity Wallet 

• Vulnerability attribution 

 

2.1 Promote Blue-sky Research 

This policy brief deals with the need to support basic research in cybersecurity – what we call 

“blue-sky research”. The main recommendations of this brief are:  

 

• Develop new funding instruments to support blue-sky research in the area of 

cybersecurity. Currently very few, if any, instruments exist to support blue-sky research 

in cybersecurity. We need a new FET-like or EIC Pathfinder-like programme completely 

dedicated to cybersecurity. Such programmes would support the entire range of 

cybersecurity projects ranging from hardware security all the way to application security. 

One might think that such instruments already exist (such as the European Research 

Council or Marie Skłodowska-Curie Actions) and that they are enough to cover 

cybersecurity along with the rest of the disciplines that they cover. However, the existing 

instruments provide only a small fraction to funding cybersecurity research. We need to 

step up on this, as cybersecurity is one of the very few areas of research that touches almost 

all aspects of life: from the mundane, such as the coffee maker not working, to the 

important, such as cars crashing because of faulty software, all the way to national security, 

such as an electricity grid going down during a time of crisis because of an advanced 

persistent threat that was maliciously planted by a third-party supplier. 

• Support cybersecurity research projects with very low TRLs. Existing funding 

instruments should support cybersecurity projects with a very low TRL. Indeed, current 
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funding instruments request a medium to high TRL of 4 or 5 which is equivalent to 

technology implemented and validated in a relevant environment. This deprives all low 

TRL inventions from the opportunity to receive funding. Without support for very low 

TRLs, it’s unlikely that new algorithms will be created or new systems developed from 

scratch. And without new algorithms and new systems, we would not be able to pave the 

way to real ground-breaking innovation. Fundamental low TRL new ideas will not be 

funded by the EU and without funding they are less likely to be created, at least on European 

soil. They will more likely be invented (and possibly patented) in non-EU countries and 

imported back to Europe perpetuating the endless loop. Europe keeps importing its 

cybersecurity because Europe does not fund low TRL research that will develop the 

required technology. 

• Provide funding for cybersecurity research projects that last more than five years. 

Most existing calls for proposals provide funding for projects that are relatively short:   two 

to three years long. This is shorter than the time it takes for a PhD to complete. Indeed, a 

PhD often takes five to six years at leading universities, although it can be even seven to 

eight years in most US universities2. A typical EU-funded project lasts for half or even a 

third of the duration of a PhD. Such short-lived projects just do not have the time necessary 

to catalyse the creation of fundamentally new inventions that start from a very low TRL. 

Some European countries, such as the Netherlands, have already realised this problem and 

have started funding projects that last five or even six years. 
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2.2 Password-less Authentication 

This brief deals with the difficulties of using several passwords and proposes the use and 

deployment of password-less authentication. The main recommendations of this brief are:  

• Support the design and development of new password-less authentication methods. 

Over the next few years, the progress in computer systems is anticipated to change the 

current scene in computer science by solving complex problems in very little time (e.g., 

password guessing, breaking cryptographic keys). This will have an immediate negative 

effect on the existing, mostly password-based authentication methods, since the problems 

they already have, such as brute-force attacks and lack of user-friendliness, will have 

increased due to the enhanced processing power and user experience. Thus, the EU should 

support research into password-less authentication in order to design and develop methods 

that are able to cope with the expected advances in computer science (e.g., quantum 

computers). This goal could not be accomplished without supporting research for 

alternative password-less authentication solutions: for example, attribute-based and device-

based authentication. 

• Provide funding for research on user-machine-IoT authentication. IoT is a relatively 

new paradigm that has changed our everyday lives. However, authentication among 

different entities has not been adequately covered by existing funding schemes leaving a 

gap in the emerging autonomous and distributed networking ecosystem that is comprised 

of users, machines and IoT devices. The EU should offer new funding schemes to 

researchers to design and develop innovative and flexible authentication schemes and 

protocols, that will satisfy novel concepts (e.g., secure IoT device authentication in a smart 

home), such as zero-knowledge proof and zero trust that are promising and have not been 

thoroughly exploited yet.  
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2.3 Data Protection by Design 

This policy brief focuses on privacy enhancing technologies (PETs). The main recommendations 

of this brief are:  

• Support projects working towards exploring the role of PETs in reducing risk and 

advancing European data protection policy to promote the use of advanced PETs. 

There is a great need to push the boundaries of knowledge on what can be achieved with 

technologically enforced data protection. We need risk-analysis methodologies that help us 

understand the risks and benefits of using different PETs. If we can categorize PETs by the 

level of re-identification avoidance provided (feasibility of re-identification), we can have 

a better estimate on what is the current state of the art and which technologies and which 

settings can be considered strong enough to protect sensitive and special categories of 

personal data. Future Horizon Europe and Digital Europe calls working on data and security 

technologies of data should be encouraged to provide a re-identification risk-analysis based 

on re-usable methodology. Different risk-analysis methods work for different technologies, 

so multiple methodologies will need to emerge and reach a higher level of maturity. Re-use 

and extension of these methodologies should be encouraged to reach a higher maturity of 

re-identification risk-analysis that leads to an increased uptake of PETs. 

• Initiate a PET lighthouse project programme. PETs have been used in a few European-

scale systems, e.g. many of the exposure notification apps deployed to inhibit the spread of 

COVID-19. However, there are many areas where no successful blueprints for deploying 

PETs in Europe have been established, even though there is a great need. We need a 

program that encourages projects that:  

o provide reusable technical and legal blueprints for a certain area or use case, 

o deploy PETs in production for public sector and public-private collaborations and 

o achieve a high technical readiness level (TRL 7-8). 

The pilots should be aligned with the European Data Spaces initiative and other relevant 

programs. We believe that there is an opportunity to reuse the same collaboration that 

Europe has used for cybersecurity and blockchain innovations – a PET observatory, PET 

competence co-located with cybersecurity competence centres etc. 

• Launch selected PET lighthouse projects with the United States of America. A few 

funding and collaboration instruments exist for EU-US research collaborations. At the same 

time, developing technical controls to support secure data collaborations with US research 

partners or to securely use US cloud infrastructures could have a high impact on enabling 

collaborations. Thus, we recommend having three separate EU-US project calls in Horizon 

Europe in collaboration with partners like the US National Science Foundation and the 

National Institute of Health to design and launch privacy technology pilots between 

European and US data owners, technology providers and regulatory experts. The three 

projects should be in the domains of healthcare, financial crime prevention and cyber 

defence. We note that the healthcare project could support both the European Commission's 

Conquering Cancer and the US White House Cancer Moonshot missions. This program 

could also collaborate with the EU-US Technology and Trade Council (TTC). 
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2.4 Community Engagement  

This policy brief deals with the recommendations on how to organize the Cyber Security 

Community. The main recommendations are:  

• Institutionalize the Cybersecurity Competence Community. It is key that the National 

Coordination Centres have a systematic approach to registering communities and hubs. 

With the Regulation providing no guidelines on how possible members, that are not already 

well networked and informed, should learn about the possibility of application and 

registration, it is important to develop mechanisms to do so. The benefits and added value 

for possible members to get acknowledged as members of the Community through the 

application and registration procedure should be made clear. 

• Use CHECKs to organise the Community, in order to address the existing challenges, 

while providing flexibility. We offer the concept of a collaborative network of local 

cybersecurity hubs, ‘Community Hubs of Expertise in Cybersecurity Knowledge 

(CHECKs)’, which are envisioned as environments for community-level research, 

innovation, and capacity building in cybersecurity. This concept answers concrete 

stakeholder demands and is based on requirements, empirical best practices, and 

stakeholder feedback. The existing diversity in the Member States and their connection to 

the NCCs and to the Community can be integrated through CHECKs (thus resulting in 

complementary approaches for addressing the same mission). 

• Dedicate funds to capitalize on the existing community connections and networks. The 

H2020 pilot projects (CyberSec4Europe, ECHO, Sparta and Concordia) and their focus 

groups, as well as the European Cyber Security Organisation (ECSO) and its working 

groups also represent a rich connected community. The majority of relevant stakeholders 

are involved in the cybersecurity ecosystem through the four pilots and ECSO, forming an 

ecosystem with different focusses, maturity stages, and objectives. Therefore, dedicated 

funds should be provided, e.g. under the Horizon/Digital Europe Programmes, to deepen 

the cooperation and coordination of such stakeholders, alongside dedicated funds to set up 

CHECKs in all Member States. 
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2.5 SMEs 

This policy brief deals with support for SMEs. The main recommendations are:  

• Encourage cybersecurity research projects targeting sector-specific SMEs, as well as 

with efficient and actionable plans to attract relevant SMEs. Building cybersecurity 

solutions (e.g., cybersecurity technologies, guidelines, approaches, and standards) for 

SMEs require their satisfactory participation and consultation in the project to understand 

their requirements. This is of utmost significance for the project’s outcomes and success. 

There are also industry-specific security needs. While certain threats are global in nature, 

many SMEs must fight against specialized threat actors. For example, healthcare must 

protect IT infrastructure, patient data, and smart medical devices, while retail & wholesale 

must secure the customer and payment card data. However, it appears that the majority of 

cybersecurity projects funded by the EU and its Members States are aimed at SMEs as a 

whole than at specific sectors. The same has been evident from the low usefulness and 

applicability of most project-produced cybersecurity solutions for SMEs that are funded by 

the EU and its Member States. This poor-quality results from projects can also be attributed 

to the enormous difficulties of attracting and engaging with SMEs, which most projects do 

not adequately consider and plan for. The two potential strategies to address the quality 

issue of cybersecurity solutions produced from projects are as follows:   

o It is well known and often has been acknowledged that the majority of SMEs lack 

adequate human and financial resources.  Cybersecurity projects should therefore 

be well-publicised with the reassurance of clear and immediate benefits for the 

participating SMEs.   

o Cybersecurity research projects should target sector-specific SMEs and have 

efficient and actionable plans to attract a large number of participants or relevant 

SMEs 

• Encourage cybersecurity research projects with efficient and actionable plans for 

large-scale dissemination of their results to relevant SMEs. The cybersecurity solutions 

developed by projects supported by the EU and its Member States should ideally reach and 

be adopted by all applicable SMEs to make the best use of the resources and efforts invested 

in them. Every relevant SME in the region is entitled to use and benefit from these project-

produced cybersecurity resources. However, most EU and its Member States funded 

projects struggle to reach a few hundred, and in exceptional cases to a few thousand SMEs 

(this is insignificant given the number of SMEs in the millions) with the present 

dissemination methods or practices. Particularly, such projects to reach out to micro and 

small SMEs, who could greatly benefit from the project-produced cybersecurity solutions, 

as well as make their results accessible and attractive for them is a key challenge. These 

projects cannot continue to operate on the premise that relevant SMEs will find and utilise 

the cybersecurity solutions they have produced simply because these resources have been 

made available online on the websites. Therefore, cybersecurity research projects should 

have efficient and actionable plans for large-scale dissemination of their results, and such 

projects should receive high priority for funding. 
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2.6 European Digital Identity Wallet  

This policy brief deals with the control of the data for the EU Digital Identity Wallet (EUDIW). 

The main recommendations are:  

• The European Data Protection Supervisor should issue an Opinion clarifying the 

application of the data controller role to the scenarios described for the issuance of 

the EUDIW in Article 6a section 2 of the eIDAS 2 proposal. The EUDIW ecosystem is 

complex, because issuers can be Member States (Article 6a section 1), but can also be 

private entities (Article 6a section 2). In principle, insofar as personal data needs to be 

processed for the provision of the wallet app, these private entities would hold a role under 

the GDPR. Nevertheless, more challenging would be the circumstance where the wallet 

provider does not need to process any personal data (the desirable scenario), but still 

develops software that enables certain data processing activities. Under these 

circumstances, the allocation of the data controller role might be complicated. It should be 

considered that wallet providers, as the entities developing the wallet app, are concerned 

with the final purpose of the wallet, and although the user will hold a certain control (e.g., 

with which parties they share their data), this management will ultimately rely on the 

application created by the wallet provider. More specifically, the developers of the wallet 

app pre-define in technical terms how data is collected and for what potential purposes and 

they hold “interpretative control”; that is to say, they determine how to transform data into 

actionable decisions. It could still be challenging the fact that these entities might not 

physically process any personal data. However, it should be noted that the European Court 

of Justice has ruled in several cases that it is irrelevant whether a concerned party has actual 

access to the data when it comes to ascertaining its controllership (Case Fashion ID C-

40/17, Case Jehovan todistajat C-25/17). 

• Support and provision of funding to conduct research on the impact of innovative 

technologies in EU regulatory frameworks. The scenario presented above is not unique 

and technologies are challenging the way traditional legal concepts are understood. It would 

be worth investigating more in depth the application of traditional GDPR administrative 

roles (data controller/processor) to the scenarios raised by new technologies, like the 

EUDIW, but also others such as artificial intelligence or distributed ledger technologies. 

Such studies would be crucial to understanding if traditional legal concepts remain 

applicable to new technological developments and might suggest rethinking these concepts 

to cover upcoming advances. 
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2.7 Vulnerability attribution  

This policy brief deals with vulnerability attribution. The main recommendations are:  

• Fund and support research towards the development of comprehensive vulnerability 

attribution and characterization frameworks. The fact that modern systems and services 

employ multiple components of different nature makes the detection of their vulnerabilities 

a highly non-trivial process. Thus, having available defences for up-to-date threats is not 

useful if we cannot effectively/efficiently (and automatically) determine from which 

specific vulnerabilities the tested systems suffer from. For this reason, the EU should fund 

and support research towards the development of comprehensive vulnerability attribution 

and characterization frameworks that are designed for being applicable to systems and 

services employing multiple components of different nature. Such frameworks should be 

easy to deploy by even non-experts in the security field who wish to incorporate different 

technological components into their applications. 

• Fund and support research towards the development of frameworks for assisting 

developers during the vulnerability patching procedure.  Solely detecting the 

vulnerabilities of modern systems and services comprised of multiple diverse components 

is likely not enough; we need to mitigate those vulnerabilities and restore those systems’ 

security. In addition, it is worth mentioning that software developers are often non-experts 

with regard to the security aspect of every single component that they incorporate into their 

applications. Even if they are experts in certain components, they may not be aware of the 

potential security and privacy risks that arise when combining those components with other 

components of different nature. Thus, the EU should fund and support research towards the 

development of frameworks for assisting software developers into patching the 

vulnerabilities found in multi-component systems and services with state-of-the-art 

defences. The offered assistance can take the form of suggestions/guidelines or, where 

possible, the form of updates: that is, automatically patching the vulnerable system. Again, 

such frameworks should be easy to deploy by even non-experts in the security field who 

wish to improve their systems’ resilience against state-of-the-art attacks. 

• Forming guidelines for the diffusion of accurate information regarding the risks and 

vulnerabilities of modern software systems and services. The EU should fund and 

support research towards the formation of guidelines and suggestions for the dissemination 

of accurate information with regard to security/privacy vulnerabilities found in modern 

software systems and services. In particular, generic vulnerability attribution might cause 

misinformation and, as a consequence, the negative public opinion and/or security/privacy 

concerns towards the wrong technological component. For example, the reason that an 

authentication system has been bypassed might not be a vulnerability of the algorithm per 

se, rather than a buffer overflow (or the opposite). Thus, we need to form appropriate 

guidelines and suggestions that require the diffusion of the exact root cause(s) of each 

security incident. Doing so will facilitate the dissemination of accurate information to the 

public and avoid negative opinions and/or loss of people’s trust towards recent 

technological advancements.   
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3 The Reactive Approach  

Between M26 and M47, CyberSec4Europe researchers received several invitations to contribute2 

to various policy-related activities. Some of these are included below.  

3.1 ECSO: The European Cyber Security Organisation 

The project contributed to the ECSO’s vision document on cyber security.  

 

 

Figure 1: The project made contributions to ECSO’s vision document  

 

The main contributions were in the areas of data security and privacy.   

  

 

 
2  Note that in some cases the participants were invited as representatives of the CyberSec4Europe project and in 

other cases they were invited in their personal capacity as experts in the area. This is because some events invite 

projects (such as the concertation events) whereas other events invite experts. Similarly, some bodies (such as 

ENISA’s Advisory Group) invite people ad personam as experts – they do not invite organisations or projects. For 

the purposes of this document, we do not make any distinction.  
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Figure 2: Excerpt from the contribution of the project to ECSO’s vision document.   
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3.2 ENISA: European Union Agency for Cybersecurity  

3.2.1 Research and innovation needs  
 

On 11 July 2022 ENISA held a roundtable on “CYBERSECURITY RESEARCH AND 

INNOVATION NEEDS AND PRIORITIES”.  The project made a presentation on Artificial 

Intelligence – threats and opportunities.  

 

 
 

The project proposed to give researchers easier access to the data: 
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The project also proposed to support proactive research:  

 



CyberSec4Europe D9.28 Policy Recommendations 3  

 

 

28 

 

3.3 JRC  

Timelex contributed to the following Joint Research Center study:  Study on APIs - Legal 

infrastructure in organizations - API viewpoint (JRC/IPR/2021/VLVP/2707). This is a legal study 

aiming to produce a report describing and comparing legal-organisational practises of data sharing 

through APIs. The Study analysed decision-making structures and models, roles and 

responsibilities, and coordination mechanisms (system and processes). The analysis was interview 

driven with specialised stakeholders, and covered practices in different sectors (public and private) 

and at different levels (European, national, regional, local), and both SMEs and big technological 

players. 

3.4 DG JUST  

Timelex contributed to the following DG JUST study: Study on model contract terms and fairness 

control in data sharing and in cloud contracts and on data access rights, 

JUST/2020/RCON/FW/CIVI/0098. This is a  study examining current practices in relation to data 

sharing in data intensive sectors, and in cloud computing contracts. The objective is to define 

fairness assessment criteria, and to assess whether current practices are considered fair; with a view 

of assessing the potential impact of a fairness test that could be introduced under the future Data 

Act. In addition, the study will determine the potential of a model contract clauses for data sharing 

and/or cloud computing contracts, including identification of anticipated changes and modelling of 

economic impacts. Timelex leads the legal data collection and analysis. 

3.5 European Parliament 

The  consortium under the leadership of GUF contributed to the Public hearing “European Digital 

Identity Wallet and Trust Services” of the European Parliament, ITRE Committee, on “The 

European Digital Identity Wallet”. The main points were:  

• Identity management and wallets are an important infrastructure 

o Essential for trust in European digitalisation 

o Potentially a showcase how to do things 

• Go for it but be aware of 

o The need to gain and preserve user trust 

o Technological challenges 

o Conflicting requirements 

• Involve all communities, especially independent experts and civil society 

• Have the decisions done with utmost transparency and by the most eligible entities 

• Reserve sufficient resources (e.g. time and money) 

3.6 Other contributions 

University of Trento contributed the following article: "Building Principles for Lawful Cyber 

Lethal Autonomous Weapons" https://ieeexplore.ieee.org/document/9740711/. It deals with 

possible measures and design principles for lawful cyber lethal autonomous weapons. 

 

Afonso Ferreira (UPS-IRIT) is part of two Groupes Thématiques Nationaux of the French Ministry 

for Research that follow Horizon Europe (HE): Cluster 3 and the Digital part of Cluster 4. As such, 

he contributes to the Work Programmes of HE (2023-24, currently). In addition, he contributes 

https://ieeexplore.ieee.org/document/9740711/
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European research and innovation policy for the CNRS as a whole (30,000 staff) and his National 

Institute for Digital Research (46 research laboratories), as Head of the Europe sector for Digital 

at the CNRS,. 
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4 Summary  

Over the past four years, the partners of the CyberSec4Europe project have been doing research 

and development in the area of cybersecurity. The experience that they gained can be used not only 

in technical contributions for cybersecurity technologies but also in policy interventions. Towards 

this direction they have collected their policy recommendations in this deliverable. To disseminate 

them in a fast and easy way they have formatted the recommendations into two-page-long “policy 

briefs”. Each policy brief deals with one issue: it presents the problem, the findings, and lists 2-3 

policy interventions that can be used to address the problem. The policy briefs prepared are:  

• Develop new funding instruments to support blue-sky research in the area of cybersecurity 

• Support the design and development of new password-less authentication methods 

• Institutionalize the Cybersecurity Competence Community  

• Support projects working towards exploring the role of privacy enhancing technologies 

(PETs) in reducing risk and advancing European data protection policy to promote the use 

of advanced PETs 

• Encourage cybersecurity research projects targeting sector-specific SMEs, as well as with 

efficient and actionable plans to attract relevant SMEs 

• Encourage the European Data Protection Supervisor to issue an Opinion clarifying the 

application of the data controller role to the scenarios described for the issuance of the 

EUDIW in Article 6a (2) of the eIDAS2 Proposal. 

• Fund and support research towards the development of comprehensive vulnerability 

attribution and characterization frameworks 

In addition to the above the partners have made contributions to several European and Member 

States organizations and institutions including ECSO, ENISA, JRC, DG JUST, the European 

Parliament, and others.  
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